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Abbreviations
1D One dimensional
2D Two dimensional
24/7 Interpol

a secure global police network that enables investigators to access INTERPOL's

(1-24/7) range of criminal databases
4G Fourth-generation wireless telephone technology
ABC Automated Border Control
ACM Adaptive Coding & Modulation
ADDS Automatic Deception Detection System
AFIS Automated Fingerprint and palmprint Identification System
ALO Airline Liaison Officer
ANN Artificial Neural Network
API Advanced Passenger Information
APIS Advanced Passenger Information System
AuthentiScan Authentication scanner for passports, ID cards, driving licenses, visas and
residence permits
AVIAN Advanced Vehicle Interrogation And Notification
AWF Analysis Work File (Europol AWF)
BC wagon 2nd class couchette
BC, BCE number of years before starting point (0) of common European dating system
BCAT Border Control Analytics Tool
BCP Border Crossing Point
BES-05-2015 Border crossing points topic 1: Novel mobility concepts for land border security
2015
BIOSEC A biometric personal identification system
BIPS

Biometric Passports Information System
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BMZ Bryansk Machine-building Plant (railway wagion)
BTT Hungarian Database: persons expelled from Hungary
BU Hungarian Database: register of crimes and offences
CIM Convention Internationale concernant le transport des Marchandises par chemin
de fer (An internationally standardized freight document issued in rail transport)
CIvV Convention Internationale pour le transport des Voyageurs
COTIF1999 Convention concerning. International Carriage by Rail
CSDD Latvian Database: Data base of the Road Traffic and Security Directorate
CSS Capital Services System
CSMA/CA Carrier Sense Multiple Access With Collision Avoidance
CVIS Latvian Database: Central Visa Information System
cw Continuous Wave
DAAT Document Authenticity Analytics Tool
DCF Distributed Coordination Function
DDam three-axle wagon for transport of cars
DERMALOG VF1 a scanner able to capture fingerprint and passport images on the same scanning
surface
DMU Diesel Multiple Unit
Dn.n Deliverable (report identifier)
DVB-RCS Digital Video Broadcasting - Return Channel via Satellite (or over System)
DVB-S Digital Video Broadcasting - Satellite - First Generation
DVB-S2 Digital Video Broadcasting - Satellite - Second Generation
EC European Commission
EEG ElectroEncephaloGram
EES Entry-Exit System EES
e-Gate

automatic crossing gate
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Electromagnetic Electromagnetic
EMU Electric Multiple Unit
ENS Entry Summary Declaration
Entas UVEC A document scanner
EU European Union
EUR-Lex A website providing access to European Union Law
EURODAC European Dactyloscopy (applied to verify the fingerprints of asylum seekers as
well as illegal migrants)
Eurojust An agency of the European Union dealing with judicial co-operation in criminal
matters.
EUROPOL European Police Office
EUROSUR European External Border Surveillance System
EXS Exit Summary Declaration
FADO False and Authentic Documents Online
FAQ Fequently Asked Questions
FAR False Acceptance Rate
FIND Fixed INTERPOL Network Database
fMRI functional Magnetic Resonance Imaging
FMT Face Matching Tool
FOSS Frontex One-Stop-Shop
FRONTEX Frontieres extérieures for "external borders"
FRR False Rejection Rate
FYROM former Yugoslav Republic of Macedonia
GHz GigaHerz - one thousand million (109) cycles per second
GUI Graphical User Interface
HERMON Hungarian Database: national wanted database
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HERR Hatar Ellen6rz6 és Regisztracios Rendszer (Border Check and Registration
System)
HERRWEB A module used to search search the Hungarian national entry-exit database
HHD Hidden Human Detection
HIDRA Hungarian Immigration Control and Enforcement System
Horus 1018 A document scanner
IAIAR Register of expelled foreigners and prohibition of entry
IBM Integrated Border Management
ICAO International Civil Aviation Organization
iCROSS Intelligent Portable ContROl SyStem
ICT Information and Communication Technology
ID Identification (or Identity)
IEEE Institute of Electrical and Electronic Engineers
iFADO intranet False and Authentic Documents Online
IS Latvian Database: Integrated Information System of the Ministry of Internal Affairs
INTERPOL International Criminal Police Organization
IP Internet Protocol
IPL Hungarian Database: register of Hungarian nationals and residents
IR Infra-Red
ISO International Standards Organisation
IT Information Technology
ITTI ITTI SP ZOO, iCROSS partner, SME
JARMU Hungarian Database: vehicle, vehicle license and insurance register
]AROK Hungarian Database: vehicle, vehicle license and insurance register
JAS JAS technologie sp. z 0.0., iCROSS partner, SME
LED Light Emitting Diode
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LEICA MS5 High-performance stereomicroscope
LTE Long Term Evolution
M1 - Mn Month of project
M2M Mobile to Mobile (also Machine-to-Machine)
MAC Medium Access Control
MBMS Multi Border Management System
MIMO multiple-input and multiple-output
MIND Mobile INTERPOL Network Database
MMU Manchester Metropolitan University
mm_wave millimeter-wave frequencies
MRI Magnetic Resonance Imaging
MRZ Machine Readable Zone
NDR Latvian Database: 1.2. Invalid Document Register
NEKOR genuine document security marks and forged documents register
NVB Non-Verbal Behaviour
NVIS Latvian Database: National Visa Information System
OCR Optical Character Recognition
OCR640e full-page multi-illumination ePassport reader
OSE Hellenic Railways Organization (also Greek passenger rail car)
PAPILLON DS- Fingerprint Scanning Device
30N
PC Principal Component
PCC SEE Police Cooperation Convention for Southeast Europe Secretariat
PDP The Population register software “Individuals Data Browser”
PIU Passenger Information Unit
PMMW Passive mm-wave imaging
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PNR Passenger Name Record
PRADO Public Register of Travel and Identity Documents Online
PREMIUM an automated solution for extensive ID document authentication
PRMc a (full-page) multi-purpose scanner
QR Quick Response (code)
R Deliverable type
RBAT Risk Based Assessment Tool
RCS Radar Cross Section
RealPass Full Page Optical & RFID Passport Reader

Regula 1025.01

authenticity verification and advanced examination of passports, ID cards and
other travel documents

Regula 4205

Document authenticity verification device

Regula 7024.111

Document scanner

Regula T8333 a piece of mobile document examination equipment
REIS - 2002 Latvian border crossing control system / a register of border crossing persons and
vehicles

RF Radio Frequency

RFID Radio Frequency Identification
RR Reflection Removal

RTP (Voluntary) Registered Traveller Program
SA Schengen Accession

Sagem MS0100 Sagem Morphosmart Fingerprint and Identification Scanner

SBG State Border Guard of the Republic of Latvia

SDK software development kit

SIRENE Supplementary Information Request at the National Entry

SIS Schengen Information System
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SISTI Schengen Information System v2
SMIC Spontaneous Micro-expression Database
SOpP Standard Operational Procedures
SPS SharePoint Portal Services (Microsoft a secure place to store, organize, share, and
access information )
ST Silent Talker
SZABS Hungarian Database: register of crimes and offences
SZIG Hungarian Database: passport and ID database of Hungarian nationals and
residents
SZL Hungarian Database: register of Hungarian nationals and residents
TCN Third Country National
TRAINOSE TrainOSE S.A. is a railway company in Greece which currently operates all
passenger and freight trains on OSE lines
UIC 505-1 (specification of) a railway gauge
UK United Kingdom of Great Britain and Northern Ireland
UTL Hungarian Database: passport and ID database of Hungarian nationals and
residents
UTTL-K Hungarian Database: persons restricted from travel
uv Ultraviolet
UWB Ultra-Wide Band
TWIS Through the wall imaging system
UTTL-K Hungarian Database: persons restricted from travel
uv Ultraviolet
VIN Vehicle Identification Number
VIS Visa Information System
VISA 2 Visa Information System 2nd generation
VIZ

Visual Inspection Zone
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VMIS IAIAR Latvian Database: Expelled aliens and prohibition of entry of the Integrated
Migration Information System (one or two databases?)
VSC Video Spectral Comparator
VSC4CX VIDEO SPECTRAL COMPARATOR the compact workstation for the examination of

questioned documents

VSC-6000/HS

video spectral comparator (Document examiner)

WLB sleeping car 2nc class
WPn.n Work Package
WP Work Package
WWI World War 1
ZF CARGO the major railway operator of FYROM
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Executive Summary

The purpose of this report is to analyse the requirements of the iCROSS components. A
comprehensive understanding of a range of issues is required for the successful production of
individual iCROSS deliverables and their coherent inter-working to discharge all of their
requirements under the EC grant contract. This is achieved through a number of stages.

The first stage is a review of the underlying concepts of border management, providing an
understanding of operational issues from the end users in their geographical context. The second
stage reviews the state of the art of research and development for the various technological
components of iCROSS, within a perspective of existing practice. Each of these sections contains a
summary table of functions or relevance to iCROSS, whose form is appropriate to the maturity of the
technology. The third stage develops the stakeholders’ requirements, through interviews and
questionnaires. This information is codified into use case scenarios, which will inform
developmental experiments and evaluation of iCROSS.

D2.1 is a communicative tool supporting iCROSS’ meeting the EC Grant Contract requirements by
ensuring comprehension and coverage of the design, production and evaluation requirements of the
iCROSS border crossing solution by the consortium partners.
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1 Introduction

1.1 Purpose of this Document

This report describes Task 2.1, the process of capturing the requirements for iCROSS, which satisfies
the first objective and deliverable in WP2.

The overall objectives of WP2 are to:

e To analyse the end-user requirements and to assess user functional and technical needs.

e To identify the processes, technologies, challenges and their shortcomings through
participatory research.

e To develop the iCROSS reference architecture and component / module specifications.

e To conduct a thorough legislation review, both in EU and national level, to ensure iCROSS’s
legal compliance and to address privacy issues related to border control pilot scenarios i.e.
agreements and informed consent.

The analyses performed in this task will ensure that the iCROSS product will address the challenges
set out in our response to topic 1: Novel mobility concepts for land border security, in the BES-05-
2015 Border crossing points call. Therefore, the Requirements Analysis consists of structured and
integrated sections to ensure that the design objectives of iCROSS are met. This document will act as
a point of reference for iCROSS partners on resolution of design requirement issues.
The elicitation of requirements is divided into 4 distinct phases:

e Contextual analysis through the collation of concepts of border management

e A review of the state of the art of technologies which are (or could be) used in border

management
e (Capture of users’ opinions and experience of the border crossing activity
e Codification of user requirements

Thus, D2.1 will support the quality management plan (D8.1) by early detection and prevention of
errors caused by misinterpretation of requirements and responsibilities for their fulfilment.

1.2 Structure of the Document

The structure of this document is as follows:

e Section 2 comprises a description and analysis of concepts of border management. This
includes historical context, current practice and a European perspective on Integrated
Border Management. It then reviews individual practices at the Border Control Points of end
users: Hungarian National Police, the Latvian Border Guard and TRAINOSE (Greek Rail
Border Crossing Points).

e Section 3 begins with a review of the state of the art of the technology of current border
control platforms and that used by the iCROSS end users in particular. It proceeds with
reviews of the technologies proposed for iCROSS, including document analysis tools, lie
detection and avatars (for ADDS), Biometric technologies for identification, technologies for
the detection of hidden humans / contraband, analytics technologies for data mining and
optimising the performance of iCROSS (for BCAT), and wireless communications networks
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to integrate travellers, iCROSS components and border guards in the field. Finally, it reviews
relates surveys and recent research in the field.

Section 4 firstly outlines the methodology adopted for requirements capture and analysis to
complement the state of the art review with the user perspective. This elicits both the
functional and non-functional requirements. It explains how the perspective is informed by
questionnaires and a site survey with a practical worksho P GGG
The questionnaires use categorical answers, Likert scale answers and projective questions
to verify or move beyond the current knowledge of consortium members. It contains a
delivery strategy to optimise useful responses and methods to enhance the speed of analysis
- and so provide timely information to shape the iCROSS approach. It concludes with a set of
scenarios to inform experimental design and evaluation and information of candidate pilot
sites.

Section 5 describes the general user requirements which have been estracted from the
traveller’s survey results, Border Guard survey results, Border Guard Officers and Managers
interview results and the expertise of the participating end users. The extracted general user
requirements for the system, will be the input for the deliverable D2.2 - Reference
Architecture and Components specifications.
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2 Concepts of Border Management

2.1 Introduction History of Borders

A border is like skin. It has two ambivalent purposes: to
separate and to connect. It separates the territory as an
area controlled by a given group of people from areas
controlled by other groups or by no one. Such a behaviour
may arise for reasons of protection, securing resources etc.
and may spark aggression against trespassers (Stout,
1975). On the other hand, it keeps members of the group
together, enhances task distribution (sentinels arise) and
serves as identity basis for the socio-geographical group
(Tatalovic, 2010). In the early period of human civilization,
tribes were living in the wildernesses and the only place
where they could feel themselves relatively safe, was within
their borders, serving as frontiers. Becoming an outcast or
being expelled even for a short time was almost equal to the
death sentence. For example, before 130 BC, to spend one
night without weapons, armor and fire outside of the camp
was one of the most serious punishments in a Roman
legion, second only to decimation (Goldberg, 2016).
Trespassers were automatically treated as enemies, chased
down, killed (sacrificed) and in several cases, eaten (Erman,
Grapow, & Erichsen, 1950). Later when ancient trade was
invented, hospitality emerged. First, in form of sacred
rituals protecting the guest (O'Gorman, 2010) (Sabloff,

1975).

As technology evolved and humanity took control over most
regions, borders usually became a place for trade and of
course, place of taxation. Before the birth of national states,
borders were everywhere, between cities, tenures and so on
(Tilly & Ardant, 1975). Instead of passports, travellers used
tokens of friendship of someone protecting them in the
foreign land (proxinoi) or “laissez-passer” type papers. The
first of such papers found is from 450 BC (“Letter to the
lords across the river [in Judea]” by Artaxarxes, ruler of
Persia) (Blenkinsopp, 1987). Also acting for the purpose of
protection, some border sections were reinforced and used
as frontiers, like the Roman limes (guarded by military

Figure 1 Old border types

troops: limitanei or ripenses) or the Chinese Great Wall (Treadgold & Treadgold, 1998). Reverting
into the “original” or “first” purpose of the borders, to keep anything else out. None of the walls built
were able to protect the territory permanently, both the Roman limes and the Great Wall were
breached, as more recently was the Iron Curtain and the Wall of Berlin. Territory cannot be
protected solely at the borderline. Protection of Territory is a complex activity called Integrated
Border Management, performed by many actors inland, at the border and in foreign territory
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(Varga, 2015). Nowadays, as we live in the age of nation-states, the key actors are the sovereign
entities of nation states and for them, territory is an essential element of existence (Habermas &
Ciaran, 1998).

2.2 Borders in the present

Borders are directly related to the existence of a nation-state. As
by the definition of “nation-state”, demarcated territory and
exclusive power over the territory are two key pillars in
sovereignty (permanent population, one government and the
capacity to enter into relations with other sovereign states are the
other pillars) (Péter, 1997) (N. Shaw, 2003). If the borders are not
able to fulfill either of their purposes, to separate (defined
territory and exclusive power over the territory) and to connect
(help to keep together permanent population and be allowed to
enter into relations with other sovereign states), the existence of
the nation-state itself becomes endangered. The same danger
arises when the border is shifted radically to just one of the two
purposes: open borders which create security deficit, closed
borders which create illegal migration and at the end, physical
aggression (Maria, 2007)., There are three types of borders,
delimited by international treaties and demarcated by border
signs: open borders, which can be crossed at almost any time
and place (e.g. from Germany to Austria), controlled borders
(e.g. from Hungary to Romania), where a traveller can cross at
border gates but otherwise, it is prohibited, and closed borders
which are more like frontiers (e.g. from North Korea to South
Korea). By type, borders can be air borders, sea borders and land
borders (including borders across inland water) (Sallai, 2004).
The procedure of protecting the borders against unauthorized
border crossing is called border surveillance in most countries
Border surveillance is a considerable challenge, especially at sea
borders, but it is out of the scope of this project and only covered
as much as necessary. In case of sea and air borders, the actual
border crossing and the border control is separated in time and
space, as those vessels are under the “loi du pavillon”: the
traveller can cross the Hungarian-Slovakian border when he/she
Figure 2 Contemporary is sitting on a plane flying from Bratislava to Budapest, but will
only be controlled after the plane lands in Budapest. Additionaly,
it may be that meanwhile the passenger will have a seat in
Germany, as if his/her plane - for example - is registered in Germany (e.g. Lufthansa plane), legally,
the traveller can be locted in German territory from engine power set for departure until opening
cabin doors at destination

borders

(Bonassies, 1969). On the other hand, land borders are crossed at border gates, at the (or very near
to) the demarcation line and in most of cases, passengers are checked while sitting in their vehicles.
This is the border check, which is only one, but the most important part of the Integrated Border
Management and its Four-Tier Access Model (Lanfermann, 2014).
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2.3 Border Management

Border management means regulating, controlling and facilitating the cross-border flow of persons,
goods and services, through border policing, immigration control, asylum, customs check, nature
protection, sanitary control and cross-border crime prevention measures. The first documented
border management system operated in 1287 BC at the Egyptian-Nubian border, established by I.
Seth, with base in the Fortress of Semna, consisting of stationary and mobile Medjay, units enforcing
border policy (Erman, Grapow, & Erichsen, 1950). Border management is split between military
border protection and administrative borders. There are different border management models
around the world (Figure 3), built around same basic approach but following different principles
(Varga, 2015). This basic approach is cooperation and coordination between stakeholders.

= * EU: Integrated Border Management

World Bank: Collaborative Border
Management

EE OSCE: Comprehensive Border Management

\(} WCO: Coordinated Border Management

WTO: Border Agency Coordination

Figure 3 Border Management Models

For this project, based on the text of the call, the focus will be on EU’s Integrated Border
Management, the connecting European Security Model and the border policy of individual Member
States (MS) (on the example of Hungary). However, for future exploitation purposes of the solution,
other border management solutions will be taken into account, to maintain compatibility with
potential future non-EU customers.

2.4 Integrated Border Management

The Integrated Border Management (IBM) approach aims to create the balance between facilitation
of the flow of persons and goods across borders and providing security measures in order to achieve
sustainable border management. Originally developed by the Schengen MSs, Integrated Border
Management was integrated into the EU acquis with the Treaty of Amsterdam, 1999 (Moravcsik &
Nicolaidis, 1999). Later it was implemented by many other countries especially along main
migration routes. It recognizes that maintaining border security and controlling immigration is a
complex challenge and is not solely the task of border control agencies.

It is part of the European Security Model established (Figure 4) by the Stockholm Programme and

described by European Security Strategy renewed in every five years, starting with 2003 (Varga,
2015).
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European Security Model as in 2003 Non-military components of theEuropean
Security Strategy

Stockholm Programme

J Law enforcement
cooperation

Judicial cooperation

European Security Strategy

Strategy related to the external dimension
of the area

Disaster
management

Border

Information management strategy management

Figure 4 European Security Model

IBM is a system operated by various actors for a common goal. Cooperation is the key to achieve it.
Within IBM, the three pillars of the cooperation are:

e Intra-service cooperation
e Interagency cooperation
e International cooperation

Cooperation has to be facilitated through:

legal and regulatory framework

Institutional framework

Procedures (Standard Operational Procedures, SOPs)
Human resources and training

Communication and information exchange
Infrastructure and equipment

The main cooperating actors are border guards (border police), police, customs, phytosanitary
services, veterinary services, foreign affairs, and national security agencies. Focusing on procedures,
a simplified model called the “Four-Tier Access Control Model” (sometimes referred to as the four-
filter model - see Figure 5) is used, which covers a set of complementary measures implemented at
different stages, which include:

1. Activities in third countries (visa policy, liaison officers, assistance missions);

2. International cooperation (readmission treaties, return and other joint operations,
FRONTEX, PCC SEE etc.);

3. Border surveillance and inspections at border gates (border check, customs check etc.)
4. Inland checks and other activities within territory.

In line with the ambition of the iCROSS, Section 2.2 focuses on border checks within border control
(Filter 3) at external borders of the Schengen Area, highlighting the following aspects:
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e (Partial) Automated Border Control (ABC) speeding up border checks with help of
biometrics

e Voluntary version of Advanced Passenger Information (API)

e Entry-Exit System (EES)

e Voluntary Registered Traveller Program (RTP)

Four-filter model
(component of the EU’s system of integrated border management)

Filter 1 Filter 2 Filter 3 Filter 4
Activities in third countries Cooperation within Measures at border control Measures within
the Schengen Aera the territory

i e (%, a \
= | &' 2| A

: ’ f—v—-—{“

For example For example For example For example
® Visa procedure ® FRONTEX e Schengen-compliant * Targeted internal controls
* Airline Liaison Officer o Liaison Office/-Officers control of external border  Measures to detect
(ALO) « Coundil Study Group * Automated border control forgeries
e Migration Attachés ¢ Advanced Passenger e Enforcement
o Cooperation with / Information (AP1)
sanctioning of airlines o Entry-Exit-System (EES)
* Registered Traveller
Program (RTP)
» >
>
>
Illegal Immigration / cross-border crime Legitimate immigration

Figure 5 The Four Tier Access Control Model

Although the iCROSS solution is focusing on border checks at border gates, especially at land border
gates, it is borne in mind that the given procedure will likely be connected to other procedures in the
same tier or in other tiers. For example, a record serving as evidence for border crossing (“digital
stamp”) shall be consulted during an inland check to determine if the duration of the stay is
exceeded or not. Checks in one tier are the best place to optimize cost effectiveness, e.g. multiple
stakeholders conduct checks at the border, like customs, border guards, phytosanitarians etc. Such
checks can include (depending on the border section), means of transport, pets brought along,
declared belongings etc. Consequently, more checks can be carried out before, after or during the
border check itself. For a traveler passing between Hungary and Romania, there is border check but
no customs check, while a trip between Hungary and Serbia requires both and in third version,
when crossing from Germany to Switzerland, there is customs check but no border check. These
checks can be extended by veterinary and phytosanitary checks if necessary. Road Border Crossing
Points need a dual check: both vehicles and passengers have to be checked, it has to be verified that
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the vehicle is rightfully owned, able to safely participate in the traffic and there is nobody hiding in
the vehicle trying to slip across the border without being checked or there are no hidden drugs,
weapons, explosives or other illicit goods. Therefore, border checks at land border gates are not only
considering control of the passengers, but also inspection of the vehicle in compliance with the
Schengen Border Code. The Schengen Border Code applies for border control activities of the
Schengen Member States (MS), which is was originally an independent international cooperation
(Treaty of Schengen on Abolishing Border Control on Internal Borders, also known as Schengen
Agreement signed in 1985) on abolishing border control at the Parties’ internal (common) borders.
Subsequently, the EU took over this institution of the international law and integrated into the
acquis communautaire in 1999 with the Treaty of Amsterdam. However, the EU and Schengen
Membership did not totally overlap, some EU MS opted out, while some third countries joined the
Schengen Area. Figure 6 shows the current Schengen and EU overlap as of 2016.

THE SCHENGEN AREA
B schengen Area (EU)

Schengen Area (non-EU)

Unofficial participants (non-EU)

Schengen zones not shown
Canary Islands (Spain)
>

Non-Schengen EU countries
[ Future Schengen (current EU)

Schengen-exempt EU countries
(As of March 2016)

Figure 6 Current Schengen and EU Overlap (2016)

2.5 Border policing

Although IBM is a backbone of border management in the Schengen MSs, border policing is a wider
horizontal national institution in each MS, it does include IBM but has dimensions outside of it. They
are mostly regulated by bi- or multilateral international agreements between countries. There is a
long standing effort from the EU to get involved into - and later, take over - all aspects of border
policing from the MS. In some cases, for example in case of readmission treaties with third countries
or visa policy, under Cross-Border Relations, this is very much reasonable. On the other hand, a
border regime, which is a bilaterally agreed regime of the border area of two neighboring countries,
is more of a subsidiary and is less justifiably centralized.
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Figure 7 EU Intergrated Border Management Concept

However, it has to be respected, that border policing is a part of the flow control of persons, goods
and services (see Figure 8). It is a pillar of the National Security System of each MS, which has not
only law-enforcement or foreign affairs aspects, but other ones from sanitation through labour
market to national security, even if the filter itself is the Four-Tier Access Control Model (4-TAC) of
the IBM.

National
Security Cross-

Sanitary border

protection (e
prevention

Immigration
Control

Persons, goods, services crossing borders Inland

Exernal

Relations Border
Labour Policing
market
policing

Figure 8 Border Policing Flow

2.6 Basic definitions and principles of border control

Border control consists of border surveillance and border checks at external borders. Border
surveillance means the surveillance of borders between border crossing points and the
surveillance of border crossing points outside the fixed opening hours, in order to prevent persons
from circumventing border checks. Border checks are the checks carried out at border crossing
points at the external border, to ensure that persons, including their means of transport and the
objects in their possession, may be authorized to enter the territory of the Member States or
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authorized to leave it. External borders means the Member States’ land borders, including river
and lake borders, sea borders and their airports, river ports, sea ports and lake ports, provided that
they are not internal borders. Internal borders means the common land borders, including river
and lake borders, of the Member States; the airports of the Member States for internal flights; sea,
river and lake ports of the Member States for regular internal ferry connections (Regulation (EU)
2016/399 on Schengen Borders Code, Art. 2.). External borders may be crossed only at border
crossing points and during the fixed opening hours. Internal borders may be crossed at any point
without a border check on persons, irrespective of their nationality, being carried out. A summary is
presented in Table 1.

Table 1 Border Types and Associated Border Checks

Border type Border Checks

Schengen external border Yes
Schengen internal border No
Schengen internal border with temporary re- Yes
established border control

Schengen external border during temporary border No
openings

Schengen external borders with relaxed border checks Simplified

Closed border (protected border) No (no traffic)

Cross-border movement at external borders shall be subject to checks by border guards. Checks
shall be carried out in accordance with the Schengen Borders Code, but the law of the Member State
concerned shall apply to any searches which are carried out. The border checks may also cover the
means of transport and objects in the possession of the persons crossing the border.

All persons shall undergo a minimum check in order to establish their identities on the basis of the
production or presentation of their travel documents. Such a minimum check shall consist of a
rapid and straightforward verification, where appropriate by using technical devices and by
consulting, in the relevant databases, information exclusively on stolen, misappropriated, lost and
invalidated documents, of the validity of the document authorizing the legitimate holder to cross the
border and of the presence of signs of falsification or counterfeiting. On a non-systematic basis,
when carrying out minimum checks on persons enjoying the right of free movement under Union
law, border guards may consult national and European databases in order to ensure that such
persons do not represent a genuine, present and sufficiently serious threat to the internal security,
public policy, international relations of the Member States or a threat to the public health.

On entry and exit, third-country nationals shall be subject to thorough checks (first line)
containing a minimum check plus verification of the conditions of entry and stay for third country
nationals.

Figure 9 Border Checks, shows a summary of the three levels of checks.
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Figure 9 Border Checks

If a third country national stays less than 90 days in any 180 days period, the conditions for entry
and stay in the Schengen Code has to be applied. If a person stays more than 90 days in any 180 days
period, the immigration law of the Members State shall be applied.

During a thorough check, the following procedure is requested by the Schengen Border Code:

1. verification that a third-country national is the rightful holder of a document which is valid
for crossing the border and which has not expired, and that the document is accompanied, where
applicable, by the requisite visa or residence permit;

2. thorough scrutiny of the travel document for signs of falsification or counterfeiting;

3. examination of the entry and exit stamps on the travel document of the third-country
national concerned, in order to verify, by comparing the dates of entry and exit, that the person has
not already exceeded the maximum duration of authorized stay in the territory of the Member
States;

4. verification regarding the point of departure and the destination of the third-country
national concerned and the purpose of the intended stay, checking, if necessary, the corresponding
supporting documents;

5. verification that the third-country national concerned has sufficient means of subsistence
for the duration and purpose of the intended stay, for his or her return to the country of origin or
transit to a third country into which he or she is certain to be admitted, or that he or she is in a
position to acquire such means lawfully;

6. verification that a third-country national, his or her means of transport and the objects he or
she is transporting are not likely to jeopardize the public policy, internal security, public health or
international relations of any of the Member States. Such a verification shall include direct
consultation of the existing (if any) data and alerts on persons, included in the SIS and in national
data files as well as the corresponding action to be performed, as a result of an alert;

7. if a third country national needs a visa, verification of the visa holder identity and visa
authenticity is done by consulting the Visa Information System (VIS), but this can be skipped under
certain special circumstances: e.g. disaster, person is part of a diplomatic delegation led by a Head of
State.
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8. the travel documents of third-country nationals shall be systematically stamped on entry
and exit.

For intended stays on the territory of the Member States of a duration of no more than 90 days in
any 180-day period, which entails considering the 180-day period preceding each day of stay, the
entry conditions for third-country nationals are the following:

1.  rightful possession of a valid travel document entitling the holder to cross the border
satisfying the following criteria:

1.1.  its validity shall extend at least three months after the intended date of
departure from the territory of the Member States. In a justified case of emergency, this
obligation may be waived;

1.2. it should have been issued within the previous 10 years;

2. they are in possession of a valid visa, if required, except where they hold a valid residence
permit or a valid long-stay visa;

3. they justify the purpose and conditions of the intended stay, and they have sufficient means
of subsistence, both for the duration of the intended stay and for the return to their country of origin
or transit to a third country into which they are certain to be admitted, or are in a position to acquire
such means lawfully;

4.  they are not persons for whom an alert has been issued in the SIS for the purposes of
refusing entry;

5.  they are not considered to be a threat to public policy, internal security, public health or the
international relations of any of the Member States, in particular where no alert has been issued in
Member States’ national data bases for the purposes of refusing entry on the same grounds.

In the Schengen Border Code, there are also special rules on border checks at land border gates. To
ensure effective checks on persons, while ensuring the safety and smooth flow of road traffic,
movements at border crossing points shall be regulated in an appropriate manner. Where
necessary, MSs may conclude bilateral agreements to channel and block traffic. At land borders, MSs
may, where they deem appropriate and if circumstances allow, install or operate separate lanes at
certain border crossing points. For example, in Hungary, there are separated lanes for persons
under the right of free movement and stay (‘EU Citizens’) and third country nationals (‘All
Passports’), as well as for busses and trucks and - on larger border gates - for diplomats. Separate
lanes may be dispensed with at any time by the MSs’ competent authorities, in exceptional
circumstances and where traffic and infrastructure conditions so require. As a general rule, persons
travelling in vehicles may remain inside them during checks. However, during the first line check, if
circumstances so require, persons may be requested to alight from their vehicles. Thorough checks
will be carried out, in areas designated for that purpose, if local circumstances allow. In the interests
of staff safety, checks will be carried out, where possible, by two border guards.

2.7 Border checks in Hungary

For an intended stay on the territory of Hungary for more than 90 days in any 180 days period, in
case of persons under the right of free movement and stay the Act 1. of 2007, for third country
citizens the ActIl. of 2007 shall be applied.

In the case above, persons under the right of free movement and stay are required to present a
registration card issued by the Hungarian Office of Immigration and Nationality or, if not (yet)
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holding this, to present documents justifying their right of free movement and stay for more
than 90 day in a 180 days period, for example a certificate of marriage with a person residing
in Hungary, a Hungarian Student’s Card or a work contract. If the person is a third country
national, obtained the right of free movement and stay through marriage or other family
relationship, a residence permit will also be required or, if not (yet) in possession of the

person, but based on nationality, a visa is required to enter, a visa free of charge will be issued
immediately.

For third country nationals not under the right of free movement and stay, a residence permit
(temporary or permanent) or visa issued for the special purpose of obtaining a residence has to be
in rightful possession of the person to enter for a period more than 90 days in a 180 days period.

2.7.1 Detailed procedure of border checks in Hungary

The Hungarian procedure on carrying out border checks at land border gates is regulated by

Command No. 24/2015 of the Chief Commissioner. According to this, the following steps have to be
carried out:

1.  Minimum checks:
1.1.  observation of the arriving vehicle
1.2.  greeting the passengers (language knowledge check based on vehicle plate)

1.3.  taking travel document, verification of its type (ordinary [private], service,
diplomatic, ID or is not valid as a travel document [eg. driving license])

1.4.  verification of the nationality and the right of free movement and stay
1.5.  identification of the holder of the passport (impostor check)

1.6.  verification of presence of persons in the passport
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1.7.  verification of the vehicle, its cargo bays and other holding spaces (trunk,
door, under seat and overhead compartments and engine bay if necessary), vehicle license,
ownership and the right to use (e.g. power of attorney if the driver is not direct relative of
the owner), operational condition of the vehicle, vehicle insurance and driver license (if
required)

1.8.  checking passport and its annexes for validity and genuineness

1.9. non-systematic check of person, vehicle and travel document in relevant
databases using the single HERR (Hatar Ellenérz6 és Regisztraciés Rendszer (System for
Entry-Exit and Border Checks)) form (there are 18 cases when the check is obligatory, e.g.
when any traveller is underage and without guardian)

1.10.  recording statistical data such as number of persons, nationality of persons
and means of travel.

1.11.  giving back the travel documents to the holders (one by one) after repeated
identification

1.12.  decision
Decisions of minimum check can be:
2.1.  admission
2.2.  thorough check at first line
2.3.  thorough check at second line
2.4.  refusal
2.5.  actions according to hit in Schengen Information System, SIS

2.6.  further actions are required (apprehension, arrest, starting of asylum,
criminal, immigration etc. procedure)

Thorough checks at first line:
3.1.  observation of the arriving vehicle
3.2.  greeting the passengers (language knowledge check based on vehicle plate)

3.3.  taking travel document, verification of its type (ordinary [private], service,
diplomatic, ID or is not valid as a travel document [e.g. driving license])

3.4.  verification of the nationality and the necessity of visa
3.5. identification of the holder of the passport (impostor check)
3.6.  verification of presence of persons in the passport

3.7.  verification of the vehicle, its cargo bays and other holding spaces (trunk,
door, under seat and overhead compartments and engine bay if necessary), vehicle license,
ownership and right to use (e.g. power of attorney if the driver is not direct relative of the
owner), operational condition of the vehicle, vehicle insurance and driver license (if
required)

3.8.  checking passport and its annexes for validity and genuineness
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3.9. in case the person requires a visa, checking possession of visa or other
document replacing the visa

3.10.  check of person, vehicle and travel document (passport, visa etc.) in relevant
databases using the single HERR form, checking fingerprints if required by VIS

3.11.  verifying conditions for entry and stay, with focus on the threat to public
order and national security posed by the person, its vehicle or any objects in its possession

3.12.  checking official remarks and stamps in the travel document

3.13.  verifying if the person has not exceeded the maximum duration of stay he or
she is eligible for

3.14. stamping the travel document and additional remarks if required (e.g.
+00256797 if the person shall have a visa by nationality but instead has a residence permit
with that number)

3.15.  recording statistical data

3.16.  giving back the travel documents to the holders (one by one) after repeated
identification

3.17.  decision
Decisions of the Minimum check can be
4.1. admission
4.2.  thorough check at second line
4.3.  refusal
4.4. actions according to hit in SIS

4.5.  further actions are required (apprehension, arrest, starting of asylum,
criminal, immigration etc. procedure
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2.8 Republic of Latvia

The State Border Guard ensures surveillance of the 276 km long border between the Republic of
Latvia and Russian Federation, the 172,9 km long border between the Republic of Latvia and the
Republic of Belarus, and the 498 km long sea border (external EU border), as well as monitoring of
the 343 km long border between the Republic of Latvia and the Republic of Estonia and the 588 km
long border between the Republic of Latvia and the Republic of Lithuania (internal EU border).

At the state borders with the Russian Federation and with the Republic of Belarus there are 6
border crossing points located on motorways and 3 border crossing points on railways. 10 border
crossing points are located in ports and 6 in airports and airfields.

The main tasks of the Border Guard include:

=

Border check of persons and means of transport at BCP;
2. Surveillance of the land and sea border between BCP;

3. Control of foreigners residence into the country and expulsion of illegal migrants
(immigration control);

4. Investigation of criminal cases on illegal crossing of the state border and people illegal
movement ;
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5. Identification of asylum seekers;
6. Technical documents’ expertise.
Rights of Border Guards

Border guards in the whole border area, as well as the border control points and the border crossing
points have the right:

1. to examine the documents of persons and control means of transport and their freight,
during the performance of their service duty without limitations of movement;

2. for all persons crossing the State border, to examine according to specified procedures
personal identification documents and make the necessary notations in them, as well as to
carry out inspections of all the means of transport crossing the State border;

3. inaccordance with procedures and within the terms set out by law to arrest persons;
4. to guard, convey and hold arrested persons;

5. in accordance with specified procedures, to remove and transfer to customs institutions
goods and other items that have been found with persons crossing the State border while
evading customs control;

6. to deny entry into the State to persons who cannot produce valid travel documents;

7. in accordance with procedures prescribed by law, to expel persons from the State who have
entered Latvia or crossed the State border without a valid travel document or a permit from
the relevant authority or have not observed prescribed procedures;

Organisation of Border Control at Border Crossing Points and at the State Border

Persons crossing the external border in order to enter or exit the Republic of Latvia, as well as
property and goods being moved across the external border by land, by aircraft or vessels in order
to bring them into or bring them out of the Republic of Latvia, shall be subject to checks at the
border crossing points. The purpose of these checks shall be to confirm the fact of the crossing of the
external border and that the persons remain in the Republic of Latvia legally, and that property and
goods are being brought into or brought out of the Republic of Latvia legally.

Checks at a border crossing point shall be as follows: the border check, which is performed by
officials of the State Border Guard; customs control, which is performed by officials of the customs
authority; veterinary or phytosanitary control, control of food safety or of safety of non-food
products, quality and classification control, which is performed by officials of the Food and
Veterinary Service. Alsoradiometric control, which is performed by officials of State administrative
institutions specified in regulatory enactments

A border crossing point regime shall be in force at border crossing points, which determines the
procedures by which persons are permitted to stay and move at a border crossing point, as well as
the procedures by which the competent authorities perform activities which are connected with the
admittance of persons, as well as the movement of property and goods across the external border.

2.8.1 Border check procedure at the Terehova BCP
e
.
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Border check procedure of the Zilupe BCP (railway)
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2.9 TRAINOSE

TRAINOSE S.A. was established on 19th December 2005 as a 100 % subsidiary of OSE S.A. The
Hellenic Railways Organization (OSE) is the Greek national railway company which owns, maintains
and operates all railway infrastructure in Greece with the exception of Athens' rapid transit lines.
Train services on these lines are run by TrainOSE S.A., a former OSE subsidiary. In addition, OSE
owns and maintains the rolling stock used by TrainOSE and maintains preserved special rolling
stock, withdrawn locomotives and railcars. OSE was founded in 1971, taking over from the Hellenic
State Railways, which was founded in 1920. Since 1st January 2007, TRAINOSE S.A. has undertaken
the operation and management of all the transportation activities (passenger, freight, etc.) and has
been operated as an independent company, being separately managed and organized, according to
the provisions of EU legislation.

2.9.1 The Thessaloniki - Eidomeni route

Figure 20 presents a map that shows the position of railway lines within the Greek regions.
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Figure 20 Local map of Railway Network

BEPOIA

The First line connects Thessaloniki with Istanbul. This route is a part of the corridor that connects
west Europe with Asia. The second line connects Thessaloniki with Bulgaria. This route operates
with passengers that go to Sofia and freight heading towards the Black Sea and Russia. It is a part of
European freight Corridor IV.

The most interesting route, Hellenic - Europe rail transportation, is the Thessaloniki Eidomeni
passage. Thessaloniki Eidomeni is the most interesting because:

e Itis the main freight corridor of Greek region
e Itis the shortest path for immigrants to European Union
e Corridor passes from countries outside EU

The Eidomeni passage connects Thessaloniki with FYROM and is the main freight corridor for Port
of Piraeus freight. The Thessaloniki - Eidomeni route is single line electrified route. It operates
under high voltage (150KV/25KV, 50HZ) and it holds electrified trains. Electric and Diesel
locomotives can operate in this line.

The Electric Multiple Unit (EMU) type of locomotive is for passenger and freight trains. Different
types of Diesel and DMU can operate in the line.
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2.9.2 Procedures in passenger trains

TRAINOSE is not responsible for checking passenger personal data. According to the Convention
concerning International Carriage by Rail, COTIF1999, passengers have the ability to buy a ticket
from the central station and travel to the Hellenic Region. (OTIF 1999).

Moreover, TRAINOSE is not a forwarding company. TRAINOSE operates in the Hellenic region. For
international travellers, TRAINOSE has bilateral contracts.

Since 10th May 2014, TRAINOSE offers travel from Thessaloniki — Skopje — Belgrade. The train code
is Hellas 334/335. The synthesis of the train consists of four wagons and one electrified locomotive.
Moreover, TRAINOSE is not a forwarding company. TRAINOSE operates in Hellenic region. For
international travellers, TRAINOSE has a bilateral contract with the neighbouring countries and the
respective operators operating in them. In Figure 20 (map) the exact position of railway lines from
Greek region to other Skopje railway operator is presented.

From 10th May 2014, TRAINOSE offers travel from Thessaloniki - Skopje - Belgrade. The train code
is Hellas 334/335. The synthesis of the train consists of four wagons and one electrified locomotive.
More specifically:

One wagon B type which belongs to TRAINOSE. Wagon code is BMPZ and it has 66 seats
One wagon B type which belongs to Serbian Railways

One wagon B type which belongs to FYROM railways

One D type which belongs to FYROM railways

FYROM railways frequently asks for an additional WLB / BC type wagon. Since 2014, but only for
the summer period, passengers have the ability to load their car on the train. For this reason,
Serbian Railways uses a DDam wagon. So on this route, trains comprise four to six wagons.

The ticketing system for international routes is not electronic. A passenger must go to the
Thessaloniki ticketing depot to buy an international ticket (Figure 21).

Figure 21 Thessalonik Passenger Station

On the Thessaloniki - Eidomeni - Skopje - Belgrade route, travellers can buy tickets from Veles
Skopje and Nis, Lapovom Belgrade.
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1. Since 2014, three types of tickets are available. All of the tickets are harmonized with the
latest rules concerning the contract of international carriage of passengers by rail (CIV) from
International Rail Transport Committee. Typical handwritten tickets together with their
wrappers are shown in Figure 22 and Figure 23.

Cash or Credit

Single trip: depart statione.g.
SKOPJE

Date/ stamp

Arrival station. E.g.
THESSALONIKT

Arrival station / type of seat

067529

Route code
<1065>Gevgelija(frx0073>

Discount rate e.g. 50%

Single trip: First class
Comments fordiscount

Single trip : Second class

Figure 22 Typical handwritten tickets

Price

‘ bate

TPAINC =

Tipn

Prix

Prei

PAVEG anc
mois & partir du
Monate vor

Mpageio éxdoong
Bureau d' emission
Ausgabestelle

1 or 2 depentsof one frip or
two trips ticket

Dateand stamp

Figure 23 Ticket Wrapper

The conditions of traveling can be found on the back of every wrapper (The International Rail
Transport Committee 2015).
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2. Uniform ticket

A sample ticket for passengers travelling in sleeper wagons is shown in Figure 24.
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Figure 24 Passenger Uniform Ticket

3. Ticket for car transfer.

The transportation of accompanied cars is feasible in the special double deck wagons which are
attached to the passenger trains. Vehicle loading and unloading are done by the owner, after the
completion of the special Vehicle Status Bulletin during the loading. The acceptance of the
accompanied car on board the train and the selection of its parking position depend on the vehicle's
dimensions. During the transport, no passengers or living animals are allowed inside the vehicles
(Figure 25).

E]e "19282 Aaiov peragopls [ b

AKYPON 15 Jos [oF

Figure 25 Ticket for Car Transfer

All of the train tickets are not named. There is no name written on any personal tickets. TRAINOSE is
not authorized to ask any passengers personal data.
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After buying a ticket a passenger has to go to the train. The passenger has to find the right wagon
and a seat. Inside the wagon, a passenger can put their personal luggage on luggage shelves over
their seats.

Figure 26 Typical BMZ Passenger Wagon

The BMZ wagon is a UIC 567-2 wagon (Figure 26,Figure 27). It is a 2nd class wagon 11 coupes and 2
toilets. It is almost 26.400 mm or 26.4 meters long.

Figure 27 Drawings of BMZ Wagon
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Figure 28 Inside of a Wagon

The distance from Thessaloniki to Eidomeni is almost 75 km. The control procedures take place
inside rail cars en route and at the end in Eidomeni train station. Checks are carried out by the police
and customs authorities. The first stage procedures start from the train station of Kilkis and at the
end in Eidomeni station. State authorities enter the train and collect passenger passports. These
documents are uploaded in a centralised system by typing the data of the traveller into the form of
the Schengen Information System. The second stage of control relies on a simplified biometric
authentication of the individual to verify that the person is the one that is holding the travel
documents.

In the Eidomeni train station, an expert comes from the Hellenic infrastructure manager to check
technical reliability of the wagons. After that, the train is ready to enter the FYROM region.

TRAINOSE estimates that procedures last from 20 to 45 minutes. The time depends on how full the
train is.

2.9.3 Optional Procedures in freight trains

A freight train that crosses the borders has the potential to carry immigrants. The size of freight
trains can consist of up to 40 wagons and a total length of 545 meters and 1250 ton. In passenger
trains, passengers and hosts may notify the authorities of the presence of immigrants. In freight
trains, only the train driver can notify the authorities about the presence of immigrants. On the
Eidomeni - Thessaloniki route rail network, the train engines are the same as those operating in
passenger trains. For freight transportation, four types of wagons can be used.

e Open and bulk wagons (Figure 29)

Railway operators use wagons for many categories of bulk transportation like coil, lignite and
metals.
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Figure 29 Bulk Wagon
e (Covered wagons (Figure 30)

These wagons are used for transportation of goods.

” e »

Figure 30 Covered Wagon
e Tank wagons (Figure 31)

TRAINOSE use these wagons for oil transfer.
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Figure 31 Tank Wagon

e Flat and timber railcars (container wagons, Figure 32)

Figure 32 Container Wagon

Container wagons are widely used because they have the ability to carry intermodal containers. An
intermodal container is a large standardized shipping container, designed and built for intermodal
freight transport, meaning these containers can be used across different modes of transport - from
ship to rail to truck - without unloading and reloading their cargo (Lewandowski, K., 2016).

All of the wagons have the UIC 505-1 specification and they are made of steel. According to UIC
specification OSE bulk wagons are ready for international routes. They are also used for
transportation of goods.
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TRAINOSE has the ability to transfer containers from Greek regions to Greek borders. On Greek
borders, TRAINOSE gives the wagon to ZF CARGO, the major railway operator of FYROM. Exchange
of wagons takes part in Gevgeli (Figure 33).
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Figure 33 Railway map of North Greece

.'IK\)&pc

In Eidomeni station, Greek local authorities check the train for illegal immigrants. Checks are
undertaken with policemen accompanied with trained dogs. Following this, freight must pass
through customs. In customs, two procedures take place. The first one is the Exit Summary
Declaration (EXS) and the second one is the Entry Summary Declaration (ENS).

Similar to passenger wagons railway employees do not have the authorization to perform any check
of the wagons for immigrants. In case of an immigrant, locomotive drivers must call the police
authority.

Covered wagons and containers are sealed in the departure station or in loading facility with a
security seal. Security seals are mechanisms used to seal shipping containers in a way that provides
tamper evidence and some level of security. Such seals can help to detect theft or contamination,
either accidental or deliberate. Security seals are commonly used to secure truck trailers, vessel
containers, chemical drums, airline duty-free trolleys and utility meters. Typically, they are
considered an inexpensive way of providing tamper evidence of intrusion into sensitive spaces.
TRAINOSE employees test if the seals have been broken before a train departs. TRAINOSE uses
ISO/PAS 17712 specification of seals.

Consequently, it is difficult for someone to get in the containers, so it is easy for the controllers to
spot a broken seal and perform a comprehensive check by opening it upon request of the
authorities.

Every wagon or group of wagons is accompanied by a document complying with CIM specifications
Figure 34). The security seals number is written in this CIM document (Figure 35). The CIM
document is an internationally standardized freight document issued in rail transport. CIM stands
for “Convention Internationale concernant le transport des Marchandises par chemin de fer”. The
agreement has been in force since 1965, and constitutes the legal basis for the conclusion of freight
contracts in international rail goods transport using one freight document.
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Figure 35 Container Security Seal

After custom and authority’s procedures, wagons with locomotive continue towards Gevgeli station.
In Gevgeli station the locomotive, driven by TRAINOSE driver, disengages from wagons and returns
back to Greek region. From this point on, the local authorities of FYROM are responsible for illegal
immigrants.
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According to TRAINOSE calculations, the time required to perform checks for the whole train
overcomes 45 minutes.

2.10 Key Point summary

It is certain that state borders will exist in the current century and they remain a symbol of state
sovereignty. Recent historical and economic events (from 2008 on) started a new Migration Period,
similar to the waves in the first AD millennia in Europe. Concerning the legal and illegal migration, it
is clear that walls and fences are not able to stop the flow, but can break the waves, winning time for
states behind to react; however not for long. The current border management approach, the
integrated border management doctrine has to be reviewed and modernized, according to the new
challenges. The same applies for technology; current IT systems and equipment -used for border
checks- represented advanced technology when they were developed, mostly when preparing for
the Schengen Evaluations in year 2007. However, the technology gap is emerging so fast nowadays,
being overcome by current situations, that even with regular facelifts and most devoted, well
trained personnel, the entire system is becoming obsolete. All end-users are in compliance with
Schengen rules and deliver the maximum of their potential; however, there is a clear need on a new
integrated border management model and a supporting technical solution.

The iCROSS philosophy is that it is time to introduce a 5t tier in addition to the Four-Tier Access
Control. The new tier will be characterized by the cooperation of bona fide travellers and border
guards and extensive use of state-of-the art solutions to facilitate border crossing. With this new
tier, border checks will start in the country of origin, shortening queues and waiting times at border
gates. The solution will not only make the life of travellers easier, but also free up manpower for
border guards to cope with illegal migration more effectively.
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3  State of the Art Technology Review

Having set out the key features and concepts of border management, a review of the state of the art
in each of the technological domains supporting iCROSS is the next essential step. This will inform
the requirements analysis in terms of what is currently achievable, what are the shortfalls of current
techniques that can be improved upon in the iCROSS solution and what could be achieved when
iCROSS is put into practice.

The first step in the methodology is a review of existing border control platforms, in terms of
information systems, composed of procedures and data resources, as well as underpinning
technologies. This ends with a specific focus on the current practice in iCROSS user groups. The
following subsections review the state of the art for each of the contributing iCROSS tools and
technologies, including a fitness table (where appropriate) in terms of features contributing to
iCROSS requirements. The findings are summarised in a short passage at the end of each section.

The final step is a summary of the contributions of recent substantial related research projects. The
combination of information about processes, products and research sets the scene for section 4,
User Requirements Capture and Analysis.

3.1 Existing Border Control Platforms Technology review

This section is to provide the review of border control IT solutions used by border guards in their
daily work. The focus is put on the platforms used within the European Union and in particular by
end users of the iCROSS project. The overall objective is to understand current technological
capabilities of border guards and to shortlist European IT systems that can be utilized to facilitate
and improve border control process. This section concludes with the description of how the existing
solutions can be used in the iCROSS platform and how these solutions can be expanded or improved
within the project.

3.1.1 APIS - Advanced Passenger Information System

Advanced Passenger Information (API) or the Advanced Passenger Information System (APIS) relies
on providing border authorities and immigration agencies, in particular EU member states, with
passengers’ data in advance of their arrival to their destination. API data are collected by travel
companies (i.e. railway, airlines, maritime) and are shared with proper authorities upon their
request. The use of API data has changed over time from being used for purely commercial reasons
to helping governments fighting terrorism, crime, smuggling, etc. The transfer of API data was
stipulated by the Council Directive 2004 /82/EC of 29 April 2004 (Jones).

The data collected under the API requirements include the type and number of travel documents,
nationality, full names, data of birth, border crossing point of entry to a particular Member State,
code of transport, arrival and departure of the transportation and number of passengers in total as
well as the place of embarkation. The implementation of the API Directive has not reached the same
level among different Member States. A leading country, with regard to APIS implementation, within
the European Union is the United Kingdom. Since April 2015, details from ID cards and passports
are gathered at all UK ports and airports while conducting an exit check (Council of European Union,
2004).
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3.1.2 PNR - Passenger Name Record

The Passenger Name Record (PNR) is a further extension of the API system. Apart from gathering
the same set of information as in API, it assumes the collection of the dates of booking and issuing
the tickets, date of travel, name, frequent flyer information, all available contact information
(including address, phone number, email), baggage information, travel itinerary, travel status of
passenger, and general remarks.

The legislative process of passing the PNR Directive has led to a regulation, which was passed by the
EU Parliament and Council on 14 April 2016. The intention of the directive on the use of PNR is to
prevent, find, investigate and prosecute terrorist and criminal activities. After the directive is
released in the EU Official Journal of the EU, each Member State will have exactly two years to
incorporate the new regulation into the national law. Following the implementation of the new
directive, airlines with flights between an EU Member State and a Third Country will be required to
provide the proper authorities in the EU Member State with the PNR data. The Member State’s
authorities will not, however, have a direct access to the airline’s PNR database. The information
will be sent via the “push” method to a single unit, Passenger Information Unit (PIU), of the Member
State (Justice and home affairs, 2016).

3.1.3 EES - Entry/Exit System

Entry/Exit System (EES) is a centralised border management system that is expected to be
implemented by 2020. This system addresses third-country nationals and their stay duration within
Schengen zone. All country crossings for all third-country nationals will be registered by EES. Each
entry or exit record will be linked to the traveller’s data (identity, biometrics, travel documents).
This solution is expected to facilitate the automation of border control process and improve the
management of external borders. Moreover, entry and exit records will be used to reduce illegal
migration by the detection of overstayers. Currently border guards are in need of such a system due
to the fact that the stay duration of any TCN is based on the stamps received in the travel document
during entry and exit to/from a Schengen country (European Parliament, 2016).

3.14 EURODAC - European Dactyloscopy

European Dactyloscopy, also known as EURODAC, is one of the key systems used by European Union
Member States, which is primarily applied to verify the fingerprints of asylum seekers as well as
illegal migrants. EURODAC is thus a European fingerprint database, which helps proper authorities
to compare the fingerprints of asylum seekers and illegal migrants and to investigate their history of
lodging asylum applications. Under current legislation, it is allowed to collect and process
fingerprints for asylum applicants as well as illegal migrants who are at the age of 14 or above.
According to the Council Regulation No 2725/2000 of 11 December 2000, the specific data, which
are stored within EURODAC and then transferred to a particular Member State include the
following:

. ten fingerprints,

J the EU country of origin,

o the sex of the person,

. the place and date of the asylum application or the apprehension of the person,

) the reference number,

) the date of fingerprint collection,

. the date on which the data were transmitted to the Central Unit (Council of the European

Union, 2000).
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The aforementioned regulation further stipulates that the data can be stored through a period of 10
years in case of asylum applicants. The period of time is shortened to the moment of obtaining a
citizenship of any EU Member State. In case of illegal migrants, the data are stored for two years. The
data can be erased if such a person meets one of the three conditions: 1) he/she is granted a
residence permit; 2) he/she no longer stays in the EU territory; 3) he/she is granted the citizenship
of any EU Member State (Boehm, 2011).

3.1.5 EUROSUR - European External Border Surveillance
System

The European external border surveillance system (EUROSUR) unlike the other described systems
and databases, is primarily devoted to the surveillance enhancement of EU external borders. The
initial assumption of the system was better protection of the southern borders of the EU with the
intent to give a boost to the management of external borders. The main reason for the
implementation of the EUROSUR was to improve tracking of illegal migration, detecting trafficking
and smuggling of illicit goods and people, as well as prevention of terrorism. In general, the system’s
functionality is to raise overall situational awareness at the EU boundaries and to enhance the
border guard officers ability for operational reaction (Bossong & Carrapico, 2016).

The essential part of EUROSUR is a number of National Coordination Centres (NCCs), which are
sited in every Member State. Each NCC manages the surveillance activities and is a centre of data
exchange. The collected data are processed by NCC and the relevant information is transferred to
other Member States as well as Frontex. Having that knowledge, Frontex generates situational
pictures, which provide information on the state of external borders. They are subsequently
distributed to Member States through NCCs. Frontex also puts effort in raising awareness of the
Member States by supplementing the operational pictures with satellite images and other
surveillance devices. The fusion of collected data allows authorities to perform automated vessel
tracking, detecting anomalies and predicting vessel positions (Frotntex, 2016).

3.1.6 FADO and PRADO - False and Authentic Documents
Online and Public Register of Authentic Travel and Identity Documents
Online

False and Authentic Documents Online (FADO) is a restricted system for information exchange
between document experts. The following data are stored in the FADO database for the purposes of
document verification: images of genuine documents, security feature descriptions for each
document, images of typical forged and false documents, common forgery technique descriptions
and statistics on detected false and falsified documents. A minor part of the document data
contained in Expert FADO is released publicly via the Public Register of Authentic travel and identity
Documents Online (PRADO) system. Within the PRADO, registered documents are divided into
categories (e.g. “Passports”, “Identity Cards”, “Visa” etc.) and types (e.g. “Ordinary”, “Military”,
“Diplomatic”). Apart from border security applications, PRADO can be utilized by organisations with
a need or legal obligation to check identities (e.g. bank institutions, vehicle rental companies) (EUR-
Lex, 2016) (Council of the European Union, 2016).

3.1.7 Interpol FIND

Interpol FIND (Fixed INTERPOL Network Database) and MIND (Mobile INTERPOL Network
Database) are integrated technical solutions for front-line law enforcement agencies (e.g. border
police). They were created to provide the front-line officers with reliable, accurate and up-to-date
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information. The purpose of these solutions is to facilitate searches of people, vehicles and
documents at international transits.

3.1.8 SIS II - Schengen Information System II

Schengen Information System II is a database used by European countries, which constitutes the
pillar of border checks performed within EU. It has been created in order to support external border
control and law enforcement cooperation in Schengen States. Competent authorities are enabled to
enter alerts that are stored in the database. Information about wanted or missing persons or objects
can be incorporated within the alerts. Moreover, it includes instructions on what to do when such a
person has been found. As noted by the European Commission, the main purpose of SIS Il is to help
to preserve the internal security in the Schengen States in the absence of internal border-checks
(Migration and Home Affairs, 2015).

SIS Il includes three major components, i.e. the central system, national systems and the
communication network. The first component is a central system, which is responsible for data
storage in itself and transfer of it to national parts of the system through a secure network. The
alerts, which are created in the national parts of system are transferred to the central part of system
in real time. A national system could contain a synchronised copy of the main system. SIS Il is a
highly secured system, it is only accessible by authorised users within competent authorities (e.g.
national border control, police). The EUROPOL and EUROJUST users have special rights to carry out
particular types of queries on specified alert categories (Migration and Home Affairs, 2015).

Each member state operating the system needs to set up the national SIRENE Bureau. The SIRENE
Bureaux should be operational 24 /7 and it is responsible for:

o Providing information on alerts,

o Validating alerts of wanted persons,

. Supervising the quality of data and compatibility of alerts,

. Coordinating activities of alerts related to SIS,

. Handling requests to access personal data,

o Contacting the state that issued the alert when the required action cannot be taken

(Brouwer, 2008).

3.19 VIS - Visa Information System

Visa information System is an EU database comprising information on visa applications lodged by
Third Country Nationals (TCN), who require a visa to enter the Schengen area. The system was
established in June 2004. VIS is built from two layers, the first being a central IT system and the
second being communication infrastructure. The communication infrastructure links the central
European system to national systems. VIS has been created, inter alia, in order to facilitate checks
and issuance of visas. The other purposes of VIS, which are listed by European Commission, include:
fighting abuses, protecting travellers, and enhancing security. These objectives are achieved, for
example, by a utilization of biometric data for visa holder identification (Blazacq & Carrera, 2005).

The biometric data, required from persons applying for a visa, includes 10 fingerprints and a digital
photograph. Moreover, individuals applying for a visa for the first time must apply in person in
order to register the aforementioned mandatory biometric features. For future applications,
biometric data stored in the central VIS database can be used. Regarding the storage time of
collected data, it is limited to five years under current regulations (Migration and Home Affairs,
2015).

Page 67 of 314



N\
iER@SS D2.1 Requirements Analysis e
~

The data are stored in a secured central database. In order to maintain security, the access to VIS
database is granted only to the authorities responsible for performing checks at external borders
and within the national territories. Moreover, in exceptional cases, VIS database can be accessed by
the law enforcement authorities for crime or terrorism prevention issues (Migration and Home
Affairs, 2015).

3.2 Document Authenticity Analytics Tools

In this section, a survey regarding state of the art Document Authenticity Tools, being commercially
available is presented. Several technologies and methodologies which are used for the authenticity
verification of documents are depicted through the comprehensive description of existing products’
features. Consequently, this technology review will reveal all gaps and limitations inherent in the
state of the art solutions that are currently used and will contribute in the design improvement and
better implementation of the iCROSS DAAT tool.

3.2.1 Document authenticity verification device Regula
4205D

The Regula 4205D device is intended for advanced authenticity verification of passports, ID cards,
travel documents, visa stamps, seals, driving licenses, vehicle registration certificates, banknotes,
revenue, securities and other documents with security features. The Regula 4205D is equipped with
modules for reading MRZ and RFID chips and has an integrated information reference system to
compare the examined document with the document template from the database.

The device supports capturing images using white, infrared, ultraviolet and coaxial lights. Optionally
it can be equipped with a module for reading smart cards. The device is supplied with software
development kit (SDK) for integration into existing end-user systems.

Possible applications of the device include: border control services, aviation security services, law-
enforcement agencies, immigration services, financial institutions, hotels, car rental and leasing
companies, cellular companies, business centers security service, event-agencies and medical
institutions (Regulaforensics.com, 2016).

3.2.2 Coesys Document Verification

Coesys Document Verification is a distributed software system that verifies the electronic and
physical security features of identity documents. Passports, visas, ID cards, driver’s licenses and
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many other identity documents can be checked against templates that are stored in a database,
administered centrally and automatically synchronized into local repositories. As part of the Coesys
Border and Visa Management suite, Coesys Document Verification can be deployed together with a
biometric identification solution to determine whether the document bearer is the rightful owner.
Coesys Document Verification also claims to address the needs of the private sector (telecoms,
currency exchange, money transfer, post offices, car rental companies and more). It can be delivered
as a standalone application or a software development kit (SDK) that integrates into a proprietary
or third-party system (Gemalto.com, 2016).

3.2.3 Keesing ID AuthentiScan PREMIUM

AuthentiScan PREMIUM is an automated solution for extensive ID document authentication. This
solution offers broad-based verification and performs approximately 40 automated checks on a
document. It supports scanning, inspecting and storage (optional) of many national and
international ID documents. This PREMIUM solution offers broad-based authentication and
determines whether a document is genuine or counterfeit. Checking ID documents using
AuthentiScan procedure requires placing the document on the passport reader and the system
automatically performs the necessary checks. AuthentiScan is powered by Keesing
Documentchecker Database, and as a result there is a possibility to perform additional checks by
comparing a document to reference material retrieved from a reference database for ID documents.
This database covers passports, driving licenses, ID cards and visas from over 200 countries and
organisations (Keesingtechnologies.com, 2016).

3.2.4 Identity Document and E-Passport Scanner (PRMc)

The Identity Document and E-Passport Scanner by ATH Hungary is a multi-purpose scanner that
provides automatic, accurate data extraction and verification with the ability to read multiple types
of identity documents: passports, e-passports, ID cards, visas and driver licenses. The printed data is
extracted from the entire page (MRZ, VIZ and 1D & 2D bar codes) while digital data is obtained from
contactless (RFID) and contact smart chips. The standard and enhanced versions of the scanner both
possess multiple illumination sources (visible white, infrared images (IR) and ultraviolet (UV)),
hardware-assisted reflection removal (RR) and the optional OVD visualization function. The PRMc
scanner is suitable for several applications including border control and immigration and security
and commercial environments such as banks, hotels and telecom retailers (Arh.hu, 2016).

3.2.5 RealPass-V

RealPass-V is a full page optical and RFID Passport reader, offering automatic document detection,
single-step reading, tunable RFID antenna and a lay-on type scanning. The device processes optical
and graphic data from data page, and reads RF chips with ICAO standard security protocols. Using a
Single-Step Reading Technique, RealPass-V claims that it takes less than one second to capture and
display a page with light and infrared imaging. Moreover, it is equipped with UV & IR illumination
features to support high-security applications. Under UV illumination light, invisible security
threads in various colors appear that are not visible in normal lighting conditions (Supremainc.com,
2016).

3.2.6 DERMALOG VF1

The Dermalog VF1 is a solution for national registration and automated border control suited for
integration into eGates. The DERMALOG VF1 is a multi- purpose scanner able to capture fingerprint
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and passport images on the same scanning surface. The VF1 has the additional capability to capture
signatures on the scanning area. Additionally, the scanner can detect fake fingerprints in order to
prevent fraud and misuse (Dermalog.com, 2016).

3.2.7 OCR640e Desktop Full-page Document Imager

The OCR640e Desktop is a full-page multi-illumination ePassport reader. It captures UV and IR, as
well the full page of a passport in color. The reader also decodes the machine readable zone (MRZ)
and processes RFID data - including the holder’s image - from the chip. The OCR640e is also able to
compensate for out-of-position MRZ data, so the advanced recognition engine claims to provide
accurate and fast document reading capability, allowing large volumes of documents and smart
cards to be processed quickly and efficiently. The unit features blue, amber, green and red LED lights
to keep the user informed of statuses from ready to scan through to processing and successful scan, or
that there is an issue with the document. A programmable audio beep provides additional user
feedback to confirm successful scans (Access-is.com).

3.2.8 MBMS - Multi Border Management System

MBMS (Multi Border Management System) is a border management system developed by Semlex to
reinforce the efficiency and productivity of security officers. Its technology facilitates verifications
and accelerates the border crossing procedures. Among other services the MBMS system claims to
offer verification of travellers’ identity and documents, recording of border crossings in a
centralized database, quick and reliable processing of information, recording of entries and exits,
establishment of automatic crossing gates (e-Gates) and connection to international databases
(24/7 Interpol, ICAO) (Semlex.com, 2016).

3.2.9 VISOTEC Expert 600

VISOTEC Expert 600 is a document reading and verification device along with the corresponding
software (VISOCORE Inspect and VISOCORE Verify) for enhanced security. The VISOTEC Expert 600
reads different document types which correspond to the standards issued by the International Civil
Aviation Organization (ICAO), including ID cards, passports and visas. The device checks visual
security features under different lighting as well as integrated security chips, no matter where the
chip is located in the document. This high-end document reading and verification device can also
handle extra-thick or stapled passports. A special advantage of the VISOTEC Expert 600 is that it has
been certified by the German Federal Office for Information Security (BSI) in accordance with its
technical guidelines. The system built-in variant can be easily integrated into eGates and check-in,
ticket or cash machines (Veridos.com, 2016).

3.2.10 P1000

P1000 is a compact Identification Document reader. It captures full color or greyscale images of all
travel documents including non-ICAO passports. P1000 is applicable to travel agencies, car rental,
kiosks, hotel check-in, banking, finance and border control (Iris.com, 2016).

3.2.11  B5000

B5000 automatically authenticates documents that are used as proof of a person's identity. This full
page document reader captures images using visible, coaxial, infrared and ultraviolet light sources
to perform multiple security checks, ensuring the ID being presented is valid. More specifically, the
B5000, as a combined hardware and software solution, claims to read and authenticate
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international travel and identity documents in only a few seconds. Moreover, it authenticates covert
& overt security features helping identify forgeries using the Documetrics database, meets each
country-specific privacy and data protection laws and is suitable for desktops, booths and kiosks.
The B5000 can be deployed in a variety of situations such as border control, police identity checks,
court attendance, healthcare and welfare program enrolment (Morpho.com, 2016).

3.2.12 System and Method for Automatic Document
Verification - Patent US 20020145747 A1

The proposed system for verifying a printed document is implemented to automatically compare
first and second images and provide an output with respect thereto. In an illustrative embodiment,
the inventive system includes a computer for providing a first electronic image of a document. The
image may be provided via a network such as the Internet. A printer is coupled to the computer and
driven to print the document. The document is then scanned to provide a second electronic image of
the document. The scanned image is then compared to the original image to provide verification of
the printed output. For text based documents, the first and second images may be converted to text
using conventional optical character recognition software to facilitate comparison. Additionally, a
mechanism is provided to detect a file characterization by which a restriction may be imposed on
the number of the documents to be printed. If a document is restricted, successful printouts above
the restriction are disabled. As a further refinement, a second mechanism is included to enable a
fingerprint to be printed on the restricted document. When scanned, the fingerprint provides an
indication of the operability of the printer and the scanner. In the event the fingerprint is not
detected, the printer is disabled. This mechanism would be useful in a pay-to-print application to
frustrate fraudulent efforts to disable the scanner and thereby cause the printer to output
unauthorized printouts (Burquist, & Boockholdt, 2001).
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According to these findings, it is necessary to develop a tool that will consider both the users’
requirements and all interdependencies of the features that other devices offer. Therefore, the aim
in this section is to determine the specifications for the development of the DAAT tool to improve
the comprehension of the requirements. iCROSS aims to overcome any ethical issues, and pass
through the legal framework supporting the effectiveness of EU border control. It will also apply
these tools and knowhow and expand its purpose for the differing requirements and needs that
arise for document processing. Particularly in terms of their authenticity during border control
operations by providing a full ICT customized and automated solution, in real-time and during the
border control operations.

3.3 Automatic Deception Detection System (ADDS)

Human interest in detecting deception has a long history. The earliest records date back to the
Hindu Dharmasastra of Gautama, (900 - 600 BC) and the philosopher Diogenes (412 - 323 B()
according to Trovillo (1939). Some quite barbaric physiological tests for lying were devised
(applying the tongue to a red hot iron is believed to be based on the idea that a liar with a dry mouth
would burn sooner), other methods included measuring the pulse and early attempts to measure
blood pressure (Trovillo 1939). Angelo Mosso invented various techniques and instruments in the
late 19t and early 20t centuries using pulse and blood pressure to investigate deception and
emotional states. Following this, the Polygraph (International League of Polygraph Examiners,
2016) was invented, by John Augustus Larson in 1921, to detect lies by measuring physiological
changes related to stress. This has been followed by other techniques such as voice stress analysis.
Newer techniques have been proposed using techniques such as EEG or fMRI to measure changes in
brain activity indicating deception.

3.3.1 The Polygraph

The Polygraph is a recording instrument, which displays physiological changes such as pulse rate,
blood pressure, and respiration, in a form where they can be interpreted by a trained examiner as
indicating truthful or deceptive behaviour. Additional sensors have been added recently including
measuring Galvanic Skin Resistance and sensors to attempt to detect countermeasures intended to
deceive the test. Currently respiration is measured by a pneumograph wrapped around the
interviewee's chest, blood pressure and pulse are measured by a blood pressure cuff attached to the
arm or plethysmograph attached to the finger (Lafayette, 2016). A polygraph test takes a minimum
of 1.5 hours but can take up to four hours depending on the issue being tested for (Lie Detectors UK,
2016). Wiring up a person to a polygraph is also an intrusive process. Lafayette and CSS offer
wireless polygraph sensors (Wireless Lie Detector Polygraph, 2016), however, these require the
same sensors to be attached to the body, as well as wireless transmitters and simply remove the
cable from the sensor to the polygraph itself (Figure 36).
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Figure 36 The Polygraph

Individual scientific studies can be found which support (Mangan et al, 2008) or deny (Honts &
Revy, 2015) the validity of the Polygraph. A meta-study (Saxe et al., 1985) conducted in 1985 found
10 studies from a pool of 250 were sufficiently rigorous to be included. From these they concluded
that under very narrow conditions the Controlled Question Test (CQT - the standard Polygraph test
which could be used at border crossings) could perform significantly better than chance, but these
results would still contain substantial numbers of false positive, false negative and inconclusive
classifications. They also stated that many conditions needed to achieve this may be beyond the
control of the examiner. Constructing a good set of control questions for this test requires
substantial information about the interviewee's background, occupation, work record, criminal
record to be collected before the exam.

Another form of Polygraph test, the Concealed Knowledge Test (CKT, also known as Guilty
Knowledge Test) is acknowledged has having some effectiveness by critics of the CQT (Meijer et al.
2016). This is not a lie detection test, but a test of whether a suspect has information related to a
crime that an innocent person would not possess. It involves presenting information and testing for
a stress reaction. This technique requires carefully crafted interviews for each individual questioned
about a crime. Polygraph prices are not widely published, but industry sources suggest a cost of
about £5,000 for a typical configuration.

The Polygraph is used in the UK with sex offenders for maintenance testing (Grubin, 2008) -
preventing offenders released from prison on license from re-offending. However, the main value of
the Polygraph appears to be a broker between an offender who genuinely wishes to change his
behaviour and the probation officer, in one study (Kokish et al., 2005) 5% of the offenders reported
that they had falsely admitted to things they had not done to comply with incorrect polygraph
assessments.

3.3.2 Functional Magnetic Resonance Imaging (fMRI)
detection

Functional Magnetic Resonance Imaging (fMRI) is a technique that measures changes in activity of
areas of the brain indirectly by measuring blood flow (which changes to supply more oxygen to
active areas of the brain). It has been proposed that there are reliable relationships between
patterns of brain activation and deception that can be measured by fMRI. It has also been reported
that although fMRI is seen as overcoming some weaknesses of the Polygraph, for example by having
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an explanatory model based on cognitive load (Meijer et al, 2016) it is highly vulnerable to
countermeasures (in common with EEG-based approaches).

Figure 38 fMRI Scanner

A metastudy (Farah et al., 2014) of 23 published studies of fMRI lie detection found that reliable
patterns of activation did exist, but that other psychological processes may be confounded with
deception in many tasks causing observed fMRI effects that were incorrectly attributed to deception.

Nevertheless, a franchise-style organisation, No Lie MRI Inc. offers opportunities to set up fMRI lie
detection centres. The specified requirements are for a 3 Tesla MRI scanner (No Lie MRIL. 2006.),
costing about $3M, weighing 13 tons and requiring a specially constructed room of a minimum of 33
square metres floor space and 3-phase power supply (Siemens Healthcare Limited. 2016.).

- b4 O s T N

Figure 39 EEG Electrode Placement
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3.3.3 Electroencephalogram (EEG) detection

EEG is a technique that measures changes in the electrical activity of the brain, through electrodes
attached to the scalp (NHS. 2015.). A clinical EEG test takes 20- 40 minutes. Conductive gel is applied
to the scalp before the test and is cleaned off after the electrodes are removed. Fairly complex pre-
conditions in terms of washing hair, food consumption, recording medical history and sleep are
required for clinically useful EEG results. Also, the test must be administered by a technician who
has completed an accredited electroneurodiagnostic technology training program (Study.com.
2016). A clinical EEG test typically costs between $200 and $700 (Costhelper Inc. 2016) and the
capital cost of a typical basic EEG system (EEG LTM & PSG Systems & Accessories) costs $ 5,995.00
(MFI Medical. 2016), but only has a 90-day warranty. The combined electrical signals are referred to
as brainwaves and some, Event Related Potentials have distinct signatures and occur after certain
stimulus events (Wolpe et al., 2005).

The P300 is an ERP which is believed to be associated with evaluating a stimulus or categorizing
stimuli. The P300 has been proposed a suitable measure for the CKT and it is accepted in Japanese
courts (Rosenfield et al., 2013). There is no current use for it in conventional (CQT) lie detection.
Although there is evidence that that, like fMRI, EEG is vulnerable to spoofing (Meijer et al.,, 2016),
constructing more complex CKT tests may restore accuracy to around 90% (Rosenfield et al., 2013).

3.34 Voice Stress Analysis

Voice Stress Analysis (VSA) is a technique that analyses physical properties of a speech signal as
opposed to the semantic content. The technique is fundamentally based on the idea that a deceiver
is under stress when telling a lie and that the pitch of the voice is affected by stress. More
specifically, the claim that micro tremors, small frequency modulations in the human voice, are
produced by the automatic, or involuntary nervous system when an interviewee is lying. There have
also been claims that the increased cognitive load of deception creates micro tremors (Walczyk et
al,, 2013).

The weight of scientific analysis is that, whatever the assumed underlying model, VSA performs no
better than chance and has been described as “charlatanry” (Eriksson & Lacerda, 2007). Although
the position remains the same currently (Levitan et al., 2015 individual differences ref), voice stress
has been occasionally repackaged by commercial companies. One such example is Layered Voice
Analysis (LVA). LVA produced by Nemesysco (Israel) claims to apply 8,000 mathematical algorithms
to 129 voice frequencies which are indicators of the reactions to the stress of telling lies. Several
studies have reported LVA to be ineffective (Horvath et al. 2013). Horvath’s own findings will not be
discussed here because he used Polygraph interviews to determine “ground truth” for his
recordings. No pricing information is published by Nemesysco, however in 2009, the Guardian
newspaper published a report that the UK government had spent £2.4M on a trial of the Nemesysco
system and that DWP statisticians concluded that the VRA system did no better than flipping a coin
(Arthur, Charles. 2009).

3.3.5 Speech analysis

The most recent work in this area is contained in the INTERSPEECH 2016 Computational
Paralinguistics Challenge: Deception, Sincerity & Native Language. Inspection of a sample of
responses to the 2016 challenge shows them to be either paralinguistic, phonemic or a combination
of the two, e.g. the Low Level Descriptors such as psychoacoustic spectral sharpness (Levitan et al.
2016) or phonetic features such as phonemes (Herms,2016). These techniques achieved
approximately 67% using a technique called “Unweighted Average Recall” intended to take account
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of the fact that the Deceptive Speech Database (DSD) (dataset) from the University of Arizona was
unbalanced (test set contained 24% deceptive / 76% truthful classes). We have not found evidence
of a significant degree of paralinguistic research outside English.

Figure 40 Analysis of Text

Semantic Analysis techniques examine the words used by an interviewee and their meanings. Verbal
content analysis focuses more on the meanings of the utterances made than the manner in which
they are said. There are three prominent techniques (Bogaard et al.,, 2016): Scientific Content
Analysis (SCAN) developed by a former Polygraph examiner from professional experience, Criteria-
Based Content Analysis (CBCA) developed by psychologists for evaluating children’ s testimonies in
cases of alleged sexual abuse and Reality Monitoring (RM) developed by memory researchers for
determining whether a memory was genuine or false. Bogaard at al. (2016) reported that
metastudies provide accuracy figures of around 70% for CBCA and RM.

A typical example is CBCA (Welle et al., 2016), which uses a 19 point scoring checklist to evaluate
the credibility of a child’s statement in sexual abuse cases. Three categories are checked: General
(e.g. the logical structure), Specific Contents (e.g. descriptions of interactions) and Motivation-
related Contents (e.g. admitted lack of memory). Witness statements are recorded, manually
transcribed (verbatim) and anonymised. They are then scored by expert CBCA raters (e.g. trained
psychologists / psychiatrists). Each item on the checklist is scored 0 (absent), 1 (present) or 2
(strong) and the scores totalled. The expert then uses the score to make a judgment on the
credibility of the statement. In (Welle et al., 2016) the experts were advised that a score (out of 38)
below 10 increased the likelihood of a false statement whereas a score greater than 16 was more
representative of a credible statement. Welle’s study found an inter-rater agreement of 0.74 and an
average overall accuracy of 75%, although it performed well on true positive cases, the technique
scored lower than chance on true negatives. They also reported that several other studies showed
SCAN could not discriminate between truthful and deceptive statements.

3.3.6 Facial Microexpressions

Facial Microexpressions are short-lived, unexpected expressions. There is said to be said to be a
small “universal” set of expressions of extreme emotion: disgust, anger, fear, sadness, happiness,
surprise, and contempt, meaning they are common across cultures. A formalised method of
encoding micro expressions was defined by Paul Ekman, who developed commercial tools for
training interviewers to recognise them (Ekman, P., 2016). One of the resources is a manual on a
Facial Action Coding System for training in expression recognition. This has generated a large body
of research in automating FACS for applications such as lie detection. There are also a number of
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patented techniques for automatic FACS e.g. by Apple. However, in practice, the vast majority of
published research consists of papers which make a brief assumption of the techniques importance
to lie detection and then simply introduce a new image processing algorithm (or algorithm variant)
designed to recognise such expressions when they occur, e.g. see (Su-Jing Wang et al.2014).

Figure 41 Universal Facial Expressions of Emotion

Much of this research is built on flawed methodology. In particular using datasets based on highly
artificial “posed” images using actors or students provided with highly specific instructions (Savran
et al,, 2008; Yin et al., 2008) or even training in how to produce facial actions (Bartlett et al.,, 1999,
Porter et al., 2012), low numbers of detectable Ekman micro-expressions in spontaneous interviews
(Valstar et al, 2012) and a low Classification Accuracy (CA) for those micro-expressions actually
found (Valstar et al, 2012). In 2009, the York dataset was published. This consisted of video
recordings of participants either lying or telling the truth about the content of unemotional
(Hawaiian landscapes) or emotional (footage of surgical operations) video clips while they viewed
them (Warren et al, 2009). The experiment also recorded a baseline truthful account of the
participants describing their hobbies. Human judges were trained in two of the Ekman techniques
and asked to classify the emotional and unemotional recordings. The study found that the judges
performed better than chance on the emotional recording, but were worse than chance on the
unemotional recordings.

Recent attempts to produce improved databases have had mixed success. The two most prominent:
The Spontaneous Micro-expression Database (SMIC) (Xiaobai Li et al.2013). and Chinese Academy
of Sciences Micro-expression Il database (CASME II) (Yan et al, 2014) followed the York set in
recording the participants watching highly emotional video clips (e.g. beating a pregnant woman),
but focused on suppressing expressions rather than lying about them.

The CASME II study reported difficulties in labelling the microexpressions and the constrained
laboratory conditions for the experiment. The maximum accuracy for the automated detection
system was 63.41%. The SMIC study found that 25% of the participants in the study showed now
microexpressions at all (in 35 minutes of video) and the others showed between 2 and 39
microexpressions. The maximum accuracy for their automated detection system was 65.5% (against
a chance level of 50%).

Virtually all of the findings from microexpression studies are closer to a CKT than genuine lie
detection, so they do not constitute persuasive evidence for using the technique at border crossings.
The single exception we have found (Su & Levine 2016) largely uses the technique disclosed in the
Silent Talker patent, with the exception that the initial feature detection and channel encoding is
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done using Ekman FAUs to detect blinks etc. Consequently, there would be very serious obstacles to
commercialisation of their technique.

3.3.7 Silent Talker

Figure 42 Silent Talker Architecture

Silent Talker (Figure 42 Silent Talker Architecture) is an invention that uses complex interactions
between multiple channels of microgestures over time to determine an internal mental state, in
particular that of a deceiver. A microgesture is detected by locating a suitable object (e.g. an eye),
detecting information about its state (pattern detectors - e.g. eye fully-open) then encoding this in a
channel (e.g. fully-open to half-open to closed indicating a wink or blink) over a time interval (e.g. 3
seconds). Microgestures are significantly different from microexpressions, because they much more
fine-grained and require no functional psychological model of why the behaviour has taken place.

Silent Talker (ST) was designed to answer the criticisms of the psychology community that there are
no meaningful single non-verbal indicators of deception (such as averted gaze), by combining
information from many (typically 40) fine-grained nonverbal channels simultaneously and learning
(through Artificial Neural Networks) to generalise about deceptive NVB from examples. In this
respect it does not depend on an underlying explanatory model in the same way as other lie
detectors. However, it does have a conceptual model of NVB. This model assumes that certain
mental states associated with deceptive behaviour will drive an interviewee’s NVB when deceiving.
These include Stress or Anxiety, Cognitive Load, Behavioural Control and Duping Delight. Stress and
Anxiety are highly related, if not identical states. Associated non-verbal behaviours include hand
gesture time, nodding frequency and nodding time (Feiler & Powell, 2015). In a lie detection
experiment focused on Cognitive Load, Vrij et AL (2000) reported significant differences between
liars and truth-tellers, with liars making fewer illustrators gestures and more hand and finger
movements. In a study of liars showing signs of deceit as a result of experiencing emotions or
cognitive load or because they attempt to appear convincing, Caso et al. (2005) reported that
attempted control was the dominating factor and that participants exhibited more pauses, fewer eye
blinks, and (male suspects) fewer hand and arm movements when they lied. Duping Delight was
proposed by Paul Ekman as an emotional driver arising from exhilaration, glee or pleasure of
successful deception (Ekman, 1981). Duping delight could result in increasing limb movements or
frequency of smiles (Lawson et al., 2013).

They key feature of ST as a machine learning system is that it does not matter whether particular
psychologists are correct about particular NVB gestures, ST was given a set of candidate features
and worked out for itself which interactions over time indicated lying. Evidence to date is that no
individual feature can be identified as a good indicator, only ensembles of features over a time
interval provide effective classification. Early experiments with ST showed classification rates of
between 74% and 87% (p<0.001) depending on the experimental condition (Rothwell et al., 2006).
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research is equivocal this claim. Analysis of Context indicates that substantial analysis of a case is
required to design an interview before using the Polygraph or Stylometric techniques. Baseline-free
indicates that Polygraph and Voice Stress techniques require a baseline of truthful behaviour to be
recorded before the interview to measure potentially deceptive behaviour against. Training costs
shows that Polygraph examiner, clinical or psychological skills are required for an interviewer for all
techniques except Voice Stress, Automatic Microexpressions and ST. Setup time shows that all of
techniques except Voice Stress, Automatic Microexpressions and ST require a substantial
preparation time with the interviewee before the interview can start (e.g. taking medical history,
applying electrodes, sensors, briefing interviewee etc.). Execution time indicates that Polygraph,
Stylometric and offline Microexpressions take a substantial time to conduct the test. Real time shows
that all of the techniques except Stylometric and offline Microexpressions provide some real-time
information about the interviewee behaving deceptively. Accuracy shows that fMRI, Voice Stress and
offline Microexpressions have a body of scientific reviews that suggests they are not sufficiently
accurate for iCROSS. Opinions on the Polygraph’s accuracy are highly polarised. EEG is too
vulnerable to countermeasures to be accurate for general lie detection. Automatic Microexpressions
have a single experimental study to support accurate classification, ST has been peer reviewed in
one established Psychology Journal and one established Al journal, but the Fathom comprehension
technique derived from ST has also been published in peer-reviewed medical conferences. iCROSS
will provide an opportunity for further validation of the ST methodology. General population shows
that there are many medical conditions that prevent the use of fMRI and that there is a proportion of
the population that produce no (or too few) microexpressions for those techniques to be applied.
Robust to countermeasures shows that all of the techniques apart from ST and Microexpressions
have a vulnerability to spoofing. Although this has not been published for Voice Stress, because it is
stress-based it has the same issues as the Polygraph. Portability indicates that all of the techniques
except fMRI are sufficiently portable to be set up at a reasonably well serviced border crossing point
(mains electricity required). Use in home shows that only ST and Automatic Microexpressions have
the potential to be used in the traveller’s home for a pre-interview. Use in field indicates that only ST,
Polygraph, Voice Stress and Automatic Microexpressions could be used at a reasonably well serviced
border crossing point. Capital cost indicates that only fMRI is prohibitively expensive, although
throughput on other techniques (e.g. Polygraph, EEG) may also render then cost-ineffective.
Interview cost shows that a combination of time and cost of skilled interviewers penalises all of the
techniques except ST and Automatic Microexpressions. Although Voice Stress ought to be cheap, the
UK government trials of Nemesysco were strikingly expensive. Licensing issues only affect Automatic
Microexpressions. There are many existing patents for automatic methods of facial action coding
(e.g. Bartlett et al, 2014) so either novelty would need to be established or a technique licensed. The
SDK they used for facial recognition, PittPatt, has been acquired by Google and the long vector
technique is covered by the ST patent.

Therefore the weight of evidence in Table 6 supports the use and evaluation of ST technology in
developing the ADDS component of iCROSS.

3.3.9 Avatars and Supporting Technologies

Border control officers’ tasks rely on bilateral human interaction such as border control agents
interviewing an individual using verbal and non-verbal communication to both provoke response
and interpret the traveler’s responses. ADDS is powered by Silent Talker, a system capable of semi-
automating that process by quantifying the probability of deception on the part of the interviewee.
However, to maximize the potential impact of ADDS, it would be beneficial to utilize this system not
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only to collect data completely automatically on the potential of deceitful behaviour by a traveler at
the pre-crossing stage.

To achieve this, an advanced border control agent avatar will be created. This will be instantiated
per traveler and will be personalized to communicate with the traveler including utilizing subtle
non-verbal communication cues to gauge response to them. A strong focus will be on identifying the
impact on non-verbal communication expressed by the avatar that may also be personalized based
on information available already for the traveler (ethnicity, gender, educational level etc.) to the
performance of ADDS.

Furthermore, completely automating parts of the interview questions will enable shifting some of
those to the pre-crossing phase thus resulting in considerable time and monetary savings at the BCP
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3.3.10 Summary of Avatars and Supporting Technology
applicable in iCROSS

3.4 Biometrics

Biometrics are widely used today, from our phones to all devices that require an authenticate
protocol with more reliable security means than a single PIN code. Therefore, most individuals are
quite familiar with such biometric technologies and rarely notice an extra security layer when a
biometric authentication is present. However, not all problems have been solved, biometrics are
only in a limited number of devices and consist mostly of fingerprint readers and some photo
recognition capabilities (for example, facial recognition has not been implemented in mobile phones,
so far).

We are experiencing a demanding for biometrics in new business models like online payment, credit
cards payments, banking solutions, live concerts, airports, marketing, etc. and, of course, public
security. This is now a major concern for all countries and societies; moreover, in the current
situation where terrorism has become a dire and global concern, biometrics emerges as innovative
means which could greatly contribute to improve the situation by tackling related threats.

Another domain where biometrics appear as promising technologies is border
control/management. This field requires, for obvious reasons, the maximum-security level with a
limited operational cost and a high speed of processing. Solutions based on cards (swipe or
contactless) are not the best option if a high security level with a minimum impact in time of transit
is the goal. Under these circumstances, biometrics arises as the best choice given that they combine
a human biometric feature with a fast answer from security systems (Jain et al., 2008) (Ratha et al,,
2008).

In order to establish a classification of levels of security - in border access control - for different
currently available technologies the following list could be proposed:

Magnetic swipe card

Contactless card in 125 Khz (passive reading)

Contactless card in 13,56 Mhz (active reading)

Contactless card in 13,56 Mhz and PIN code (active reading)
Fingerprint Readers

Palm Vein Readers

Facial, voice and iris recognition

Retina recognition

PN AW

[1: minimum security level - 8: maximum security level]

[1-4: Non-biometric. 5-8: Biometrics]
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3.4.1 Fingerprint

Fingerprint technology is the most widely known biometric technology and most commonly used in
commercial applications. These technologies are based on a sensor to capture the fingerprint
pattern and convert it into a simple mathematical model with 8-10 matching points. Fingerprint
readers can be of different nature - optical, capacitive, ultrasound, thermal - each technology has
ups and downs however capacitive is the most widespread solution.

Optical fingerprint readers require an extra space that could represent a challenge if they are to be
used in portable devices like smartphones, tablets and laptops. Capacitive readers could be
assembled into these devices because they are based in flat capacitors that could be adapted to any
market device.

Nowadays fingerprint readers are considered to be the lowest security level in biometrics due to
several factors. A fingerprint is easy to cheat; a non-expert person following a YouTube video could
deceive 95% of fingerprint readers. Also, fingerprint readers require a physical interaction between
users and the system, which very often is regarded as unwelcoming, even irritating by them.

Still, this technology remains widely used because is very cost-effective and easy to install (even if
clearly does not provide a high-standard security level) (ieee.org 2016) (fbi.gov 206).

3.4.2 Palm Vein readers

The Palm Vein technique of biometric identification that uses the analysis of the patterns of blood
vessels below the surface of the skin. The security level is higher than a fingerprint. However,
readers are usually bigger and expensive than fingerprint and require large space therefore not
recommended in turnstiles and access control facilities.

The BioSec palm vein scanning technique uses near infrared light to illuminate the vein pattern
below the skin for an IR optic. The IR light is absorbed by the blood; so the complete vein pattern
will appear black for the IR camera. Using this image, ~5 000 000 reference points is created and
based on this a coordinate system is created and converted to an encrypted hash code. The image
will be irrevocably deleted inside the sensor, within a black box.

The benefits of the palm vein pattern based authentication:

to avoid authentication, the hand has to be cut off, or partially “destroyed”
FAR 0,00008%, FRR 0,01%

authentication time 1 second

very difficult to cheat, as the vein pattern cannot be reproduced or copied

The use of the sensor itself is contactless. Compared to other high security solutions, the BioSec
palm vein based authentication is a cost effective.

Compared to other devices, the personal vein ID cannot be stolen and the use of the palm vein
scanner is contactless, therefore if a person identifies him/herself then the vein ID cannot be
stolen and used elsewhere, since it leaves no trace.

The device is connected via one USB cable, therefore simple to install and the size of the sensor
itself is ~30*30*30mm.
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3.4.3 Voice Recognition

Voice recognition comprises several technologies like voice fingerprint, audio fingerprint and
content analysis. Voice fingerprint creates a unique print of a human voice with 10 thousand
parameters (thousand percent more parameters than fingerprint) and could be used to match like a
regular print. Audio fingerprint uses voice biometrics to spot a single word or a sentence in a
conversation. Finally, content analysis searches topics in a given conversation, instead of a single
word or sentence.

A voice fingerprint is generally used to identify a person in a speech, conversation or phone call. The
security level is close to facial and iris recognition and is used in many commercial applications to
identify users. Standard call centres and other automated calling machines use audio fingerprint to
identify numbers and single words but they do not apply voice biometrics to identify users, as this
might pose important legal/ethical implications (Rabiner et al., 1993).

3.4.4 Facial Recognition

Facial recognition technologies use a standard CCTV camera to create a pattern from a human face
resulting in a unique print of this person. Facial recognition requires a lot of computing power
therefore, until very recently, computers could only process facial recognition in forensics.
Nowadays, live facial recognition is feasible and largely used.

[t is important to say that facial recognition and face detection are different technologies. Facial
recognition uses eyes, nose and mouth triangle to create a single user pattern that could feed from a
standard CCTV camera, while face detection is a common technology generally confused with the
former (and not nearly as powerful and sophisticated) which uses face contour, typically needing
frontal faces and still pictures, in order to establish a direct match with another picture.

In other words, face detection is not a biometric technology because it consists of “comparing pixels”
through digital processing of images and not biometric features, therefore must be placed with
regards to security on the level of active contactless card (like Mifare technologies). Windows Hello
is a classic example of face detection technology (Moeslund et al., 2014).

3.4.5 Iris Recognition

Iris recognition is a high performance biometric technology which it uses the iris structure to create
a unique matching pattern that will be linked with a single user. In order to capture and check this
pattern a camera and lighting system (usually based on infrared) are needed. Iris technology will, in
future, stand out amongst others.

Unfortunately, Iris recognition requires expensive hardware and is affected by several problems in
daily, routine, use affecting performance and accuracy. Users must be placed in front of this system
and specific lighting conditions are necessary (provide by the system) so many problems are
related, for example, with outdoor installations.

3.4.6 Retina Recognition

Retina is another high performance biometric technology. The retina is unique and the most
accurate feature in human body. A retina reader requires a high-standard camera and advanced
equipment which represents an operational - and commercial — problem. In fact, no commercial
solutions with real retina biometric reader are available in the market for the moment. Iris solutions
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are more economical and, definitely, easy to handle therefore still retina biometrics are in the
pipeline.

3.4.7 Comparative chart of biometric technologies

Table 8 provides a comparative overview of the previously presented technologies.

Table 8 Comparative Overview of Biometric Technologies

Low Cheap ($) Fast (<1 second) Fair
High, FAR
0,00008% Medium ($$) Fast (<1 second) Excellent

Medium Expensive ($$$) [ Medium (3-5 seconds) | Excellent

High Medium ($$) Fast (<1 second) Excellent
High Expensive ($$$) [ Medium (3-5 seconds) Good
Extremely High | Not commercial Not commercial Excellent

3.4.8 State of the Art in Facial Biometrics

After reviewing a number of biometric technologies in the previous section, we will draw our
attention now to Facial recognition, given the prominent role it will have in iCROSS as central
component of the FMT (Face Matching Tool) module. The selection was made in search of a high
security level, excellent accuracy and a fast response. Facial recognition also permits non-intrusive
detection and detection of moving people. Facial recognition will be our best choice for the border
control application.

Facial technologies have become popular but face detection (pixel comparison) must not be
confused with facial recognition (biometric mathematical model comparison). The goal will be
taking advantage of cutting-edge facial recognition solution that allow:

Identification in less than 1 second

Non affected by a beard, hat or glasses

Identification in a group of moving people

Utilization of huge databases (> 1 million people)

Accuracy in 99.99%, more specifically, the FRR and FAR for the technology to be applied
in the project is the following:

Table 9 Facial Recognition Accuracy

FAR=FRR. Controlled lighting,
approximately frontal
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FAR=FRR. Poor lighting, non-

frontal, occlusions. Non-
detections are accounted as
false recognitions

The IP camera is also a paramount element of facial recognition. Configuration of these cameras will
be key for success of facial recognition solution. The general recommend will be utilizing cameras
with resolution of at least 1.3 Mpixel (3 Mpixel cameras for optimal results).

The technology to be used in iCROSS project is focused on real-time detection (although with some
forensic capabilities) and the most important feature is speed (processing power) propelled by
Nvidia technology present in the software to be used, which is capable of handling a million user
database and identifying a person in less than a second, which makes it an excellent option to tackle
the typical problems at border access control.

3.5 Hidden Human Detection Technology Tools

3.5.1 Hidden Human Detection Technologies: Hidden Human
Detection in Land Borders

The scope of this section is to briefly present the State of the Art of the technologies and potentially
available commercial tools that address the issue of adequate detection of people hidden inside
vehicles, trucks, trains containers or open cargo wagons when crossing land borders. This aspect
constitutes an existing problem that is continuously reported at the border control checkpoint,
especially in land borders; in many cases illegal travelers hide themselves in busses, cars or trains,
since they do not possess the necessary travel documents. The authorities have to detect them and
they do so, mainly by visual inspection, while in certain cases without full availability of the
appropriate tools to support them.

However, relevant thorough and systematic checks to all vehicles are not performed routinely,
especially when traffic flow across the check points increases and rising flows of people or vehicles
cross the check points. Instead, they are made occasionally or indicatively, unless dictated by official
warnings, relying mostly on visual inspection and often rely on the staff’s (border guards, police and
custom officers) experience and perception. Although various types of relevant equipment exist on
the market with various levels of reliability, a single, cost effective, prompt and easy to use
technology is not yet available; advanced methods of detection such as x-ray equipment (used for
trucks and containers) is too expensive to be widely implemented whilst being unsafe for human
beings.

On the other hand, trafficking and illegal smuggling of human beings are severe problems which
have continued to expand rapidly during the last few years. Quite often, large groups of illegal
immigrants or refugees are found hidden in large trucks’ containers carrying goods. Also, illegal
passengers hide themselves on board freight trains (especially in bulk cargo open wagons or
containers), since they don’t possess all the papers for a proper border check. Nowadays, this seem
to be the common case for illegal passengers, immigrants or refugees; either distinct cases of one or
two illegal passengers are recorded or the massive transfer of hidden people takes place. i
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Experience shows that the dominant method of detection still seems to be the visual inspection of a
car or vehicle. As it will be seen later on in this Deliverable (Chapter 4.4.2 - user responses), visual
inspection can be assisted by a range of measures to control vehicles (depending on whether it is a
car, truck or railway wagon) and dogs / K9 units as well. The level of the measures used depends on
the risk analysis in each case based on the Border Control Officer’s experience. If anything is
suspicious, the vehicles may be checked more systematically and thoroughly on a second level
(Second Line check) with additional tools and technologies. In extreme cases it is also possible to
dismantle the vehicle.

The iCROSS project intends to address the increasing necessity of detecting hidden people in various
kinds of vehicles. As it will be shown, the detection of hidden humans and illicit goods for borders
and customs security is a challenging issue, and could form a whole project by itself, incorporating
extensive and multidisciplinary research. A single technology for the easy, fast and effective
detection of humans hidden in a variety of vehicles (cars, trucks, containers, buses, trains etc.) that
can be applied in all different cases and applications, is not available yet to border guard services.

The following subsections describe briefly the most significant of the technologies used so far by
presenting and emphasizing on the State of the Art, both per technology and as an overall approach.

Important Notes:

It has to be noted, that the detection of illicit goods (contraband, narcotics, nuclear weapons etc) is
not within the scope of iCROSS. The project examines the possibility of detecting only human beings
hidden in vehicles and especially it examines the feasibility of integrating such technological
solutions to the overall iCROSS platform. However, since certain technologies are able to detect both
humans and illicit goods, the presentation of the relevant State of the Art will not limit itself; on the
contrary all relevant aspects will be examined for both cases. Of course, special emphasis will be
given to the hidden human detection technologies which are among the general project’s aims.

Since the general concept of iCROSS is to enable an effective, fast but also reliable border crossing,
the relevant problem of hidden human detection also needs to be addressed. However, as denoted in
the Description of Work (DoW), in the framework of iCROSS, this aspect will be tackled as a
secondary target confronting the relevant necessity. In other words, the HHD tool will be an
additional tool to be connected as an option to the main iCROSS platform solution; the ability to be
implemented in the first level of alert will be explored, triggering a more in-depth inspection and
search, paving the way for similar inclusions of the relevant various technologies in the future.

3.5.2 X-ray Systems

Current commercial solutions mainly involve x-ray detectors which can be used for any kind of
vehicle, container or closed compartment. They are mainly used for illicit goods detection and in this
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context x-rays can also reveal humans hidden inside vehicles. However, due to their unsafe effects
for human beings, x-rays are not suitable for a more systematic usage on this specific purpose. X-
rays are used largely in airport checkpoints for luggage checks. The relevant applications involve
seaports, border crossings and critical facilities to combat smuggling, counter trade fraud and find
hidden contraband, including explosives, weapons, narcotics etc. However, in land borders and
seaport applications the whole vehicle or container should be subject to x-ray scanning.

Large commercial vendors offer integrated solutions of x-/ gamma-rays detectors for cars, trucks
and cargo containers accompanied with a robust data and image analysis software. The relevant
systems use high performance cargo and vehicle screening systems based on high energy X-ray
scanning and radiation detection to provide material discrimination. They can reveal contraband
through more than a foot of steel, identifying even heavily shielded nuclear material, from high
throughput rail scanners, portals, road-ready mobiles and high energy gantries to drive-through car
and scanners of entire vehicles, including occupants. In the following the most significant X-ray
systems provided by the relevant vendors are presented in brief.

3.5.2.1 Vendor “Leidos”: VACIS® IP6500 FullScan Integrated Cargo Inspection
System:

The VACIS IP6500 FullScan system is a powerful, practical solution for scanning cargo containers,
trucks and other vehicles in high-volume operations (Leidos.com, 2016). Its x-ray imaging and
radiation scanning help security personnel intercept weapons, nuclear material and other
contraband hidden in containers. It can scan entire vehicles, bumper to bumper and roof to tires,
including occupants. In addition, with its high throughput and small footprint, the system is ideal for
seaports and other high-volume cargo facilities. The VACIS IP6500 FullScan system provides a
combination of scanning features, such as:

e High-energy x-ray imaging that can reveal contraband through more than a foot of steel. It
utilizes a low radiation dose, and the system can be used in very limited space.

e Material discrimination distinguishes light, organic material from dense, inorganic material.

e Radiation detection can detect, locate and identify even heavily shielded special nuclear
material (SNM) with a false alarm rate of less than 1 in 10,000 — meeting or exceeding the
challenging ANSI N42.38-2006 standard.

e Optical character recognition identifies each container as it is scanned.

e The system quickly integrates the scanning images and data for each container in the system
database. Security personnel at viewer workstations in nearby or remote locations can view
integrated images and data for any container at any time.

The VACIS IP6500 FullScan system is designed for practical operation at busy facilities. Built for high
throughput, the system can scan large numbers of containers in the normal flow of traffic at gates or
other checkpoints, without requiring drivers or passengers to exit the vehicle. With its small
footprint and low radiation dose, the system can be used in very limited space. And by identifying
radioactive isotopes, the system can greatly reduce the need for secondary inspection. The system's
component technologies are now operating at ports, border crossings and other facilities around the
world. The system is backed by Leidos worldwide service organization, providing high-quality
installation, training, maintenance and technical support. Indicative Photos are provided in Figure
44,
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Figure 44 Leidos VACIS® IP6500 Cargo Inspection System (Official Video)

3.5.2.2 Vendor: “Rapiscan systems”: RAPISCAN EAGLE® series of products

Rapiscan Systems Cargo and Vehicle Inspection products have been deployed in a variety of
government and private sector applications, winning out on the basis of their exceptional threat
detection capabilities (Rapiscansystems.com, 2016). Customers can choose products from the
EAGLE Series with specific features and scanners that operate in different modes to adapt to
changing operational requirements; with Mobile (EAGLE M Series), Portal (EAGLE P Series), Trailer
Mounted (EAGLE T Series), Rail (EAGLE R Series), Air Cargo (EAGLE A Series) and Gantry Scanners
(EAGLE G Series). Indicative photos are shown in Figure 45. The products are accompanied by a
powerful software suite (RAPISCAN AUTO-Z™ Detection Software) which analyzes the x-ray image
data and identifies the location of High-Z material within the container, even for highly-cluttered
and dense cargo not fully penetrated by the beam (i.e., partially saturated).

Among other benefits, such as speed, reliability, cost-effectiveness, and ease-of-use, Rapiscan cargo
and vehicle inspection systems are also backed by the company’s global support network. All
Rapiscan cargo and vehicle inspection products claim to present excellence in imaging performance,
design, ease-of-use, quality, high reliability and high operator satisfaction. Rapiscan’s cargo and
vehicle inspection systems are proven in challenging applications at seaports, border crossings and
critical facilities around the world assisting inspectors to combat smuggling and find hidden
contraband, including explosives, weapons, narcotics and weapons of mass destruction. Customers
can choose products with specific features and scanners that operate in different modes to adapt to
changing operational requirements.
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Figure 45 Rapiscan Series of Products

3.5.2.3 Vendor: “Smiths Detection”: Cargo and Vehicle Inspection series of
products

Smiths Detection product series perform Cargo and Vehicle Inspection at any location with a variety
of X-ray scanners such as (Smithsdetection.com, 2016):
e Ultra-light and Compact Mobile X-ray - HCVM e35 and Towable - HCVM e35 T scanner,
e Mobile X-ray system - HCVM L scanner and Towable X-ray system - HCVM T trailer for cargo
inspection including a comfortable operator’s cabin for up to 4-8 personnel respectively,
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e Stationary X-ray system — HCVS Cargo inspection in a dedicated vehicle scanning facility for
heavy traffic locations such as container ports and terminals,

e Drive-through portal - HCVP for screening high volumes of vehicles with a stand-alone X-ray
portal where vehicles are driven through at low speed (the driver’s cabin is not scanned),

e Automatic and driverless screening with HCVG where the scanner moves along the vehicle
during the cargo inspection process delivering X-ray images of the entire vehicle including
wheels and fuel tank,

e Scan light vehicles with HCVL suitable for inspecting occupied cars and light vehicles
applying high-energy X-ray system that can accommodate high volumes traffic and can be
available in drive-through or automatic conveyor models.

Indicative photos are shown in Figure 46.

Figure 46 Smiths Detection Series of Products

All product series are accompanied with various software platforms (iCMore, HCV-DMS, Z-VISUAL,
DAISY) to detect and pinpoint suspicious cargo; with centralized networking & secure data to speed
up the whole analysis process, and automatically detect radioactive material, with coloured material
discrimination, allowing customization with favorite image settings, for fast verification of cargo.

EU related Research

European Research projects also tackled the use of X-rays images in security applications especially
under the FP7 SEC-2012.3.4-1 - Research on "automated" comparison of x-ray images for cargo
scanning with reference material to identify irregularities and FP7 SEC-2007-3.2-03 - Integrated
checkpoints security. In this framework, the following indicative FP7 projects are mentioned:

o ACXIS (“Automated Comparison of X-ray Images for cargo Scanning”, FP7 Security, 2013-
2017) for automated identification of illegal and legitimate cargo with X-ray images (ACXIS
project, 2013).

o EFFISEC (“Efficient Integrated Security Checkpoints” FP7 Security, 2009-2014) which
provided a more integrated approach on check points security (EFFISEC project, 2009).

3.5.2.4  Discussion on X-ray technology

X-ray systems are the most reliable commercial solution for detecting any kind of hidden
contraband; the relevant systems focus mostly on detection of weapons, nuclear material, explosives
and other contraband hidden in vehicles or containers since this technology penetrates easily
through metal walls. However, such technology solutions require large budgets for installation and
maintenance and thus are too expensive to be suited for every kind of border control cases. On the
other hand, it is difficult deploy this technology in all border control scenarios since such systems
require large and demanding installation facilities. Thus, although these systems are best suited for
airports and even seaports with large facilities for containers, they are less applicable at land
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borders, especially for countries with extended border lines - limiting their deployment to large
border control facilities.

X-ray, gamma and neutron imaging systems that can be used to inspect vehicles/containers have
been widely studied in terms of scientific research [(Duan et al., 2009), (Liu et al., 2008), (Zentai,
2008) and (Zhu et al,, 2010)]. However, they generate radiation which in large doses is unsafe for
human beings and these could also be problematic in the presence of biological material or sensitive
integrated circuits (Rogers et al,, 2016). Furthermore, apart from being expensive, these systems are
rather slow and range-limited. In land border and seaport applications the whole vehicle or
container should be subject to scanning, scanning time cannot be too fast and also the time needed
for image processing and material discrimination should be taken into account. Although these
scanning times can be affordable in low-traffic cases, they can cumulatively result in quite large
border crossing times and long vehicle queues.

3.5.3 K9 Units and artificial sniffers - gas detectors

Apart from X-rays, portable or desktop commercial products can also be found in the market for
illicit goods detection (mostly explosives). These are mainly based on chemical liquid agents and
trace detectors, such as the Rapiscan’s DETECTRA HX product (Rapiscansystems.com, 2016) along
with the IONSCAN 500DT and IONSCAN 600 desktop systems offered by SmithsDetection Inc.
(Smithsdetection.com, 2016). However, these systems are mainly meant for detecting and
identifying explosives and narcotics while maintaining high sensitivity; the same cannot be said for
hidden humans’ detection. At present, profiling and detection dogs have proven to be the most
effective methods to detect humans hidden inside vehicles.

A police dog, known as a "K-9" or "K9 unit" (a homophone of "canine") in some English-speaking
countries, is a dog that is specifically trained to assist police and other law-enforcement personnel in
their work (Figure 47). Their duties include searching for drugs and explosives, searching for lost
people, looking for crime scene evidence, and protecting their handlers. Police dogs must remember
several hand and verbal commands (New York State Department, 2014). The most commonly used
breed is the German Shepherd. The police dogs show a wide specialization: Sentry dog and attack
dog, Search and rescue dog, Detection dog or explosive-sniffing dog, Arson dogs, Cadaver dogs.
Detection dog or explosive-sniffing dogs are used to detect illicit substances such as drugs or
explosives which may be carried by a person in their effects. In many countries, Beagles are used in
airports to sniff the baggage for items that are not permitted; however, they require close proximity
of dogs to vehicles/containers and the detection may take significant time.

Gas Data

Figure 47 Police Dog in Wisconsin (Source: wikipedia) and GASDATA COZ2 sensor
(source http://www.gasdata.co.uk/)
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On the other hand, products based on CO2 sensors are offered commercially by vendors such as
GASDATA Ltd (UK) in order to tackle the detection of stowaways in a variety of civil, law
enforcement and military situations (Gasdata.co.uk, 2016). As human beings exhale carbon dioxide
it is possible to analyse gas samples taken from enclosed spaces to indicate if people are hidden or
trapped. Gas Data’s CO2 detectors has been used by security organisations around the world in a
variety of applications including: stowaway detection at ports, searches for fugitives and location of
earthquake victims. The Gas Data GFM226 Hidden Person Stowaway Detector is a portable carbon
dioxide detector developed especially for the detection of people hiding or trapped in confined
spaces such as trailers, rooms or vehicles (Figure 47). Working primarily by detecting the elevated
levels of carbon dioxide and reduced levels of oxygen in human breath, the GFM226 is used in a
variety of different security, transport and search and rescue applications (Gasdata.co.uk, 2016).

Artificial systems resembling or complementing dogs, in turn, have been thoroughly studied, for
example in the framework of EU research projects, targeting equally effective technological
solutions. FP7 Security Calls addressed the needs for “Innovative, cost-efficient and reliable
technology to detect humans hidden in vehicles / closed compartments” (SEC-2012.3.4-4), along
with “Artificial sniffers” (SEC-2011.3.4-2). Among the solutions suggested, the following projects can
be highlighted, focusing on detecting odours of hidden people in containers, illegal substances,
drugs, explosives etc.:

o SNOOPY (“Sniffer for concealed people discovery”, FP7 Security, 2014-2016) incorporating a
handheld artificial sniffer system for hidden persons and illicit goods, based on air sampling
sensor arrays of gas, vapour and human perspirations like carbonic acids, aldehydes, thiolic
and nitrogen compounds and the CO, as the human breathing product (SNOOPY project,
2014)

e HANDHOLD (“HANDHeld OLfactory Detector”, FP7 Security, 2012-2016) for developing
artificial olfactory sniffers complementing dogs (HANDHOLD project, 2012)

e SNIFFER (“A bio-mimicry enabled artificial sniffer”’, FP7 Security, 2012-2015) with bio-
mimicry biosensors (SNIFFER project, 2012)

e SNIFFLES (“Artificial sniffer using linear ion trap technology”, FP7 Security, 2012-2015) with
linear ion trap mass spectrometry gas sensors (SNIFFLES project, 2012)

As denoted earlier, canine inspections are effective, but they require close proximity of dogs to
vehicles/containers and the detection may take significant time. CO, sensors on the other hand,
detect the carbon dioxide emission, and then the breathing cycle of a human subject. However, the
response time of a CO; sensor is very slow. Additionally, the sensor has to be very close to the
subject in order to obtain reliable data for adequate processing since the relevant sensor is very
directional [(Klock, 2006) and (Rao, 2012)]. However, the artificial sniffers and especially the CO-
sensors can be combined with other sensors detecting i.e. human vital signs such as heartbeat
monitoring sensors.

On the other hand, usually in land borders, security personnel establish contact with the passengers
and vehicles in limited space (i.e. entering the bus or train) and in many cases without requiring
drivers or passengers to exit for passport control; thus the relevant checks take place through the
inspection and rely mainly on the guards’ experience and perception. Moreover, in cases with high
throughput and rising cross-border flows, time is limited for in-depth controls, therefore vehicles
and containers are not systematically checked for hidden persons; thus, dogs and artificial sniffers
although most reliable, may not be the most suitable solution in rising flows, increasing the need for
other types or combination of sensors and/or portable devices.

Page 94 of 314



iE}@sﬁ D2.1 Requirements Analysis
~

o

3.5.4 Non-ionizing Electromagnetic (EM) radiation - radars
and microwave sensors

Non-ionizing electromagnetic (EM) radiation has also been thoroughly examined in terms of
relevant applications. A mapping of the relevant recent and past research suggestions on non-
ionizing EM radiation for humans’ detection, starting from previous decades, can be summarised as
follows:

e CW Doppler radar, which can be used:

o as Life Detectors of breath, slight movements and / or vital sign detection.

o as see-through-wall radar, entrance security monitoring, border patrol and other
relevant security requirements.

o At various frequencies from X-band (10 GHz) and higher to lower bands such as the
lower microwaves bands (2.5GHz and 1150 MHz) or even UHF (450 MHz) depending
on the penetration requirements and the materials in between.

e Multi-frequency microwave radars, which detect human movements and gestures
through micro-Doppler signals, at short or long ranges.

e Recent use of UWB pulses radars which show high penetration capability.

e Millimetre (mm-) wave passive and active imaging / radars; capable of remote detection
of metallic and non-metallic objects and contraband concealed beneath clothing, enabling
“through-the-wall imaging systems (TWIS)” and remote observation of humans for military
and law enforcement personnel. Passive mm-wave radars are better for outdoor detection
and for body concealed weapons

e THz technology; an emerging candidate for concealed non-metallic weaponry.

We will now briefly examine the most important of the above technologies:

3.5.4.1 Microwave Doppler radars and Life Detectors

Doppler radar produces velocity data of “targeted objects” at a distance, by illuminating them with a
microwave electromagnetic (EM) signal (forward) and exploiting the frequency shift of the returned
(EM echo) scattered signal due to the target’s motion. The Doppler radar is able to detect and track
moving targets. The target velocity is a function of the frequency shift between the two signals
(according to the well-known Doppler Effect).

Doppler radars at microwave frequencies can have low power consumption, be light-weight,
inexpensive and mounted in small objects or vehicles. In contrast to optical or infrared (IR) systems,
Doppler radar can work in harsher conditions such as at dusk, in rain and snow. In contrast to
ultrasound systems, it can detect small sized obstacles such as wires more accurately, providing a
sensing range up to several Km. Signal processing algorithms are applied to measure range/velocity
and distinguish targets from clutter; nevertheless, detection ability depends heavily on the target’s
size and shape (Radar Cross Section (RCS)) which may result in challenging aspects.

Radar systems operating at a wavelength of a few mm can provide good enough visibility in harsh
conditions. CW Doppler radars use a single wavelength as a Continuous Wave (CW) forward signal;
in other words, a single frequency (one tone) is used. Microwave signals within a 3 GHz - 30 GHz
frequency range seem to be optimal while X and K-band (12-27 GHz) systems provide good
sensitivity for obstacles with small RCS. Low RCS makes the detection within cluttered
environments very demanding. Different targets are expected to present a wide range of different
RCS profiles and RCS values of complex targets can fluctuate an order or two of magnitude
depending on the orientation. The detection of low RCS moving targets can be accomplished,
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although with difficulty, by measuring their motion and other subtle aspects of each echo and
applying robust signal processing and machine intelligence. To this end, Doppler based techniques
constitute different approaches depending on the particular case examined.

In the past, several researchers have suggested the use of CW Doppler radar as a “Life Detector
module” to detect trapped living persons within collapsed buildings based on their breath or slight
movements [(Misra et al, 1986), (Lin, 1992) and (Aggelopoulos et al., 1996)]. Over time, life-
detection radar for vital parameter detection evolved into a highly useful and important application
and recently, an increased attention to radar based life detection systems can be observed. Quite
recently, NASA/JPL’s “FINDER Search and Rescue Technology” based on EM radar detecting victims'
tiny motions (breathing and heartbeats) helped save lives of trapped people under destroyed
building in Nepal earthquake on April 2015, (NASA JPL, 2015).

Apart from searching for trapped people in collapsed buildings, the CW Doppler radar can also be
used for contactless monitoring of patients’ vital signs and has also attracted the interest of
organizations requiring high security. To this respect, the relevant and current research includes
emerging applications such as see-through-wall radar and airport security monitoring, and border
patrol along with entrance security to search for criminals hiding behind various covers or vehicles.

Penetration depth and spatial resolution are the main tradeoffs of Doppler radar’s performance as
the most difficult material to penetrate from the electromagnetism point of view is reinforced
concrete. Electromagnetic waves cannot penetrate fully closed metallic objects or walls, thus, strong
metallic components inside normal and ordinary materials may complicate the relevant penetration
and subsequent processing. The most important parameter that affects penetration depth and
spatial resolution in respect to the set target to be detected is operation frequency.

In this review, the selection of operation frequencies is a critical issue depending on the specific
application and needs to be thoroughly investigated. It is known that, as frequency goes higher (i.e.
X-band) excellent spatial accuracy of detecting very slight movements (i.e. breath) of persons is
achieved although penetration depth is limited especially concerning materials involving metallic
elements. On the other hand, lower frequencies (VHF bands) provide much higher penetration
depth but only large-scale movements of human body could be detected (i.e. an intensive movement
of hand). Finally, in order to achieve proper reception, the breath frequency needs to be acquired in
front of a human; thus in practical situations various angles in terms of the vehicle - radar axes need
to be looked at while the sensitive range could be expanded by using more or bistatic systems.

More recent advances have been suggested using Ultra-Wide Band (UWB) radars with pulse
transmission (Chao, 2012). The reason is that such applications provide high material-penetration
capability, good immunity against multipath interference and large bandwidth which allows a better
separation between target and clutter but only large-scale movements of human body could be
detected (i.e. an intensive movement of hand). Finally, in order to achieve proper reception, the
breath frequency needs to be acquired in front of a human; thus in practical situations various
angles in terms of the vehicle - radar axes need to be looked at while the sensitive range could be
expanded by using more or bistatic systems.

3.5.4.2 Multi-frequency microwave radars

Multi-frequency microwave radar systems have been studied, (Narayanan et al., 2014) for detecting
humans and classifying their activities at short and long ranges using the characteristic micro-
Doppler signals to distinguish between different human movements and gestures. Doppler
measurements are used to detect and range humans and distinguish between different human
movements at different ranges. Although this multi-frequency microwave radar system is capable of
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through-wall applications at short distances, it is clear that it cannot see through metal walls since
the EM radiation cannot penetrate metallic objects.

The system incorporates two main sub-systems: The short-range radar sub-system, which operates
in the S-Band frequency range (2-4 GHz), is meant for through-wall applications at distances of up to
3 m. It utilizes two separate waveforms (a wide-band noise waveform or a continuous single tone)
which are selected via switching. The long-range radar sub-system operates in the W-Band
millimeter-wave frequency range (75-110GHz) and performs at distances of up to about 100 m in
free space and up to about 30 m through light foliage. It employs a composite multimodal signal
consisting of the two waveforms, again a wide-band noise waveform and an embedded single tone,
which in turn are summed and transmitted simultaneously. Matched filtering of the received and
transmitted noise signals is performed to detect targets with high-range resolution, whereas the
received single tone signal is used for the Doppler analysis.

3.5.4.3 Millimeter (mm-) wave passive and active imaging - Passive microwave
/ mm-wave radars

Millimeter wave passive imaging technology, on the other hand, offers the opportunity for rapid and
remote detection of metallic and non-metallic weapons, plastic explosives, drugs, and other
contraband concealed under multiple layers of clothing without the necessity of a direct physical
search (Huguenin, 1997). The ability of millimeter waves to penetrate many common building
materials permits the remote observation of people and other objects within a room enabling
“through-the-wall imaging system” (TWIS) applications for military and law enforcement personnel,
(however not through metal walls).

This purely passive imaging technique relies solely on the existing natural emissions from the scene
objects, does not expose the person to any man-made radiation, and is therefore completely
harmless to the person being observed and to all others in the area. Screening can be done remotely
and with as much discretion as the situation requires. The passive imaging approach to the
detection of concealed weapons and contraband hidden under people's clothing works well at
millimeter wavelengths because of a fortunate convergence of a number of key factors: (1) adequate
resolution in a reasonable sensor size; (2) high transparency of virtually all clothing; and (3) the
extraordinarily high emissivity of human flesh compared to the vast majority of other materials.
Longer (microwave) wavelengths are impractical because of sensor size and resolution issues, and
shorter (infrared) wavelengths are impractical because of the poor transparency of most clothing.

The ability of millimeter wave emissions to penetrate many common building materials permits the
remote observation, using active millimeter wave sensors, of people and other objects within a room
from outside of that room. The resulting through-the-wall 'live' video images of people and
furnishings will indicate their location, posture, and activity within a room which should be valuable
knowledge to military and law enforcement personnel (i.e. Special Operations) prior to their
entering that room. Millimeter wave radar imaging systems based on passive MillivisionR camera
technology have been developed by Millimetrix (and other members of the MIRTAC TRP
consortium) for Through-the-Wall Imaging System (TWIS) applications as included in (Huguenin,
1997).

Passive microwave radars are much better for outdoor use (not through walls). Passive millimeter
wave (PMMW) imaging has also been explored for indoor usage and detection of concealed weapons
in human body. The passive millimeter wave (PMMW) imaging is often successful for outdoors as
radiation of natural sky (“cold source”) provides the required contrast for imaging. When this
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method is used indoors, to detect i.e. weapons hidden under clothing has failed since the contrast
between the target and the subject is not being obvious due to the lack of sky radiation.

An active illumination provides the desired contrast for the image recognition, however, it causes
the image to “blind” and “flicker” resulting in poor quality of imaging and target identification.
Despite that, a PMMW imaging security system for indoor usage has been reported (Shi and Yang,
2014). This system includes a front-end array consisting of a 94 GHz imaging radiometer, eight Ka-
band sources with discrete frequency and discrete radiation direction to radiating harmonic
illumination and a large-diameter parabolic antenna for convergence of target radiation. The system
provides affordable energy “like noise” radiation, avoiding an image's glint under coherent radiation
while the results obtained from experiments on indoor detection of concealed weapon on the
human body validated the theory of proposed imaging systems, its feasibility and practical utility.

3.5.4.4 Terahertz (THz) Technology

Terahertz (THz) technology is also an emerging candidate for security screening to image threat
items such as explosives and nonmetallic weaponry when concealed beneath clothing (Tribe et al,,
2004). FP7 Security Calls addressed the relevant needs in a more general technological point of view
through “Further research and pilot implementation of Terahertz detection techniques (T-Ray)” -
topic SEC-2012.3.4-5. In this framework, the following research projects are highlighted:

e CONSORTIS: “Concealed Objects Stand-Off Real-Time Imaging for Security”, FP7 Security,
2014-2017, (CONSORTIS project, 2014)

e TERASCREEN: “Multi-frequency multi-mode Terahertz screening for border checks”, FP7
Security, 2013-2017, (TERASCREEN project, 2013)

From the above research projects, it has been shown that the relevant THz technologies are not
directly used for detecting humans hidden inside vehicles / containers, since they focus on items
such as weaponry when these are concealed beneath clothing. However, by using Terahertz
technology to detect concealed objects carried by hidden people and body-borne threats they can
result in hidden human detection in an indirect manner.

3.5.5 Geophones and their applications as heartbeat
detectors

Geophones and hand-held detection devices of similar type are also used, assuming that the item of
interest inside a vehicle/container has good mechanical coupling with the vehicle. Geophones are
highly sensitive motion transducers that are used by seismologists and geophysicists for decades
(Brincker et al., 2005). A geophone is a device that converts ground movement (velocity) into
voltage, which may be recorded at a recording station. The deviation of this measured voltage from
the base line is called the seismic response and is analyzed from the structure of the earth
(Wikipedia, 2016). This translation of the ground movement into voltage can be easily read by a
microcontroller.

Figure 48 ION Sensor SM-24 Rotating Coil Geophone
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Geophones have historically been passive analog devices and typically comprise a spring-mounted
magnetic mass moving within a wire coil to generate an electrical signal (Reynolds, 2011). Today’s
geophones are sophisticated measuring devices and are based on a coil suspended by springs in a
magnetic field, within a steel case, as in Figure 48. When vibration of any sort moves the case, the
coil remains stationary due to its inertia. This movement of the case in relation to the stationary coil
generates an electrical voltage proportional to the velocity of the coil with respect to the case, with
displacements as low as nano-meters (ION Sensor, 2016). Recent designs have been based on
microelectromechanical systems (MEMS) technology which generates an electrical response to
ground motion through an active feedback circuit to maintain the position of a small piece of silicon
(Wikipedia, 2016). The response of a coil/magnet geophone is proportional to ground velocity,
while MEMS devices usually respond proportional to acceleration. MEMS have a much higher noise
level (50 dB velocity higher) than geophones and therefore can only be used in strong motion or
active seismic applications. The majority of geophones are used in reflection seismology to record
the energy waves reflected by the subsurface geology. In this case, the primary interest is in the
vertical motion of the Earth's surface and many competitors are present in the market. Geosource
Inc. (MD-79-8Hz model), ION’s Sensor Inc. (SM-24 model) and other vendors have been providing
geophysicists worldwide with quality precision geophones designed to offer the highest
performance in 2-D & 3-D seismic exploration with bandwidth from 10 Hz up to 240 Hz, meeting the
seismic industry’s demands for tight specification tolerances.

However, despite all the above, the same technology, used for detecting the occurrence of
earthquakes, can be applied in a similar concept for human presence detection and thus it can tackle
the aspects of illegal immigrants and human trafficking. To this end, Geovox Security Inc. / ONEX
Technologies Inc. (Geovox Onex, 2015) developed a system known as the Advanced Vehicle
Interrogation and Notification (AVIAN) Heartbeat Detector.

The AVIAN exploits the fact that human heartbeats vibrate at a specific frequency and is non-
Intrusive. To this end AVIAN uses four geophone sensors and a small computer to analyze the
vibrations of a vehicle, before using an algorithm to interpret the data and decide whether a human
is present on board. It does this by locating the shockwave generated by a human heart, which is
transmitted through any surface that the body is in contact with. The sensors are lightweight and
can be applied to any hard part of a vehicle’s chassis, so that the vehicle does not need to be opened
up in order to be inspected, as shown in Figure 49. It is important to position the sensors on a flat
metal surface on the vehicle's frame; for a large 4-axle vehicle with a full load all four sensors are
used.

Figure 49 AVIAN Heartbeat Detector by ONEX SA - Source: Geovox.com and ONEX SA

From the above analysis. it is seen that Geophones constitute a very good basis to start with
especially when considering a combination of sensors to form an integrated portable device. The
conventional geophone's ratio of cost to performance, including noise, linearity and dynamic range
is unmatched by advanced modern accelerometers. Furthermore, geophones require intimate

Page 99 of 314



iE}@sﬁ D2.1 Requirements Analysis e
~

o

contact with the vehicle/container which in the majority of cases can be feasible [(Klock, 2006) and
(Gamble, 2002, US Patent)]. However, the problem of this sensor is that it measures velocity, and
that the linear frequency range is limited to frequencies above the natural frequency, typically at 4-
12 Hz. To tackle this, it has been shown that the sensor signal can be digitally linearized, 2 decades
(100 times) below the natural frequency obtaining a sensor that allows the user to measure
displacement, velocity or acceleration with high sensitivity and large dynamic range (Brincker et al.,
2005).

3.5.6 Metallic Containers Case: Acoustic (Sound) Sensors

Electromagnetic waves cannot penetrate metallic structures and this is a real challenge especially in
the cargo containers scenario where detection of people hidden in containers is targeted.

The metallic chassis of fully closed compartments such as containers reduce largely the penetration
depth. In many cases, they are not fully electromagnetically shielded and thus leakage through their
walls or doors may, in certain cases, enable detection with a high sensitivity receiver despite the
high increase in losses. Again, operation frequency is a key parameter as denoted in the previous
section. However, this is not always the case and thus other technologies need to be applied in such
situations. The metallic cargo-container shell is constructed from a derivative of carbon steel, which
precludes the use of electric and magnetic techniques due to the high electrical conductivity,
magnetic susceptibility, and variable thickness [(Narayanan et al, 2014), (Shi and Yang, 2014),
(Changzhi et al., 2009) and (Klock, 2006)].

The high density of fissile materials in contrast to common commercial goods has also suggested
that precise measurement of the gravity field that is produced by the cargo contents may provide an
alternative inspection technique to identify high-density regions only [Kirkendall, 2007].
Nevertheless, this technique may result in expensive installations even when compared to the
expensive X-rays facilities.

Tackling the above issues and limitations, the best possible technology allowing for cost-effective
portable devices to detect humans hidden inside metallic containers seem to be the acoustic sensors
(sound or ultrasound). Sound penetrates metal surfaces or metallic walls unlike the EM radiation
that is unable to do so. Thus, the interior of a metallic container can be inspected using an acoustic
source of sufficiently low frequency so as to effect penetration and sonification of the subject
vehicle/container (Konopka, 2012, US Patent). The methods that can be implemented are case
dependent and include both passives and active ones; the passive methods mainly use dynamic
microphones while the active ones refer to the use of a transducer (acting as emitter) and exploiting
the Doppler effect of the returned echo in the relevant acoustic spectrum.

Acoustic sensors have many advantages that include non-line-of-sight, omni-directionality,
passiveness, low-cost, and low-power, weight and size, playing a potential key role in situational
awareness as well. They can provide detection, direction finding, classification, tracking, and
accurate cueing of other high-resolution sensors. However, acoustic sensing is highly dependent on
the environmental conditions where sources of acoustic attenuation include e.g., temperature, wind
speed and wind direction. By mounting acoustic sensors (or arrays) on i.e. the vehicle under
inspection, propagation losses due to the environment are mitigated. Furthermore, acoustic sensors,
do not depend on the size of the target, but rather on its acoustic signature. Due to the fact that
sound penetrates metal walls and acoustic sensors are sensitive to small and slow motions, in
principal they can detect stationary persons by breathing motion alone. Other attractive features
(however case-dependent as well) include: high-resolution locating and tracking; portability; easy
preparation and deployment; near-real-time data processing and display. These features can
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provide a stand-alone through-the-wall surveillance capability and/or an excellent complement to a
radar sensor.

It should be mentioned that, as will be presented later, there have already been accelerated research
efforts on the exploitation of acoustic waves in surveillance and target recognition resulting in a
surge in relevant digital signal processing technology. Higher harmonics in the acoustic spectrogram
of a target, are shown to be useful for estimating the target’s features such as location and speed due
to the Doppler Effect in the relevant acoustic spectrum. Benefits of employing higher harmonics in
the computations are brought out and models for the time variation of the Doppler frequency have
already been proposed for a variety of purposes (Sadasivan et al, 2001). The acoustic signal
propagation characteristics of a target are of particular focus due to the fact that real-time
computations on such signals could be conveniently carried out with modern digital signal
processing hardware and advanced algorithms. Whereas, an array of microphone sensors could be
deployed for more advanced quantitative analysis, the signal from a single microphone is adequate
for preliminary estimation requirements.

Furthermore, in order to enhance performance through metallic containers, quite recent advances
(Felber, 2015) presented the feasibility of acoustic sensor technology for the detection of people
hidden inside metallic containers within a low cost implementation. High power acoustic pulses are
used at one or more discrete frequencies while implementing the same Doppler Effect principle for
tracking people behind metal walls. In the framework of this work, a high-power acoustic sensor,
capable of detecting and tracking persons through steel walls of cargo containers, trailer truck
bodies, and train cars, has been developed and demonstrated. The sensor is based on a new concept
for narrowband mechanical-impact acoustic transmitters and matched resonant receivers. The
lightweight, compact, and low-cost transmitters produce high-power acoustic pulses at one or more
discrete frequencies with little input power. The energy for each pulse is accumulated over long
times at low powers, like a mousetrap, and therefore can be operated with ordinary batteries and no
power conditioning. An impact-transmitter and matched-receiver system detects human motion
through thick walls with only rudimentary signal processing. This acoustic through-the-wall sensor
is capable of remotely and non-intrusively scanning steel cargo containers for stowaways at a rate of
two containers per minute.

3.5.7 Combination of Sensors

Because of the limitations discussed so far, even though a number of systems have been proposed,
human presence detection in vehicles/containers still remains an active problem for which there
are no completely suitable solutions. In order to fill this void, combination of other techniques is
suggested; e.g. the implementation of “smart” containers, employing a variety of sensors to detect
and communicate what happens to the container during its travels (Whiffen, 2005) and if the
container has been opened without authorization during the travel. The actual combination of
various kinds of the sensors discussed so far, has been proposed as well. In any case, newest
technology trends in a broader range of applications show that detecting moving targets with low
RCS is quite feasible through the implementation of mixed techniques, involving Doppler radars in
combination with acoustic sensors or arrays (Shi et al.,, 2011). Acoustic microphone arrays are used
as a second sensor modality to detect acoustic emissions from moving targets. Radar and acoustic
measurements are combined to reduce false alarms. Depending on the case, acoustic beam forming
can be applied resulting in interference suppression (Vasquez et al, 2008). Advanced signal
processing techniques, applied to the sensors’ measurements, can combine asynchronous radar and
acoustic data to improve accuracy and to reduce the false alarm ratio. Usually the aim is to develop
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low cost, low power combination of sensors including a Doppler CW radar at microwave frequencies
and acoustic dynamic microphones to detect moving targets and motions (Kyritsis, 2016).

The methodology of joint multi-sensor exploitation technologies can be expanded to include other
type of sensors i.e. geophone / heartbeat or CO2 sensors. Thus, a combination of EM radar with
acoustic or similar type of sensors and their data is foreseen that can enable detecting and tracking
persons inside various kinds of vehicles. Configurable front ends can be explored, which can be
shared by multi-channels, designed to interface with a variety of sensors suitable for human
presence detection. The aim is to result in low cost, easy to use units that can provide a first-level
detection event and that could be used under different conditions, in order to contribute to the
wider goal of assisting and enhancing vehicles inspection in land borders.

3.5.8 Summary Conclusion and comparison of
technologies
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3.6 Analytics (BCAT)

The Intelligent Border Control Analytics Tool (BCAT) will evaluate the performance of iCROSS
systems and discover key patterns in the data that would help quickly identify false acceptance or
false rejection of travellers based on the data collected in the Pilot study. BCAT will use state of
the art machine learning and statistical approaches on the outcomes of each iCROSS system once

the border control procedure is completed and the decision on how to process the traveller is
finalized. This will enable achieving the following goals:

e Evaluate the performance of each iCROSS system and its effectiveness to the human border
control agent independently and when used in collaboration with other iCROSS systems.

e Discover key patterns in the data associated with either false accept or false rejects of
travellers, which can be used for better decision making at border control.

3.6.1 State of the Art Analytical Approaches

In this section, state of the art technologies that can be used by BCAT are introduced. The selected
algorithms are widely used in the literature or have been recently proposed and show promising
results. An attempt has been made to have both algorithms that account for linear dependence
among the variables and algorithms that are capable of identifying non-linear dependencies among
variables. This increases the probability of identifying any relationships that may be present in the
data that will be analysed by the BCAT.
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3.6.2 Correlation Analysis

In correlation analysis, the interest is in identifying any statistical relationship between two random
variables. Such analyses in BCAT can reveal correlations of the outcomes of the iCROSS systems so
as to see which systems behave similarly (e.g. it might reveal that there is a correlation among the
ADDS and the DAAT output, which can then lead in identifying that travellers found lying by the
ADDS tend to also have unauthenticated documents). There are various approaches for identifying
such relationships, and we will present some that are widely used.

3.6.3 Pearson’s Correlation Coefficient

Pearson’s Correlation Coefficient measures the degree of linear correlation between two variables.
The returned correlation is in the range [-1,1], with zero denoting no correlation among the
variables, 1 a perfect increasing correlation (when there is an increase in the value one of the
variables there is a linear increase in the value of the other variable as well), and -1 a perfect
decreasing correlation. The measure for two random variables X and Y is calculated with the
following formula:

cov(X,Y)

corr(X,Y) = e
xO0y

where cov is the covariance and o is the standard deviation.

3.6.3.1 Randomized Dependence Coefficient

The Randomized Dependence Coefficient (RDC) (Lopez-Paz et al., 2013) is a measure of non-linear
dependence between random variables based on the Hirschfeld-Gebelein-Renyi Maximum
Correlation Coefficient. It is invariant to monotonically increasing transformations and it is ranged
to [0,1], with zero indicating no correlation and one indicating a complete correlation among the
two variables. The RDC process for the variables x and y drawn from a noisy circular pattern is
shown in the following figure. The samples are used to estimate the copula, and then are mapped
with randomly drawn non-linear functions. The RDC is the largest canonical correlation between
these non-linear projections.
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Figure 50 RDC computation
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3.6.3.2 Dimensionality Reduction

Dimensionality Reduction can be used either for transforming the data into lower dimensions using
the information of all available variables/features, or selecting a subset of the available features, so
as to remove the ones that are redundant or irrelevant. This can be used for visualizing data in lower
dimensions and for helping creating simpler models, which are less prone to overfitting.

3.6.3.3 Principle Component Analysis (PCA)

Principal component analysis (PCA) (Abdi and Williams, 2010) creates linearly uncorrelated
variables (Principle Components) using orthogonal transformations. The resulting PCs are less than
or equal to the number of the initial features. The largest variability in the data is explained by the
first PC, then by the second and so on. PCA can be used for visualizing high dimensional data into
lower dimension (e.g. 2 or 3) that can help in exploratory analysis. Additionally, it can be used for
noise removal.

3.6.3.3.1 HSIC Lasso

The HSIC Lasso (Yamada et al, 2014), is a feature-wise kernelized Lasso approach. Since it is
feature-wise, the kernel is applied on each feature vector, which enables the identification of non-
linear dependence between a feature and the response variable. To identify features that are not
redundant and are associated with the response variable the Hilbert-Schmidt Independence
Criterion (HSIC) is used. The HSIC Lasso is given in the following form:

d

Z K@

k=1

aeRd +/1||a|| ,5.t.ayg,..,aq =20

Where || .|| Frzob is the Frobenius norm, K is the centered Gram matrix computed for the k-th

feature and L is the centered Gram matrix computed from the target variable. The algorithm returns
the selected features with non-zero coefficients.

3.6.3.4 Clustering

Clustering is used for grouping data that have similarities together. The similarity between data is
usually calculated using distance measures such as the Euclidean distance and the Hamming
distance. Clustering can be used to group together travellers with similar patterns.

3.6.3.4.1 K-means

K-means (Hartigan and Wong, 1979) is a clustering algorithm that tries to partition data into k
groups. The algorithm takes as input an MxN matrix and k which is the number of clusters that will
be created. Initially the centers of the clusters are randomly assigned in the data space. At each
iteration of the algorithm, the subjects are assigned to the cluster whose mean is closest to them.
The similarity measure used is usually the Euclidean distance. Then the means of each cluster are
updated so that they are the mean of the subjects that are assigned in that cluster. This procedure is
repeated either for a pre-specified number of iterations or until convergence. A drawback of k-
means is that k needs to be defined a-priori. An example of a k-means clustering on data using k=4 is
shown in the following figure. Each colored dot represents the center of the cluster, calculated by k-
means.
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Figure 51. K-means clustering with k=4

3.6.3.4.2 Hierarchical Clustering

Hierarchical clustering techniques do not require from the user to a-priori define the number of
clusters (Hastie et al., 2009). In hierarchical clustering there are mainly two strategies, the
agglomerative and the divisive strategy. The difference between these two strategies is that the first
follows a bottom up approach, whereas the second one follows a top down approach.

In agglomerative clustering, at each step the two closest clusters get merged together until only one
cluster is left. There are several methods for deciding whether two clusters are close. One approach
is to consider the distance between two clusters as the distance between the closest pair among the
two clusters also known as the nearest neighbour technique. An alternative of this method is to
consider the distance between the furthest pair of the two clusters, known as the furthest neighbour
technique. A compromise between these two methods is to consider the average distance between
the two groups.

An example of hierarchical clustering is shown in Figure 52. Four clusters were created as shown
with different colors on the left dendrogram. The heatmap shows the different values of the data in
each cluster so as to visualize their differences.
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Figure 52 Hierarchical Clustering representation with a heatmap.

3.6.3.5 Classification

Classification algorithms try to predict the class of an instance using the knowledge they have from
previously seen data. In BCAT classifiers will be used to aid the decision making in border control by
modelling / identifying key patterns of travellers who should or should not pass into a country.

3.6.3.5.1 Random Forest

Random Forest (RF) (Breiman, 2001) is an ensemble of many de-correlated trees. Each tree is
created using bootstrapping and the subjects not used are called the out of bag (O0B) samples,
which are used for calculating the misclassification error. At each terminal node of the tree, m
features out of p are randomly selected and the best feature out of them is used for further splitting
the node. The trees are grown in full depth and no pruning is used. Majority voting is used for
selecting the predicting class. The accuracy of the algorithm is calculated using the OOB error rate.

3.6.3.5.2  Support Vector Machines

Support Vector Machines (SVMs) (Cortes and Vapnik, 1995) are also known as maximum margin
classifiers. This is due to the fact that they try to find the decision boundary that has the maximum
margin among the data points of the classes in the dataset. The margin is defined as the
perpendicular distance among the decision boundary and the closest of the data points as shown in
the following figure.
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Figure 53 The decision boundary is y=0 whereas the margin is the perpendicular
distance between the decision boundary and the closest data points of the two classes

To cope with the non-linearly separable data, kernel functions are used for projecting the data in
higher dimensions and converting non-linearly separable problems to linearly separable.

3.6.4 Summary

Some of the state of the art algorithms for correlation analysis, dimensionality reduction, clustering
and classification have been introduced. With such algorithms it is possible to identify common
patterns among travelers of different categories and create models that aid the decision making in
border control. So for increasing the power of BCAT, all of these analytical methods will be made
available in the BCAT system.

3.7 Wireless Communication Networks

The scope of this Section is to introduce and investigate a set of basic deployment solutions of
wireless network design for the efficient performance of the iCROSS platform. The section will begin
with the actual components of wireless communication that suit the wireless access of iCROSS
Platform perfectly. The presentation of the specific features of the activities of the agents will be
presented afterwards and a proper connection with system performance at the various Layers of the
Network Protocols Stack will be made. Finally, the performance measures identified by the overall
analysis, necessary for dimensioning the iCROSS wireless network, will be shown.

3.7.1 Available Wireless Technologies for Radio Coverage

and Connectivity
In this section, we present in brief the terrestrial and satellite communication technologies that can
provide the radio connectivity in order to make the iCROSS platform functional and feasible. The

wireless communication networks are either for backhaul connectivity or for the access networks.
Here we will present them in the form of summary tables rather than specific details.

Regarding the choice and the advances under the framework of iCROSS, these will be conducted in
WP6 and will be tailored to the needs of each of the pilot site. To this respect, the current SOTA of
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the wireless networks solution, most suitable for the iCROSS implementation, are given in this
section.

In

Table 11 we present briefly the technical details of the IEEE 802.11x standards (frequency of
operation, channel bandwidth, data rate, modulation and the coverage for outdoor and indoor
applications (Gosh, A. et al., 2005). In Error! Reference source not found., the frequency ranges of
the microwave links and their application are presented.

Table 11 802.11x standards

__— om) (m)
802.11 Up to 2 DSSS, FHSS 20 100
a 20 Up to 54 OFDM 35 120
- 5km
b 2.4 22 Upto 11l DSSS 35 140
g 2.4 20 Up to 54 OFDM 38 140
n 2.4/5 20 Up to 65 MIMO-OFDM 70 250
40 Up to 135 70 250
ac 5 20 Up to 86,7 35
40 Up to 200 35
80 Up to 390 35
160 Up to 780 35
ad 60 2.160 Up to 6.912 OFDM, single 60 100

carrier,
low-power single

carrier
ah 0.9
aj 45/60
ax 2.4/5 MIMO-OFDM
ay 60 8000 Up to 100 OFDM, single 60 1000
Gbit/s carrier

Table 12 Microwave Links and Applications

1350-2690 MHz Infrastructure, Radio Relays, Fixed
Wireless Access (FWA)

3400-3600 MHz Fixed Wireless Access

3600-4200 MHz Infrastructure, Backhaul Networks

5925-6425 MHz Infrastructure, Backhaul Networks,
Radio Relays

6425-7125 MHz Infrastructure, Backhaul Networks,
Radio Relays

10-10.68 GHz FWA, video links
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10.7-11.7 GHz Infrastructure, Backhaul Networks
12.75-13.25 GHz Infrastructure, Radio Relays
14.25-14.5 GHz Infrastructure, Radio Relays
14.5-15.35 GHz Infrastructure, Radio Relays
17.7-19.7 GHz Infrastructure, Radio Relays
22-23.6 GHz Infrastructure, Radio Relays
24.5-26.5 GHz Infrastructure, Radio Relays FWA
27.5-29.5 GHz FWA, PMP links

37-39.5 GHz Infrastructure, Radio Relays

Cellular networks have more than 30 years of history and today more than 7.5 billion mobile
connections are active. There is a shift from ubiquitous voice coverage to the provision of mobile
data at wired-like speeds (mobile internet speeds today exceed 10 Mbps) (3GPP, 2009; Poulakis, et
al. 2014; Vassaki, et al. (2014) Papafragkakis, et al. 2015; Gotsis, et al., 2016). Mobile data speeds
have increased by 1000x (kbps = Mbps). Every new generation in cellular communications was
marked by innovations in transceiver technologies and clear high-level objectives as seen in Table
13.

Table 13 Evolution of Cellular Networks

Evolution Innovation(s) Objective(s)
1G = 2G From Analogue to Digital Improve Voice Quality and Provide Basic Data (kbps) using GPRS
Communications
2G = 3G From Narrowband TDMA to W- Improve Voice Capacity and Introduce THE killer app of Video-Call
CDMA and Turbo Coding (FAIL).
Instead it laid the foundations for mobile broadband data through
HSPA
3G = 4G From W-CDMA to OFDMA and Deliver the First Mobile Network designed and optimized for Data
MIMO Provisions (tens of Mbps). No native support for voice (CS fallback,
VolP)

For each generation there is typical innovation cycle of 10 years for designing the system concept,
technology components R&D, standardization, and pilot roll-outs. Multiple generations of cellular
technology co-exist. 4G-LTE introduced in early 2010s and is the fastest growing system ever;
Newer releases include 4G+ (LTE-A) and 4.5G (LTE-A Pro) Voice is provided by 2G/3G, Data
primarily by 3G (various HSPA flavours) and 4G UE penetration is low. Moving now to Satellite
Communications (Panagopoulos, 2015; Digital Video Broadcasting, 2009a; Digital Video
Broadcasting, 2010; Digital Video Broadcasting, 2013; Digital Video Broadcasting, 2009b) Digital
Video Broadcasting via Satellite standard was initially designed to offer digital video services but
has proved to be a very attractive and successful protocol to provide multimedia applications via
satellite. The return protocol known as DVB-Return Channel via Satellite (RCS) employs smaller spot
beams while the forward link employs global beams. All the required procedures are controlled by
the Network Control Centre (NCC) that is installed in the satellite gateway and one of its main tasks
is reconfiguration of the burst time plan, when an atmospheric event occurs (Figure 54).
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Figure 54 Architecture of DVB-S/S2 and DVB-RCS networksArchitecture of DVB-S/S2
and DVB-RCS networks

DVB-S2 is the second-generation specification for satellite broadcasting - developed by the DVB
(Digital Video Broadcasting) Project in 2003 and supported by European Space Agency. It benefits
from more recent developments in channel coding (LDPC codes) combined with a variety of
modulation formats (QPSK, 8PSK, 16APSK and 32APSK). When used for interactive applications,
such as Internet browsing, it may implement Adaptive Coding & Modulation (ACM), thus optimizing
the transmission parameters for each individual user, dependent on the satellite link conditions. The
modes that are available are backwards compatible, allowing the operation of existing DVB-S set-
top-boxes to continue working in the satellite users’ premises. The DVB-S2 system has been
designed for several satellite broadband applications: i) broadcast services for standard definition
television and high definition television; ii) interactive services for consumer applications including
access to the Internet; iii) professional applications and iv) data content distribution and Internet
trunking. The technical details of the DVB-S and DVB-S2 are presented in Table 14. DVB-S2X is a
very recent extension of the DVB-S2 satellite digital broadcasting standard. It was standardized in
March 2014 as an optional extension of DVB-S2 standard. It will also become an ETSI standard.
Efficiency gains up to 51% can be achieved with DVB-S2X, compared to DVB-S2. The most important
transmission capability improvements are: higher modulation schemes (64/128/256APSK), smaller
roll-off factors and generally improved filtering, making it possible to have smaller carrier spacing.
In principle, DVB-S2X has been designed for very low SNR regions. Another standard for the return
link is DVB-RCS2 that was approved in 2011 and in 2012 with its mobility extensions (DVB-
RCS2+M) in order to support mobile/nomadic terminals and direct terminal-to-terminal (mesh)
connectivity. Its features include handovers between satellite spot-beams, spread-spectrum features
to meet regulatory constraints for mobile terminals, and continuous-carrier transmission for
terminals with high traffic aggregation. It also includes link-layer forward error correction, used as a
countermeasure against shadowing and blocking of the satellite link. The following modulation
schemes are eligible in DVB-RCS2 BPSK, QPSK, 8PSK, 16QAM, Constant envelope - CPM and
regarding channel coding 16-state PCCC turbo code (linear modulation) SCCC (CPM) exist.
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Table 14 Technical Details of DVB-S-Standards

DVB-S DVB-S2
Input Single transport stream (TS) Multiple transport stream and generic stream
interface encapsulation (GSE)
Modes Constant coding & modulation Variable coding & modulation and adaptive

coding & modulation

FEC Reed-Solomon (RS) 1/2, 2/3, 3/4, LDPC+BCH1/4,1/3,2/5,1/2,3/5,2/3,3/4,
5/6,7/8 4/5,5/6,8/9,9/10

Modulation | Single-carrier QPSK Single-carrier QPSK with multiple streams

Modulation | BPSK, QPSK, 8PSK, 16QAM BPSK, QPSK, 8PSK, 16APSK, 32APSK

Interleaving = Bit-interleaving Bit-interleaving

Pilots no Pilot symbols

3.7.2 Network Dimensioning of the iCROSS Platform
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3.7.3 Performance measures for the iCROSS network design

3.7.4 Conclusions

In this section a combination of wireless components and deployment solutions was investigated,
offering high connectivity as well as efficient performance to the iCROSS Platform. The specific
traffic features of the envisioned iCROSS Platform were taken into account, concluding with
respective performance measures that are appropriate for dimensioning purposes and fine-tuning
of system parameters.
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3.8 Related surveys

In the last few years, an increased focus on border security and management of goods and people
moving across borders has been observed. The evolving international economic and security
environments create a need for guidance in order to build border security capabilities, to integrate
border security constructs and to increase protection at borders. Several surveys have been
performed on behalf of governmental/state organizations in the last few years regarding how
border management can be ideally addressed around the world. These surveys examine trends and
challenges for a balanced and efficient approach for “Smart Borders” which are the foundation of
safer, more standardized, and cost-effective borders.

According to a survey performed by Frontex (Frontex, 2015), border control systems can be divided
into two types: (a) systems without enrolment based on the use of an electronic travel document
and (b) systems based on pre-enrolment. The additional step with the pre-check process seems to
be preferable as it reduces the time consumed for both the travellers and the border guards.
Furthermore, the aforementioned survey emphasizes the indisputable necessity the cost-
effectiveness of smart border control systems, namely to be implemented to allow an increased rate
of traveller checks in a given time at first-line control without necessarily having to increase the
number of border guards (well-trained and motivated operators can further contribute to the
effectiveness of the systems). Another considerable aspect is the deployment of a risk assessment
methodology that needs to be carried out for every task in the border check process that is modified,
in order to understand how a new functionality impacts on existing risks or created new ones, and
thus react accordingly.

Governments, in particular, pursue a border security and management paradigm that can create
safer, more standard and cost effective demarcations. A report from Delloitte (Delloitte, 2014),
describes four principles on how governments can transform the way they secure and manage their
borders. These principles are the following: a) make a safer border by employing risk based
decision-making, b) improve standardization by normalizing data requirements and partnering
across borders, c) increase cost savings by consolidating government functions at the border and d)
innovate at the border by enabling the ecosystem to bring commercial and community solutions.

More specifically establishing common assessment criteria and mutual guidelines for identifying,
segmenting, and addressing risk is necessary in order to drive risk-based resource allocation. In
order to implement more effective border management, a holistic approach must be adopted that
has the dual objective of facilitating the entry of frequent travellers to the EU and improving the
monitoring of available information. Many countries focus on streamlining and fortifying border
security operations, and as a result, border security becomes an integrated way of addressing
national security. This perspective enables a critical holistic view of operations and opportunities to
streamline inefficient travel security procedures. To that end, there is a critical need for traveller’s
engagement in order to enhance border security (Delloitte, 2014).

Additionally, according to a recent fact sheet of the European Commission (European Commission -
Fact Sheet, 2016), the recent deployments on smart borders should improve the quality and
efficiency of border crossing processes. New technologies should help Member States deal with
increasing traveller flows, without necessarily increasing the number of border guards, and to
promote mobility between the Schengen zone and third countries in a secure environment. It is
therefore necessary to work towards integrated solutions for improved accessibility to data for
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border management and security, in full compliance with fundamental rights. The information
systems, where necessary and feasible, should be interoperable. Moreover, in order to reduce
border crossing time for third country nationals and workload for border guards, the European
Commission proposes the automation of most data and information capturing steps as well as data
verification. By using a pre-border check application, travellers can verify their identity, have their
picture or video taken and answer a set of questions. As a second step, the traveller is guided to a
border control lane where the border guard has received information from the security databases,
the confirmation of the traveller’s identity and the answers to the questions. The border guard may
ask further questions before deciding to grant (or refuse) access to the Schengen area. The benefit
for travellers is the automated preparation of the border check before they reach the border guard,
whereas previously they would have been simply standing in line and waiting. The overall benefit
for all travellers is that queues become shorter once a sufficient number of travellers go through
pre-check. The advantage for border guards is that the automation of the procedure and that he/she
can concentrate on assessing the individual's situation.

The Smart Boarder Coalition requested a report from Cubic Transportation Systems and UCSD
regarding the improvement of control in the US-Mexico borders [4]. This research concluded to the
following: The initial step in creating an integrated border crossing system is the implementation of
a state of the art system that will provide processing, storage, monitoring capabilities as well as
inputs from sensors (e.g. cameras, biometric devices). The access to the system is enabled through a
user friendly GUI and the system should provide a private cloud or browser-based system and in the
future allow additional entities to connect to the service. Regarding biometric data, an electronic
pre-check procedure can be implemented that will require scanned copy of the passport and
information about the private vehicle used for transportation. Smart phone applications as well as
back-end algorithms can also be developed to collect and analyse the provided information. All the
above should be run in real time, so the results are available by the time the traveller reaches the
border officer. A “green light” result would allow the officer to let the traveller or car proceed
without additional time-consuming interaction.

Various countries have instituted stricter border security measures in the past decade and they wish
to improve their border flow strategies. Upon examination of the emerging solutions that arise from
the above surveys, we summarise below the trends and challenges that deserve special
consideration when constructing a long term vision for border security and management:
e utilize a pre-check procedure in order to reduce the subjective control and workload of
human agents (Frontex, 2015), (European Commission - Fact Sheet, 2016),
e use of a cost effective smart automated border control system (increased rate of traveller
checks for the same number of border guards) (Frontex, 2015),
e establish an integrated and dynamic, intelligence-driven, risk model (Frontex, 2015),
(Delloitte, 2014),
e create uniformity and consistency in data requirements and information by using a holistic
approach that combines all possible checks (Delloitte, 2014),
e consolidate functions at the border by fusing risk-based analytics (Delloitte, 2014),
e promote travellers’ participation and engagement (Delloitte, 2014),
e improve accessibility to information for border management and security in full compliance
with fundamental rights (European Commission - Fact Sheet, 2016),
e implement a state of the art holistic platform that will provide processing, storage,
monitoring capabilities and take inputs from sensors (e.g. cameras, biometric devices)
(Cubic and UCSD, 2015),
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e implement smart phone applications for information processing and interaction of travellers
with the border authorities (Cubic and UCSD, 2015),

e incorporate cloud based architecture (Cubic and UCSD, 2015),

e automate the document verification process and vehicle characteristics identification (Cubic
and UCSD, 2015)

e overall increase the objective control and efficiency during the border control check
procesure (Frontex, 2015; Delloitte, 2014; Cubic and UCSD, 2015; European Commission -
Fact Sheet, 2016).

3.9 Related Research Projects

Over the last years, a main strategic goal of the European Commission is to ensure a secure society, a
term that includes both the protection of freedom and the security of Europe and its citizens. The
basic challenge aims to direct the research and innovation activities towards the need to protect EU
citizens, societies and economies as well as the infrastructures and services, prosperity, political
stability and wellbeing. Among others, some primary aims of the secure societies challenge are the
following: to fight crime and terrorism ranging from new forensic tools, to protection against
explosives and to improve border security (ranging from improved maritime border protection to
supply chain security) and to support the Union's external security policies including conflict
prevention and peace building.

Many research initiatives are currently focusing towards this direction, namely to improve border
control security using novel procedures and ICT tools. In this section a survey, regarding research
projects whose objectives are similar to those of iCROSS, is presented along with a comparative
study of their outcomes in relation to the iCROSS expected results, regarding innovation and focus
towards the secure societies challenge.

BODEGA - Proactive Enhancement of Human Performance in Border Control

The aim of the BODEGA project is to build an expertise at the European level about Human Factors
at border lines in a way to enhance its efficiency without side effects to the end users (border
control agents, border control managers, land travellers, air travellers and maritime travellers).

The main objectives of the project are to investigate and model human factors in border control, to
provide innovative socio-technical solutions for enhancing border guards’ performance of critical
tasks, support border management decision-making, optimize travellers’ border crossing
experience and develop a PROPER toolbox which integrates the solutions for easy adoption of the
BODEGA’s results by stakeholders in border control. PROPER toolbox will integrate ethical and
societal dimensions to enable effectiveness and harmonisation across Europe regarding border
control (Bodega-project.eu, 2016).

C-BORD - Effective Container Inspection at BORDer Control Points

The mission of C-BORD is to develop and test comprehensive, cost-effective solutions for the
generalized inspection of container and large-volume freight in order to protect EU borders, coping
with a large range of container non-intrusive inspection (NII) targets, including explosives, chemical
warfare agents, illicit drugs, tobacco, stowaways and Special Nuclear Material (SNM).

Because freight containers are a potential means for smuggling, drug trafficking, and transport of
dangerous or illicit substances the efficient NII (non-intrusive inspection) of containerized freight is
critical to trade and society. The C-BORD goal is to increase the interdiction of illicit or dangerous
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material in containerized freight and deliver new capabilities against critical operational
requirements and constraints such as: increased throughput of containers per time unit, reduced
need for costly, time-consuming and dangerous manual container inspections, lower false negative
and false positive alarm ratios and operationally significant health and safety, logistics, cost and
benefits issues.

C-BORD will test the new technologies through live field trials, in three use cases under real
conditions at different border control points. More specifically the use cases aim to give a proof of
capability regarding three different scenarios: Fully Automated Seaport Integration in Rotterdam
port, a Rapidly Relocatable Checkpoint for Ports Integration in Gdansk port and Mobile Checkpoints
Integration in Hungarian land border. A C-BORD Toolbox and Framework will help customs analyze
needs for container NII, design integrated NII solutions, optimize the interdiction chain, and provide
a systemic response to key functional, practical, logistical, safety and financial questions to support
deployment (Cbord-h2020.eu, 2016).

FASTPASS - A Harmonized, Modular Reference System for all European Automated Border
Crossing Points

FASTPASS is an integrated project designed to establish and demonstrate a harmonized, modular
approach for Automated Border Control (ABC) gates.

Border control has to comply with very different kinds of demands: privacy-compliant, quick,
accessible and easy to use border crossing process for the travelers, and secure, precise, highly
reliable systems able to detect several kind of threats by border crossing for the border guards.
Therefore, FASTPASS aims to develop an innovative solution centered on the end-users
requirements, respecting the Data Protection concerns and innovating technologies for more
efficiency. The final system will be tested at three type of borders: air (Vienna Airport, Austria), land
(Moravita's border crossing point, Romania) and sea (Greece) to assess its transferability to the
market.

The project's end-users are both travellers and border guards and they will evaluate, customize and
adapt the solution depending on their requirements. FASTPASS focuses its efforts on four main
areas: New technologies to enhance the security and the efficiency at border crossing,
harmonization of the user experience during border control, modularity by incorporating three
scenarios for each kind of border (land, sea, air) and proposing a solution adapted to their particular
requirements and usability through the implementation of a border guard/ user interface (Fastpass-
project.eu, 2016).

ABC4EU - Automated Border Control Gates for Europe

ABC4EU identifies the requirements for an integrated, interoperable Automated Border Control
(ABC) system, taking into account the future needs derived from the Smart Border, other EU and
national initiatives, and also paying very special attention to citizens’ rights, privacy and other
related ethical aspects. ABC4EU focuses in the need for harmonization in the design and operational
features of ABC Gates, considering specially the full exploitation of the EU second-generation
passports and other accepted travel documents.

The aim of ABC4EU is to make border checks more flexible and user-friendly for passengers by
harmonizing the functionalities of border check automation. ABC gates facilitate more fluent
travelling by shortening queuing time and affect many functionalities such as biometrics, gate design
and the border check process itself. One of the main objectives of the project is to update and
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integrate current ABC systems and extend their use to future e-Passports. Simultaneously, states can
fight cross-border crime and illegal migration more efficiently, and provide a higher level of internal
security, i.e. uniform across Europe. The system will also benefit different stakeholders, such as
transport operators, as the increasing flow of travellers will be handled efficiently (Abc4eu.com,
2016).

MOBILEPASS - A Secure, Modular and Distributed Mobile Border Control Solution for
European Land Border Crossing Points

MOBILEPASS focuses on research and development towards technologically advanced mobile
equipment at land border crossing points. The project takes into consideration the fact that
travellers request a minimum delay and a convenient, non-intrusive border crossing, while border
guards must fulfil their obligation to secure the EUs borders against illegal immigration, terrorism,
crime and other threats. As a result, the MOBILEPASS development process addresses both
requirements, namely to keep security at the highest level while increasing the speed and the
comfort for all legitimate travellers at land border crossing points. Aspects of a fast border crossing
are the following: a reliable and convenient capture of biometric and passport data, dependable,
secure wireless data transfer and modular mobile equipment optimized to the border control
workflow.

Improved traveller identification technologies, such as contactless fingerprint capture and advanced
mobile facial capture are expected to increase the security, minimize spoofing and evasion, while
making the control less cumbersome for passengers. A system evaluation and demonstration will be
done in two different EU member states (Romania and Spain). Compliance with European societal
values and citizens’ rights is central to the acceptance of the developed technologies, and will
accompany the development throughout the project (Mobilepass-project.eu, 2016).

EFFISEC - EFFicient Integrated SECurity Checkpoints

EFFISEC delivers to border authorities more efficient technological equipment for identity and
luggage control of pedestrians and travellers inside vehicles, at land and maritime checkpoints,
while maintaining or improving the flow of people crossing borders and improving work conditions
of border inspectors, with more powerful capabilities, less repetitive tasks, and more ergonomic
equipment.

The main EFFISEC objectives are the enhancement of security and efficiency of land and maritime
checkpoints through technology, the improvement of the working conditions for border inspectors
and the increase of the flow of people crossing the border. Enhancing security and efficiency
through technology includes the application of biometrics for identity checks on travel documents,
luggage checks for dangerous and/or forbidden goods, and vehicle control including detection of
stolen vehicles. Improving the working conditions for border inspectors includes application of
ergonomic tools and enhancing the use of border inspectors' knowhow. With respect to increasing
the flow of people across land and sea borders, fast processing is required, of both pedestrians and
passengers within vehicles (Effisec.reading.ac.uk, 2016).

FIDELITY - Fast and trustworthy Identity Delivery and check with e-Passports leveraging
Traveller privacy

Significant efforts have been invested to strengthen border ID checks with biometric travel
documents embedding electronic chips (e-Passport). However, problems appeared regarding fraud
in the e-Passport issuing process, including personal data leaks, difficulties in certificate
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management, and shortcomings in convenience, speed and efficiency of ID checks, including the
access to various remote databases. FIDELITY is a multi-disciplinary initiative, which aims to
analyze shortcomings and vulnerabilities in the whole e-Passport life cycle, and develop technical
solutions and recommendations to overcome them. The project will demonstrate privacy enhanced
solutions to secure issuing processes, improved e-Passport security and usability, and improved
management for lost or stolen passports. FIDELITY aims to provide more reliable ID checks, hence
hinder criminal movements, and ease implementation of E/E records (Fidelity-project.eu, 2016).

TABULA RASA - Trusted Biometrics under Spoofing Attacks

The TABULA RASA project analyses the weaknesses of biometric identification process software in
scope of its vulnerability to spoofing, diminishing efficiency of biometric devices. The goal is to
provide more resistant systems and standards for protection of biometric devices against spoofing.
Therefore, one of its main goals is to address some of the issues of direct (spoofing) attacks to
trusted biometric systems, as conventional biometric techniques (e.g. fingerprints and face) are
vulnerable.

Direct attacks are performed by falsifying the biometric trait and then presenting this falsified
information to the biometric system, one such example is to fool a fingerprint system by copying the
fingerprint of another person and creating an artificial or gummy finger that can then be presented
to the biometric system to gain access falsely. In particular, the TABULA RASA project aims to
address the need for a draft set of standards to examine this problem, propose countermeasures
such as combining biometric information from multiple sources and examine novel biometrics that
may be inherently robust to direct attacks (Tabularasa-euproject.org, 2016).

PROTECT - Pervasive and UseR Focused BiomeTrics BordEr ProjeCT

The goal of the PROTECT project is an enhanced biometric-based person identification system that
works robustly across a range of border crossing types and that has strong user-centric features.
The system will be deployed in Automated Border Control (ABC) areas supporting border guards to
facilitate smooth and non-intrusive rapid crossing by travellers based on deployment of the next
generation of biometric identification detection methods. The ability for the system to process low-
risk travelers efficiently, combined with increased levels of accuracy, security and privacy standards
and enabling border guards to concentrate resources on higher-risk travellers, are central ambitions
of the project. To achieve these goals, a multi-biometric enrollment and verification system is
envisaged, taking into account current and next-generation e-Passport chips, mobile equipment and
person identification ‘on the move’. Research will be undertaken into optimization of currently
deployed biometric modalities, application of emerging biometrics (including contactless finger
vein, speaker recognition and anthropometrics), multi-modal biometrics and counter-spoofing, for
border control scenarios. An integral part of the project is collection and dissemination of new
border-realistic biometric datasets, and systematic evaluation of the developed biometric methods
including vulnerability and privacy assessment. The PROTECT project is strongly user-driven and a
demonstration of the developed biometric system will be conducted at two different border crossing
sites. Finally, the PROTECT project will make contributions to facilitating border crossing of bona-
fide non-EU citizens as well as evolving standards in biometric systems (Cordis.europa.eu, 2016a).

ORIGINS - Recommendations for Reliable Breeder Documents Restoring e-Passport
Confidence and Leveraging Extended Border Security

The project ORIGINS aims to study the security of the extended border and more particularly
passport breeder document (e.g. birth certificate) security. The underlying idea of ORIGINS is to
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improve the security and therefore to restore the confidence in the application process and issuance
of e-passports, by filling the gaps in security of breeder documents. Indeed, while some assurance
approaches have been implemented in a few countries, they remain insufficient to provide breeder
documents in complete security and trustworthiness at a time when this is increasingly necessary
(Origins-project.eu, 2016).

GLOBE - European Global Border Environment

The GLOBE project will provide a comprehensive framework in which an integrated global border
management system must be developed. The project will take into account the current and future
technological environment. Additionally, GLOBE’s scope reaches even further by looking into other
key aspects of border management beyond isolated technology, such as the legal and political
environment, the social and economic impact of border problems and, more specifically, the impact
on information management and integration. The proposal is founded on the conceptualisation of
the end user’s needs. These needs are well known by the partners of the consortium due to the
hands-on experience that all companies have in the different border control areas. End users from
several countries have participated in the conceptualization of the proposal to make sure it includes
what they consider the most relevant issues in their areas of expertise Cordis.europa.eu, (2016b).

Table 17 illustrates how most of the abovementioned projects are compared, in terms of their focus
and innovations with iCROSS.

Table 17 Comparison and Innovation and Focus on Existing Projects

v': Related to (and to be considered by) iCROSS, x: iCROSS Innovation not covered

x v x x x

v v X X X v X X 4
v v x v x X X v v x

v v v X x X v X x

\/ x \/ \/ X \/ X \/ \/ X

X
v v x x X v v v
X x X v X X X v v X
v

X X X X x X v v x

\/ v \/ X X \/ X \/ v X

v v v v X X X

v v v v v X X X X

In Table 17 the most important research projects regarding border control security are compared
based on innovations and provided services. As it is evident from Table 17, all existing projects
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mainly focus on the solution of a particular problem (e.g. deception detection, vehicle control for
hidden humans or goods, reduce time at the borders etc.) using several technologies.

3.10 Overall Conclusion of Current State of the Art

In the framework of Section 3, an extended description of the current State of the Art Technology
was presented. Existing Border Control Platforms and IT solutions were examined along with the
State of the Art of the main technological components of the iCROSS system. Existing commercial
solutions, related literature and academic research were thoroughly reviewed while the
achievements of related research projects were also identified for benchmarking.

This section identified and analysed important factors to be considered in the definition of the
system requirements for the iCROSS solution; both in terms of features stemming from the different
technologies offered by iCROSS partners and by existing solutions available in the market, as well as
the new trends according to policy maker’s surveys. These factors along with the comparison of
technologies and the identification of technology gaps provide valuable results that will be used as
inputs to the process of eliciting the requirements connected to the different tools and technologies
offered by the iCROSS partners.

By this way, it is evident that the iCROSS project can provide significant added value by stimulating
new research on the topic of land borders control incorporating a large innovation potential. Within
the context of the aforementioned analyses, limitations of proprietary tools and technologies have
been identified, while, what can be obtained and implemented within iCROSS has been examined.

All the above, will be correlated with the end-users requirements defined in the next sections of this
report, to formulate a complete innovative system that will offer all requested and missing
functionalities in the service of the land borders check procedures. This process of combining end-
user requirements and technological capabilities will be more evident and substantial within the
activities implemented in the Deliverable 2.2, where both the reference system architecture will be
designed and the respective system specifications will be defined.
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4.1.3 iCROSS system
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4.3 Travellers Survey Analysis

4.3.1 Methodology for Traveller Closed Question Analysis
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4.3.3 Methodology for Traveller Open Question Analysis

4.3.4 Results for Open Question Analysis
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4.3.5 Conclusions from Travellers Survey

4.4 Stakeholder Interviews Analysis

4.4.1 Analysis of Questions
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4.4.2 Open Interview Questions
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4.5.1 “Pre-registration” general scenario:
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4.5.2 “On border” crossing point check general scenario:
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4.5.3 Description of specific situations:
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4.6 Current Situation at Candidate iCROSS pilot sites

Tompa-Kelebia BCP
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Page 175 of 314




D2.1 Requirements Analysis m

Page 176 of 314




D2.1 Requirements Analysis m

Page 177 of 314




D2.1 Requirements Analysis m

Page 178 of 314




i(ER@SS D2.1 Requirements Analysis
~

4.6.6 Summary

Page 179 of 314



D2.1 Requirements Analysis m

5 User Requirements
|

5.1 Pre-arrival Phase

Page 180 of 314




D2.1 Requirements Analysis m

Page 181 of 314




D2.1 Requirements Analysis m
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5.3 Border Check Phase
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6 Conclusions

This document, D2.1, sets out to analyse the requirements of the iCROSS components, develop a
comprehensive understanding of a range of issues required for the successful production of
individual iCROSS deliverables and their coherent inter-working, and to support the meeting of
those requirements under the EC grant contract. This document provides evidence that the
consortium has achieved its four main objectives for requirements analysis: through its analysis of
the concepts of border management, its review of the state of the art of technologies for border
management, its capture of users’ opinions and experience of border crossing and its systematic
elictation of general user requirements.

6.1 Accomplishments

Section 2 of this document provides a comprehensive review of the concepts of border management,
first from a historical perspective then within the overarching context of EU border management. It
then proceeds with practical analysis of the kinds of traffic, instrumentation solutions and border
management workflows at road and rail border crossing sites of high importance to the EU (due to
the volumes of traffic and natures of travellers). Reference sites are provided by our end users in
Hungary, Latvia and Greece.

This is followed by a detailed and thorough review of the state of the art of border control
technology (section 3). Again, there is an overview of the European context and of the particular
technologies currently adopted by our end users. This leads to a review of cutting edge technologies,
which could be used in iCROSS, including document authenticity analytics tools, automatic
deception detection, biometrics, hidden human detection technologies and wireless communication
networks.

The next section (4) develops the requirements capture methodology. This involves combining the
user perspective (through Border Guard Officers / Manager interviews and surveys and a beyond-
EU-wide travellers survey), an analysis of the state of the art captured in the previous section and
the functional requirements emergent from the technological desiderata of the iCROSS system itself
found in the DoW. The methodology is presented at a detailed level including specification,
structuring and syntax of the requirements and the development of the questionnaires to capture
the user perspective.

After analysis of the travellers’ survey, Border Guard Officer surveys and Border Guard Officers /
Manager interviews, this document outlines general scenarios for pilot testing, including the type of
crossing being made, information to be checked and instrumentation used. These are then mapped
on to the specific iCROSS components that will be called into play to make the checks for the
particular scenario.

The requirements capture is concluded by enumerating the general user requirements in tabular
form with a specific mapping onto the DoW.
6.2 Support for future work

The immediate benefit of D2.1 will be the support for the development of the detailed use cases, in
functional and non-functional terms, in deliverable 2.2. These, in turn, will stimulate the relevant
discussion on the reference architecture and the system'’s technical specifications.
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iCROSS proceeds from WP2 to WP3 (Technological Components and Subsystems Development) and
WP4 (Development of the iCROSS Software Platform and related interfaces). Internally, sections 2
and 4 of this document (D2.1) provide background contextual information which informs sections 3
(State of The Art Technology Review) and 5 (User Requirements). Therefore, this document shall
indicate where the work should begin at the beginning of the Work Packages 3 and 4, but also it
shows the development paths, by defining the parameters of the practical and possible in response
to user needs.

6.3 Contribution to Roadmap

In terms of the iCROSS Roadmap, this document’s most salient contribution is to the achievement of
milestones 1 (Reference architecture and component specifications), 2 (First version of all tools)
and 3 (Early version of the integrated prototype - limited functionalities) by providing the
necessary know-how which will be consumed by the design processes. It also makes a secondary
contribution to milestone 4 (Final version of the integrated prototype and portable unit) as
milestones 2 and 3 are necessary precursors for 4. Through its development of use-cases and
scenarios it also makes a direct contribution to the design of our evaluation methodology for
milestone 5 (Evaluation report of final prototype pilot deployment). See page 120 of the Grant
Agreement for details of the project milestones.

In terms of deliverables, this document contributes to:

e D2.2 Reference Architecture and components

D3.1 Data Collection Devices-specifications

D3.2 First version of all technological tools

D4.1 First version of the iCROSS software platform

D5.2 Early version of the integrated prototype (limited functionality)
D5.3 Early version of the portable unit for border guards

D7.6 Yearly communication report

6.4 Summary

Therefore, the overall conclusion is that iCROSS deliverable 2.1 has made a useful and significant
contribution to over-arching workpackages and concrete deliverables, and consequently to the
future success of the iCROSS project.
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