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1.3.3. WT3 Work package descriptions
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1.3.4. WT4 List of milestones
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1.3.7. WT7 Tentative schedule of project reviews
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1. Project number

The project number has been assigned by the Commission as the unique identifier for your project. It cannot be
changed. The project number should appear on each page of the grant agreement preparation documents (part A
and part B) to prevent errors during its handling.

2. Project acronym

Use the project acronym as given in the submitted proposal. It can generally not be changed. The same acronym should
appear on each page of the grant agreement preparation documents (part A and part B) to prevent errors during its
handling.

3. Project title

Use the title (preferably no longer than 200 characters) as indicated in the submitted proposal. Minor corrections are
possible if agreed during the preparation of the grant agreement.

4. Starting date

Unless a specific (fixed) starting date is duly justified and agreed upon during the preparation of the Grant Agreement,
the project will start on the first day of the month following the entry into force of the Grant Agreement (NB : entry into
force = signature by the Commission). Please note that if a fixed starting date is used, you will be required to provide a
written justification.

5. Duration

Insert the duration of the project in full months.

6. Call (part) identifier

The Call (part) identifier is the reference number given in the call or part of the call you were addressing, as indicated
in the publication of the call in the Official Journal of the European Union. You have to use the identifier given by the
Commission in the letter inviting to prepare the grant agreement.

7. Abstract

8. Project Entry Month

The month at which the participant joined the consortium, month 1 marking the start date of the project, and all other start
dates being relative to this start date.

9. Work Package number

Work package number: WP1, WP2, WP3, ..., WPn

10. Lead beneficiary

This must be one of the beneficiaries in the grant (not a third party) - Number of the beneficiary leading the work in this
work package

11. Person-months per work package

The total number of person-months allocated to each work package.

12. Start month

Relative start date for the work in the specific work packages, month 1 marking the start date of the project, and all other
start dates being relative to this start date.

13. End month

Relative end date, month 1 marking the start date of the project, and all end dates being relative to this start date.

14. Deliverable number

Deliverable numbers: D1 - Dn

15. Type

Please indicate the type of the deliverable using one of the following codes:
R Document, report
DEM Demonstrator, pilot, prototype
DEC Websites, patent fillings, videos, etc.
OTHER
ETHICS Ethics requirement

16. Dissemination level

Please indicate the dissemination level using one of the following codes:
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PU Public
CO Confidential, only for members of the consortium (including the Commission Services)
EU-RES Classified Information: RESTREINT UE (Commission Decision 2005/444/EC)
EU-CON Classified Information: CONFIDENTIEL UE (Commission Decision 2005/444/EC)
EU-SEC Classified Information: SECRET UE (Commission Decision 2005/444/EC)

17. Delivery date for Deliverable

Month in which the deliverables will be available, month 1 marking the start date of the project, and all delivery dates
being relative to this start date.

18. Milestone number

Milestone number:MS1, MS2, ..., MSn

19. Review number

Review number: RV1, RV2, ..., RVn

20. Installation Number

Number progressively the installations of a same infrastructure. An installation is a part of an infrastructure that could be
used independently from the rest.

21. Installation country

Code of the country where the installation is located or IO if the access provider (the beneficiary or linked third party) is
an international organization, an ERIC or a similar legal entity.

22. Type of access

VA if virtual access,
TA-uc if trans-national access with access costs declared on the basis of unit cost,
TA-ac if trans-national access with access costs declared as actual costs, and
TA-cb if trans-national access with access costs declared as a combination of actual costs and costs on the basis of

unit cost.

23. Access costs

Cost of the access provided under the project. For virtual access fill only the second column. For trans-national access
fill one of the two columns or both according to the way access costs are declared. Trans-national access costs on the
basis of unit cost will result from the unit cost by the quantity of access to be provided.
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History of Changes 
Version Date Source Change Description 
  Comment from ESR 

However it is not clear why the deployment of the hidden 
human detector tool (not required by the topic) is included in 
the Proposal. 

Section 1.3.4b/ “Hidden 
Human Detection 
Technology”: 
Explanation provided on 
the rational for the 
concept of Hidden Human 
Detection technology. 

  Comment from ESR. 
However the case study on refugees on the 
Greek/Serbian/Hungarian land borders is not sufficiently 
contextualised and it causes confusion -the proposal 
establishes a link between the arrival of refugees in recent 
months in this region and the iCROSS technological solution 
but does not adequately acknowledge the fluidity of current 
and unfolding refugee situation in Europe. 

Section 1.3.1: Explanation 
added. 

  Comment from ESR 
However, providing wi-fi hotspots for connecting to the 
system is technically trivial, but the rationale for its uptake is 
not sufficiently demonstrated. 

Section 1.3.4b/ “Wireless 
Technologies for Border 
Check Process”: 
Explanation Added. 

  Comment from ESR 
One shortcoming is that the affordability of the technology 
is not adequately explained. 
 

The relative analysis will 
be considered in the WP 7. 
A relative statement has 
been added in the WP 
description. 

  Comment from ESR 
Some of the resources that are not sufficiently detailed, for 
example the pilot train case, avatar, consumables and 
equipment. 

Section 3.2/ “Resources 
to be committed”/ 
”Justification of resources 
and budget”/ “C. 
Equipment”, “D. 
Consumables” & “F. 
Other costs”: Relevant 
explanations are 
provided. 

  Comment from ESR 
However, the proposal heavily relies on automated deception 
detection which poses certain risks that are not adequately 
addressed. 

2 more risks have been 
added in the risk table in 
Part A. 

  Comment from Ethics committee 
Include Ethics requirements and relating description of 
action 

Section 5, Section 3.2/ 
“Project Bodies and main 
Roles”: Ethics 
requirements, relating 
deliverables and 
description of action have 
been added. 

  Comments from Scrutiny committee Section 6, Section 3.2/ 
“Project Bodies and main 
Roles”: Comments by 
Scrutiny committee have 
been added. 

  Comment from Financial Officer Section 3.2/ “Resources to 
be committed”/ 
”Justification of resources 
and budget”: Tables have 
been added/updated for 
more detailed justification 
of costs 
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Section 1. Excellence  
1.1 Objectives  
The main objective of iCROSS is to enable faster and thorough border control for third country nationals 
crossing the land borders of EU Member States (MS), with technologies that adopt the future development of 
the Schengen Border Management.1 iCROSS includes software and hardware technologies ranging from portable 
readers and scanners, various emerging and novel subsystems for automatic controls, highly reliable wireless 
networking for mobile controls, and secure backend storage and processing. iCROSS designs and implements a 
comprehensive system that adopts mobility concepts and that consists of a two-stage-procedure, designed to 
reduce cost and time spent per traveller at the border crossing station. The project envisages an optimal mixture 
of an enhanced but voluntary form of a Registered Traveller Programme (RTP) and an auxiliary solution for the 
Entry/Exit System (EES) based on involving bona fide travellers. 
 
Continuous traffic growth, combined with the increased threat of illegal immigration, is putting nowadays border 
agencies under considerable pressure. Slow border crossings impact traveller satisfaction, business and trade. 
According to the Cockfield Report in 1980, the estimated income from abolishing controls on internal borders gave 
a rise as much as 2.5% of the annual GDP of the Member States. Calculating with figures from 2011, this means 232 
billion EUR annually. A smaller, but still considerable rise in the EU GDP can be achieved through better facilitating 
border checks – and so, commercial traffic – at external borders. At the same time as making the border clearance 
process as streamlined as possible, the authorities need to make checkpoints safe and secure but also consider the 
limitations coming from human resources. Border checks become increasingly more challenging due to increased 
international trade, more complex supply chains and more sophisticated criminal activity. They also need to do all 
this at lower cost.  
 
iCROSS focuses on the land border crossing points: road, walkway, train stations. It addresses the better 
facilitation of thorough checking required for third country nationals that intend to cross EU borders. To this 
respect, iCROSS specific objectives are: 

 To significantly increase the efficiency in terms of traveller throughput at the border as well as security 
in terms of significantly fewer successful illegal crossings; 

 To achieve greater comfort, reduced time at the border by utilising the portable traveller devices and 
portable units; 

 To utilize pre-registration step as a means to better inform travellers of their rights, the procedures they 
will have to go through for their travel, the data collected and how they are analysed as per EU and national 
legal requirements and to obtain, were necessary, an informed consent from the traveller.   

 To reduce the subjective control and workload of human agents and to increase the objective control 
with automated means that are non-invasive and do not add to the time the traveller has to spend at the border; 

 To create of a fifth tier for the four-tier access control model of the Integrated Border Management System 
involving bona fide travellers, especially regular travellers into a Schengen-wide frequent traveller 
programme including a reward system based on number of successful crossings and trouble-free stay. 

 
As mentioned above, iCROSS system consists of a two-stage procedure that includes the following:  
First Stage (1) the registration before the travel to gather initial personal, travel document and vehicle data, 
perform a short, automated, non-invasive interview with an avatar, subject to lie detection and link the traveller 
to any pre-existing (at the authorities) data.  Utilizing advanced multifactor analytics and risk based approach the 
data registered by the traveller is processed but also correlated with publicly open data (i.e. social media profile, 
google search etc.) or external systems such as the Schengen Information System (SIS II). Processing will need the 
travellers consent and they will be granted access to SIS II data related to their person and belongings as set in EU 
legislation and national law (exercising the fundamental right of freedom of information).2  
Second Stage (2) the actual control at the border that complements existing (pre-registered) information with 
results of security controls that are performed with a portable, securely wireless connected, iCROSS unit that can 
be used inside buses or trains or at any other point. Multiple technologies check validity and authenticity of various 
parameters within travel documents, visa, face recognition between traveller and passport picture; real-time 
automated non-invasive lie detection in interview by officer, etc. The wealth of data and links collected are encrypted, 

                                                 
1 See Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL amending Regulation (EC) No 562/2006 as regards the 
use of the Entry/Exit System (EES) and the Registered Traveller Programme (RTP) - COM/2013/096 final - 2013/0060 (COD) 
2 Articles 41-43 in Regulation (EC) No 1987/2006 of the European Parliament and of the Council of 20 December 2006 on the establishment, operation and use 
of the second generation Schengen Information System (SIS II). For national legislation please see example of 26.§ of the Hungarian Act No. CLXXXI of 2012 
on the exchange of information in the framework of the second-generation Schengen Information System. 
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legitimate travellers at all border control points aiming at a 
minimum of privacy intrusion.  

risk based approach, etc.,  will 
increase the security of the process 
and minimize spoofing. 

ABC4EU 
FP7  

ABC4EU identifies the requirements for an integrated, 
interoperable ABC system, respectful of citizens’ rights, at 
EU level, taking account the future needs derived from the 
Smart Border and other EU and national initiatives and 
paying very special attention to citizen rights, privacy and 
other related ethical aspects. ABC4EU focuses in the need 
for harmonization in the design and operational features of 
ABC Gates, considering specially the full exploitation of 
the EU second generation passports and other accepted 
travel documents.  

The ABC4EU system is of particular 
interest for iCROSS, and particularly 
its deployment in the real-life 
scenarios (not yet implemented), but 
goes further by introducing the pre-
arrival phase, where much query time 
is preserved. Furthermore, innovative 
tools, such as the Avatar which, 
working with ADDS, will detect 
human stress and deception through 
face analyses, are adapted. 

MOBILEP
ASS FP7  

MOBILEPASS focuses on research and development 
towards technologically advanced mobile equipment at 
land border crossing points. Βorder control authorities can 
check European, visa-holding and frequent third country 
travellers in a comfortable, fast and secure way. The mobile 
solution incorporates new technologies needed in mobile 
scenarios and embeds them in the actual border crossing 
workflow to speed up control procedures. 

iCROSS will consider this project 
results and will integrate any suitable 
approach. However, iCROSS goes far 
beyond by providing an integrated 
comprehensive environment, of 
which MOBILEPASS maybe an 
interesting component. 

EFFISEC 
FP7 project 

EFFISEC delivers to border authorities more efficient 
technological equipment for identity and luggage control of 
pedestrians and travellers inside vehicles, at land and 
maritime checkpoints, while maintaining or improving the 
flow of people crossing borders and improving work 
conditions of border inspectors, with more powerful 
capabilities, less repetitive tasks, and more ergonomic 
equipment.  

iCROSS will consider the results of 
this project and will integrate any 
suitable approach, especially 
regarding to human/goods detection 
component and envisages of a more 
complete, integrated solution that will 
deal with all aspects of land border 
control. 

TABULA 
RASA FP7 
project 

Analyses weaknesses of biometric identification process 
software in scope of its vulnerability to spoofing, 
diminishing efficiency of biometric devices. The goal is to 
provide more resistant systems and standards for protection 
of biometric devices against spoofing.  

iCROSS will use results of TABULA 
RASA to protect the planned 
solutions against spoofing or 
impersonation. 

eGate 
External 
Borders 
Fund, 
Hungary 

The pilot deployment of an ABC system financed of 
Schengen External Borders Fund in Hungary at Budapest 
Liszt Ferenc International Airport in 2014. 

HNP will share lessons learned, 
experience and results on use of ABC 
gates by travellers and time to pass 
compared to manual minimum check 
with other iCROSS members. 

Next 
Generation 
VIS, 
Hungary 

Supported by External Borders Fund, With the deployment 
of fingerprint readers for TCN control, this new system 
allows first line officers to check visa holder’s identity with 
biometrics. HNP was participant of the pilot project aimed 
at testing the innovation for all MS. 

HNP will share lessons learned, 
experience and results on use of new 
VIS technology including deployment 
experience to facilitate pilot 
deployment for iCROSS. 

BEAT -  
Biometrics 
Evaluation 
and Testing 
SEC-
2011.5.1-1 

The BETA project implements a framework of standard 
operational evaluations for biometric technologies with an 
online and open platform to transparently and impartially 
assess biometric systems against validated benchmarks, 
create protocols and tools for vulnerability analysis, and 
develop standardization documents for Common Criteria 
evaluation. Moreover, the project deals with the legal 
implications connected with biometric devices. In addition, 
because of the influence of the results on the standards, 
decision-makers and officials will be kept up-to-date with 
the progress made in the field of biometrics. 

iCROSS will consider the BETA 
project’s results in the area of 
technology assessment. Particularly 
relevant will be the issue of arising 
legal implications with regard to state-
of-the-art biometric systems, which 
can be taken into consideration in the 
iCROSS project. 
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1.3.4. The overall approach and methodology 

a. Legal Compliance and legal Policy Makers synergy 
Art. 7 and 8 of the European Union’s Charter of Fundamental Rights declare the right to respect someone’s private 
life and the protection of personal data as fundamental rights for everyone in the European Union. Data Protection 
and Respect to private life are therefore core values within the European Union. The importance of data protection 
and privacy of individuals have been further strengthened during recent years in particular through two judgements 
of the European Court of Justice. The first one declared the Data Retention Directive (Directive 2006/24/EC of the 
European Parliament and of the Council of 15 March 2006 on the retention of data generated or processed in 
connection with the provision of publicly available electronic communications services or of public communications 
networks and amending Directive 2002/58/EC) invalid.12 The Court takes the view that, by requiring the retention of 
those data and by allowing the competent national authorities to access those data, the directive interferes in a 
particularly serious manner with the fundamental rights to respect for private life and to the protection of personal 
data.13 
The second one declared (some kind of a) right to be forgotten against search engine operators. The data subject can 
demand that a search engine has to delete links to the data subject.14 Especially the judgment regarding the Data 
Retention directive shows that the processing of personal data through state authorities is not per se and necessarily 
compliant with fundamental rights in any case, even if it is foreseen to fight terrorism and crime. Nevertheless, the 
right to privacy can also be limited to ensure other (fundamental) rights which might be afflicted, like in the context 
of iCROSS the Right of Liberty and Security declared in Art. 6 of the Charter. Such limitations of the right for privacy 
or the protection of personal data could be set in relevant EU and member state legislation concerning border control 
measures, e.g. limitations to freedom of information in the Prüm Convention15. In a rather recent case, the CJEU 
declared the usage of digital fingerprints in identity-cards and passport-control scenarios as in principle compliant 
with European primary law and stated that national law does not necessarily have to exclude secondary usage of 
biometric data (CJEU, C-446/12 to C-449/12). 
The use of technologies at the borders of the European Union, as proposed in iCROSS, enables state authorities to 
collect and process personal data, in the way that data subjects cannot deny the collection and processing of their data 
if they want to enter or leave the territorial of the European Union. Due to these circumstances, the proposed data 
processing cannot be justified on a basis of informed consent, but only on a legal basis which allows it. Systems like 
video and audio surveillance or additional data collection from other resources like social media without the 
knowledge of the traveller affect the rights of privacy and protection of personal data. Especially the collection of 
personal data by state authorities without the knowledge of the traveller, e.g. social media content, might not be 
allowed in every single member state based on its current laws. This might not be decisive in cases of publicly 
accessible profiles, as this kind of information might not fall within the scope of data protection regulations, but at 
the same time suggests new issues to be regarded, such as fake profiles which might affect the value of the information 
contained. Also state authorities may have specific restrictions and requirements concerning the use of hard- and 
software, like the use of cloud services. Therefore the project will investigate whether measures proposed by the 
project can be legally justified with the goal of improving cross border travelling as well as the work of border agents. 
It is understood that the project takes place in between the conflicting priorities of data protection and the need for 
national security, consequently between fundamental rights of individuals and the need to protect the general public. 
On these grounds, the project will firstly demonstrate the legal system of the EU and the implementation of relevant 
EU law by its member states. This will be followed by an analysis of the legal framework at European level and their 
transposition into the relevant member state law. Furthermore the relevant future legislations like the proposed 
Entry/Exit System (EES) to register entry and exit data of third country nationals crossing the external borders of the 
Member States of the European Union (COM(2013) 95 final) will be considered. This will be done in close 
cooperation with other European projects on crime prevention LUH was or is actively involved in such as CITYCOP, 
SMART and RESPECT. 
Depending on these results requirements of a possible future legislation concerning the use of such proposed 
techniques will be evaluated and a conclusion given. A starting point will be an examination of the judgements of 
the European Court of Justice concerning the Data retention directive and the regulation to store fingerprints on travel 
documents. Furthermore there are several regulations and jurisdictions as well as bylaws on international and national 
level that will be assessed in respect to data protection and data security, for instance the Schengen acquis16, which 

                                                 
12 ECJ, 8.04.2014, C-293/12 and C-594/12. 
13 ECJ, Press release, curia europa.eu/jcms/upload/docs/application/pdf/2014-04/cp140054en.pdf 
14 ECJ, 13.05.2014, C-131/12. 
15 "Police Robots and the Prüm Convention - Compliance ..." 2015. 10 Aug. 2015 
 <http://www.academia.edu/10208625/Police Robots and the Pr Convention Compliance Study on Police Robots and Freedom of Information> 
16 http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:l33020 
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authentication but registering fingerprint and/or face templates create valuable databases for law enforcement 
organisations. 
The largest reference for BioSec palm vein recognition based mass identification is the Groupama Arena, where the 
access control system is equipped with biometric authentication and the BioSec system can identify 23000 people 
within ~90 minutes at 36 gates. Successful matching takes place within 1 second. The importance of this reference 
is, since it proves that the system can be used by all types of people (young, old, male, female etc.) and the system 
does not slow down even in stress situation just like a mass entry before a soccer game. Right now more than 55 000 
people are registered in the database and last year more than 250 000 entries have been managed without any security 
or system issue in outdoor conditions in the winter or summer.  
 
Face Matching Tool (FMT)  
The FMT System shown in Fig. 8 consists of 2 stages: pre-arrival and border crossing. At the pre-arrival phase 
(where the person is at home or similar), two inputs will feed the check phase: (1) sample facial images of the 
traveller obtained during the interaction with the avatar/ADDS and (2) the passport that the traveller uploaded to the 
system. Therefore, a first “offline” verification will take place to compare the sample facial images of the person 
who talked with the avatar and the uploaded passport, to check whether it is the same person or not. Following that, 
at the check phase (where the person is physically at border controls) a second “online” verification will take 
place. It will consist of capturing facial images of a traveller and retrieving and comparing with the photo from the 
traveller’s documents, either stored in electronic version or scanned from the passport photo page. A high resolution 
camera detects and captures the facial image of the traveller in quality resolution for processing. A passport scanner 
scans the photo on the passport and an e-passport reader retrieves the electronic file of the photo stored (in the case 
of e-passport). Finally, before the result of “Match” or “No Match”, a last verification is done to check whether the 
person attempting to cross the border controls is the same person that talked with the avatar in the pre-arrival phase. 

 
Fig 5: FMT System and Architecture 

 

The first core of the FMT Engine compares the photos between uploaded, scanned and stored in the case of an e-
passport to detect forgeries or mismatches between them. The different or reduced quality of the scanned image 
compared to the original photo image will be considered in the matching process, which extracts some start-of-the-
art invariant facial features such as shapes, local patterns and biologically inspired features from the images.   
The second core of the FMT Engine extracts both global and local facial features from the sample facial images 
obtained in the ADDS and from the high resolution images as well as facial features such as eyes, nose and mouth. 
Parallel matching processes take place between captured image and stored photo (or scanned in case of conventional 
passport) in global and local scales. The global matching provides a holistic verification including shape and 
geometrical information, while local matching further enhances the confidence of the matching with matched facial 
features.  
The third core accounts for the tolerated natural variations in lighting, aging, expression and facial marks, built on 
training thousands cases. These changes are described by smooth, nonlinear manifolds extracted from the training 
samples. These changes exist in both global and local features and are treated coherently. Mostly importantly these 
changes are different from the discrepancies between subjects and are thus modelled differently to differentiate the 
pixel and manifold differences. The ability to recognise the manifold changes are the key to the robustness of the 
FMT System. The sensitivity of the system is influenced by the pixel difference, though other differences can help 
make informed judgement on the differences between the subject and the photo. 
Finally the Fusion core of the FMT System synergises the matching in various scores and different levels and 
provides an overall matching score of the traveller and the passport photo. With a pre-set confidence level (set by the 
border controls), this overall score will translate to either “Match” or “No match” output to the Border Control 
System. 
Regarding to where will the FMT engine is implemented at border controls, the overall concept is to integrate it in 
all traditional security cameras present as well as – a more innovative concept – to provide every agent with a 
shoulder-mount camera. This way, agents will not depend on traditional cameras, which are more orientated for 
monitoring and support, and will have their own camera to capture specific sample facial images of the traveller. 
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Cloud-based storage, processing and data protection 
The processed information from all technological components (both during the pre-arrival and check phase) will be 
collected to a centralized cloud-based application that will allow the analysis and evaluation of travellers’ risk, 
uploaded data and timestamped interviews. Moreover, the cloud based application will host the real-time statistics 
analysis tools. Border agent specific statistics will include login/logout time, location and terminal ID, number of 
passports and number of falsified passports found. Traveller specific statistics will include date/time of arrival, 
expected departure based on above, number of visits, frequency of visits, categorization of visits, and country of 
origin and destination country. 
Processed information is securely stored and processed in the cloud, while complying to the European data 
protection guidelines and following industry best practices on privacy and security. 
Secure access and secure transfer of the data from the cloud to border devices and vice-versa. An architectural 
decision will be made to determine the appropriate method to protect data when it is being transmitted. The most 
common options available are Virtual Private Networks (VPN) or a Secure Socket Layer (SSL) / Transport Layer 
Security (TLS) model. SSL 3.0 and TLS 1.2 for the web application and API is selected. At a minimum, all of the 
following should be followed: 

o Require SSL for all pages. Non-SSL requests to these pages should be redirected to the SSL page. 
o Set the ‘secure’ flag on all sensitive cookies 
o Configure the SSL provider to only support strong (e.g., FIPS 140-2 compliant) algorithms 
o Ensure that every SSL or TLS service uses a certificate that is valid, not expired, not revoked, and matches 

all domains used by the site. We should also schedule renewal of all certificates before they expire to ensure 
the services remain secure 

o Backend and other connections should also use SSL or other encryption technologies 
o Use SSL or TLS throughout the entire domain in order to reduce complexity. Remember that any included 

content such as images, JavaScript or CSS should also be provided over SSL or TLS in order to avoid 'mixed 
content' warnings in users' browsers 

o Obtain an Extended Validation (EV) certificate 
Secure Application Programming Interfaces. APIs are integral to security and availability of services. These 
interfaces must be designed to protect against both accidental and malicious attempts. Anonymous access and/or 
reusable tokens or passwords, clear-text authentication or transmission of content, inflexible access controls or 
improper authorizations, limited monitoring and logging capabilities will be avoided at all times. 
Access Right Management System and Relevant Policies 
Authentication. The traditional form of security tokens like username/password used to access online services are 
prone to phishing attacks and hence do not provide complete security. Identity will be protected with directory 
integration, groups, as well as Single-Sign-On (SSO) integration. Authentication controls will include Two Factor 
Authentication (2FA), and session expiration. 
Secure Management Interfaces. Command and control facilities are understood and secured. SSL will be used to 
encrypt all transactions. 
 
The cloud-based system will follow a “Privacy by Design” principle in order to promote privacy and data protection 
compliance from the start. The application of such principle would emphasize the need to implement privacy 
enhancing technologies (PETs 26), ‘privacy by default’ settings and the necessary tools to enable better protection of 
personal data (e.g., access controls, encryption). The principle of ‘Privacy by Design’ should be binding for 
technology designers and producers. They should be obliged to take technological data protection into account 
already at the planning stage of information-technological procedures and systems. 
Measures to improve platform security include: 
Transport Layer Protection. The most common options available are Virtual Private Networks (VPN) or Transport 
Layer Security (TLS) model. 
Prevention and Detection of SQL Injection.  
Access Right Management System and Relevant Policies. 
Authentication. The traditional form of security tokens like username/password are prone to phishing attacks and 
hence do not provide complete security. Instead iCROSS will use Two Factor Authentication (2FA), adding an 
extra layer of security that is known as “multi factor authentication”. Users are required not only a password and 
username (single-factor authentication) but two out of three types of credentials before being able to access an 
account. 
Auditing. Auditing is the security concept in which privileged and critical business transactions are logged. At a bare 
minimum, audit fields that include who (user or process) did what, where (file or table) and when (created or modified 
                                                 
26 Going beyond the secure storage and communication of data, Privacy Enhancing Technologies (PETs) now exist with counterintuitive capabilities such as 
anonymous communication across the public Internet; electronic cash that mirrors the anonymous nature of money in the physical world; and anonymous 
credentials that prove an individual has permission to access specific resources without revealing their identity. 
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timestamp) along with a before and after snapshot of the information that was changed must be logger for all 
administrative or critical transactions as defined by the business. 
System Documentation. Documenting system components, networks, services, and software should provide for a 
bird's-eye view needed to thoroughly cover and consider security concerns, attack vectors and possible security 
domain bridging points. Just as with hardware, all software components should be documented, since this can assist 
in understanding total system impact due to a compromise or vulnerability of a specific class of software. A network 
topology should be provided with highlights specifically calling out the data flows and bridging points between the 
security domains. 
Configuration Management. Configuration management allows avoiding the many pitfalls inherent in building, 
managing, and maintaining complex infrastructures. Tools will always be used to automate configuration and 
deployment. It is important that network devices, operating system, database, firewalls as well as software 
configurations are monitored on regular basis to ensure that their configuration is not changed by any unauthorized 
user. 
Patch Management. Patch management is to manage the implementation of fixes in order to resolve the 
defects/problems identified. 
Methods to improve data protection include: 
Sanitisation of tenant data when program ends; 
Encryption to protect sensitive information in transit and storage. For data in transit end-to-end encryption should 
be applied. It must be ensured that personal data in transit is protected against active (e.g. replays, traffic injection) 
and passive attacks (e.g. eavesdropping), thus ensuring data integrity27. 
The encryption keys should not be used by, or be accessible to anyone others than the border agency and the cloud 
service provider. 
Storage encryption adds an additional layer of protection that will continue protecting the data even if an attacker 
subverts the database access control layer. 
Backup is the most important means to keep the data from being lost due to intentional or unintentional access. It is 
also important to encrypt the up-to-date backups. Backup is easiest and the most familiar process for most situations 
Data destruction, by effectively deleting personal data from disks and other storage media. Measures include 
immediate overwriting with random data28, destroying/demagnetising the storage media, physically destroying the 
media so that it can no longer be used, usage of secure deletion software.  
 
Interface with Social media  
Border control processes today include the consideration were applicable of publicly available information. Such 
information may be that conference agendas and published papers for example of travellers to a scientific conference, 
similarly for athletes travelling to an athletic event, or representatives of merchants attending an expo, news and 
other. Social platforms can also shed light on travellers’ affiliations and interests that will in turn guide some of the 
interview questions. iCROSS will develop search tool to perform preliminary search on public information and social 
media analytics to consult about the validity of the information at the pre-arrival stage, i.e. To check matching photo 
of the person with the name and nationality, etc. It will be developed in synergies with other research projects, 
especially IO-FACT on Digital Forensic Investigations and RUBICON on planning of border check processes, where 
partners participate or adoption of publicly available open source tools and will interface with iCROSS RBAT.  
 
Integrated Border Control Analytics Tool (BCAT) 
The underlying technical approach for the implementation of the BCAT is based on the utilization of all results 
produced by all the tools implemented in the project to perform post processing analyses in order to achieve two 
goals: 
a. Evaluate the performance of the each proposed task and compared its effectiveness to the human border control 

agent.  
b. Discover key patterns in the data associated with eiter False accept or false rejects of travellers based on the 

data collected in the Pilot study ( but also applicable in the event of wide adoption of the iCROSS platform) 
The analyses tools will be broken up into two categories, (a) the statistical analyses and modelling tools, and (b) 
the data mining-computational intelligence tools. The statistical analyses and modelling tools will reveal complex 
statistical models that will attempt to utilize the results of each implemented tool to improve on the system’s 
overall effectiveness.   
The data mining – computational intelligence tools will be targeted towards the identification of novel patterns in 
the intermediate, or final results of all the analyses tools applied to travellers that are associated with specific 
classes of travellers, for example travellers that are falsly accepted, or falsely rejected by human border control 

                                                 
27 Integrity may be defined as the property that data is authentic and has not been maliciously or accidentally altered during processing, storage or transmission. 
28 Special software tools that overwrite data multiple times in accordance with a recognized specification should be used. 
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agents or by specific automated tools. Dimensionality reduction algorithms will be implemented to help identify 
which automated tool’s results, or intermediary results do not contribute significantly to the final outcome of a 
traveller’s accept or rejection decision for border control while feature selection algorithms will be implemented 
to identify the specific intermediary or final results of tools that tend to be strongly associated with the outcome 
of border controls of travellers. Various clustering approaches (hard, fuzzy, hierarchical) will be investigated to 
enable unsupervised identification of groups of travellers that share common characteristics in their collected data 
(honest/lying to the same questions, similar document authenticity results etc) as a method of identifying specific 
cases where either the human agents, or the proposed automated tools tend to consistently fail.  
Furthermore, experimental workflows will be defined, sequences of analytic steps to be applied at regular intervals 
to provide descriptive statistics as to the performance of the iCROSS platform and the human border control agents. 
As an example consider performing document authentication first, and using the output of that analyses to guide 
the Avatar on asking questions related to his/her identity or how he/she was issued those documents.  
 
Risk Based Assessment Tool (RBAT)  
The RBAT module will act as an “automated decision-maker” on the data extracted during the iCROSS procedure. 
It will support the decision-making process of the application backend towards the end-users of the application (in 
this case the border-agents), while providing all the necessary measures to ensure that the appropriate information 
reaches the relevant group of users. This module can be developed on the basis of an ED existing tool. 
More particularly, a complete point and click graphical environment allows authoring rules through the use of 
structured, non-technical expression of logical interactions between the “Business/Target User Objects”. The 
administrator will have the capability in a very simple manner, which will not require prior knowledge of difficult 
programming languages, to author the appropriate conditions/rules in order to determine, according to the 
European/international laws, national regulations, “trends/tendencies” of the particular time-period, etc., the security 
level during the border check process and the risk-threshold that will classify accordingly the traveller and the 
customised procedure he/she will have to go through.  
Some highlights of the RBAT module are: 
 User defined Criteria 

o Easy, human-friendly and efficient compilation of logic involved 
o Completely User-Defined, loosely coupled with proprietary in-house IT Systems 
o Adaptable to new requirements or amendments 
o Natural language oriented Rule Based System and /or Algorithmic while the combination of both is 

supported 
 Rules. A rule allows users to perform complex queries with specific criteria combining available data. The RBAT 

module is based on a full version control system that is explicitly bound to the decision making process. The 
complete history of the classifications made at a point in time is stored along with the rules that were used to 
arrive at each conclusion and all relevant data. The administrator is responsible for the maintenance of the rules 
that s/he created. The system provides a number of actions over the rules, such as add, edit, delete, copy allowing 
the performance of any desired adjustment. 

 Scoring schema. RBAT provides scoring schema based on user-defined scoring mechanism. The user can assign 
a scoring value to each rule which depended on the type of the operator that performed in the evaluation process, 
i.e. exact match, contained, phonetic match. The scoring schema is tuned by the administrator of the system. 
Definition of the scoring schema is an entire research effort that will take place in collaboration with the end 
users and requires thorough validation to ensure that the risks are correctly assigned based on the data that result 
in their calculation. Several parameters contribute to the estimation of risk: the origin of risk parameter indicating 
whether it is coming from a reliable source as opposed to on publicly available data, the reliability of the source 
indicating whether it is based on reliable data and calculation or fuzzy methods (i.e. the INTERPOL list of 
criminal is a reliable source as opposed to an article listing criminals in a news web site), the degree of uncertainty 
in the calculation (the FMT gives more certain result than the ADDS), etc. 

 
Hidden Human Detection Technology (HHD tool) 
This tool has been suggested to solve an existing problem that is reported at the border control. In many cases the 
illegal travellers hide themselves in busses, cars or trains, since they don’t possess the necessary travel documents. 
The authorities have to detect them and they do so, without appropriate tools to support them. This is the case 
highlighted in the pictures below. The portable HHD is proposed to facilitate this work. 
As a secondary target, iCROSS will attempt to provide detection of people crossing land borders hidden inside 
vehicles or trucks and trains containers or open cargo wagons. The land border staff has often confronted “peculiar” 
situations with people hiding literally inside car seats, small closets or even suitcases. However, relevant checks are 
not performed routinely, especially when traffic flow across the check points increases; instead they are made 
occasionally or indicatively, unless dictated by official warnings, relying mostly on visual inspection and staff’s 
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experience and perception. Thus, a need for portable devices is revealed, especially when more advanced equipment 
requiring large installations (i.e. x-rays for trucks and containers) is considered too expensive.  
To this respect, iCROSS proposal aims at providing a portable radar prototype for the detection of hidden people, 
exploiting the Doppler frequency shift in E/M waves caused by breath or slight movements. iCROSS Hidden Humans 

Detection (HHD) tool, lies upon a life detector CW radar for detecting trapped 
alive humans under building ruins, already developed by ICCS29; an early 
version of which has already been tested in Athens earthquake (1999) assisting 
rescue teams, while three lab prototypes have been achieved in the meantime 
(one of them is tri-band in P, S and X-band). However, the situation in land 
borders concerning hidden humans is quite different than alive persons under 
collapsed buildings.  

Although the basic concept remains more or less the same, several advances are in order to meet iCROSS needs. In 
the foreseen scenarios, the HHD tool will be carried and operated by customs officers or border staff. Thus, the range 
towards the “target” is smaller; resulting in compact portable module without loss of performance, with lower 

transmitted power and smaller batteries. Based on the existing experience, 
frequencies of operation will be thoroughly investigated. As it seems, the 
lower microwave band (2.5 & 1.15GHz) is the best candidate for the relevant 
cases, combined with slot-type antennas instead of large horns. Other 
solutions will be also explored (i.e. UWB) while P/UHF and X-band will be 
sustained for flexibility and increased detection probability. In order to finally 
decide performance parameters, dual or tri-band modes will be used combined 
with alternative implementations and through measurements and testing in 

both real and simulated cases for advanced performance. 
Apart from open air use (vehicles and passengers trains or open wagons), for penetration through metallic containers 
or closed compartments, attempts of combination and data fusion with acoustic sensors (using sound echo signal) 
will be made (B version), based on quite recent advances30 in high-power acoustic sensors technology. Sound 
penetrates metallic walls; thus, the acoustic sensor is an excellent complement to the radar one, due to its sensitivity 
to small and slow motions, allowing detection of stationary persons by breathing motion alone. Moreover, FFT and 
digital signal processing will be made locally with the use of smartphone or tablet, that will act as a CPU and, with a 
mobile-type app, enabling data local visualization and transmission to the iCROSS platform. On successful detection, 
the user will experience a beep alarm signal, triggering an in-depth inspection at a secondary level.  
Therefore, HHD module will consist of two main units (sensors and tablet) resulting in a portable device complying 
to the iCROSS concept. Attractive features are also targeted: high-resolution, near-real-time data processing and 
display, low development cost and user-friendliness. In terms of the overall iCROSS platform and the TRL5 
approach, the HHD tool is considered as a module to test and prove the technology, the integration ability and the 
applicability of operation and will be tested in vehicles and in the passengers / cargo train pilot 
 
Wireless Technologies for Border Check Process 
The wireless technologies requirement was imposed by the fact that at border checking the new technologies require 
specific Quality of Service (QoS) at border crossing station, within trains, or busses that is not guaranteed given their 
remote or mobile nature. This state-of-the-art technology supports this requirement. 
The iCROSS project aims at speeding up and facilitating the land border control operations in automated manner. 
Travellers control envisages a two stages border check process including the pre-arrival registration and the reduced 
time actual control at the border, the implementation of which cannot exist without highly reliable, available, efficient 
and secure wireless communication systems. In order to provide a reliable, secure and user-friendly environment for 
the users, the wireless technologies that will be employed should meet specific needs and requirements: high-
availability even in remote/rural areas, mobility requirement focusing on improved system performance in high speed 
scenarios and of course reliability and safety requirements.  
The radio link availability depends primarily on the radio coverage of the wireless network that could be a cellular 
or a satellite system. Obviously, in case of the on-board check (and potential pre-arrival registration) scenarios, the 
requirement of high-availability is a challenging task due to the complexity of the scenario’s environment; if, for 
example, the users travel by train, their route may include bridges, tunnels and viaducts. Vehicle’s high speed may 
prevent a datalink connection due to the extremely short interval for handovers between cellular nodes. Moreover, in 
many cases, the vehicles travel through rural areas where cellular coverage is inadequate.  
                                                 
29 M. Bimpas, N. Paraskevopoulos, K. Nikellis, D. Economou and N. Uzunoglu “Development of a Three Band Radar System for detecting Trapped alive humans 
under building ruins”, Journal  Progress In Electromagnetics Research, PIER 49, 161–188, 2004 
30 Franklin Felber “Demonstration of novel high-power acoustic through-the-wall sensor”, Proc. SPIE 9456, Sensors, and Command, Control, 
Communications, and Intelligence (C3I) Technologies for Homeland Security, Defense, and Law Enforcement XIV, 945603 (May 14, 2015); 
doi:10.1117/12.2084056  
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Although for illicit goods, mostly explosives, portable or desktop trace detectors exist commercially, this is not the 
case for hidden humans; profiling and detection dogs have proven to be the most effective. Moreover, for rising 
cross-border flows with high throughput, time is limited for in-depth controls, therefore vehicles and containers are 
not systematically checked. FP7 Security Calls addressed the issue while the following solutions can be highlighted 
among the Security Research projects50: artificial sniffers based on human perspirations/CO2 (SNOOPY), olfactory 
sniffers (HANDHOLD, SNIFFER) with bio-mimicry biosensors and linear ion trap mass spectrometry, Terahertz 
technology - THz (TERASCREEN). Other technologies include heartbeat detectors, mm-waves, laser distance 
measurement, telescopic inspection mirrors/cameras, EM field detection and chemicals. 
In past years, several researchers suggested Non-ionizing EM radiation using CW Doppler radar as Life Detector of 
trapped persons within collapsed buildings, through their breath or slight movements51,52; penetration depth and 
spatial resolution are the main trade-offs for iron loaded concrete. Quite recently, similar concept’s NASA/JPL’s 
Finder module53 helped saving lives in Nepal earthquake (April 2015). Nowadays, the relevant interest has increased 
for patients’ vital signs contactless monitoring, and for high security requirements i.e. see-through-wall radar, airport 
and entrance security monitoring, border patrol etc. Although in the 1980s, relevant microwave systems focused at 
the X-band (10 GHz), it turned out that it cannot penetrate difficult material. Other systems at UHF (450 MHz) and 
at lower microwaves are better, with 2.5GHz and 1150 MHz54 penetrating easier metallic wire mesh concrete. More 
recent advances use UWB pulses radars55 showing high penetration capability, immunity against multipath 
interference and large bandwidth for better separation between target and clutter.  
Millimetre (mm-) wave passive and active imaging offers rapid remote detection of metallic and non-metallic objects 
and contraband concealed beneath clothing56, enabling “through-the-wall imaging systems (TWIS)” and humans’ 
remote observation for military and law enforcement personnel, but not through metal walls. Passive mm-wave 
(PMMW) radars are much better for outdoor detection of concealed weapons in human body57, while THz 
technology58 is also an emerging candidate for concealed non-metallic weaponry. Multifrequency microwave radars59 
detect human movements and gestures through micro-Doppler signals, at short (S-Band, through-wall, up to 3m) or 
long ranges (W-Band, mm-waves, up to 100m in free space) through wideband noise or continuous single tone.  
iCROSS HHD tool aims at a simple, portable solution, exploiting already gained knowledge on the field through 
ICCS’s legacy life detector module. Although in natural disasters timing and exact location is everything for the 
survival and rescue of victims, this is not the case herein. Increased accuracy in location or in-depth screening are 
not absolutely targeted in iCROSS scenarios; but rather a small-range alert tool, enabling the use of electromagnetism 
coupled with newest achievements in acoustic sensors (sound echo) for tracking people also behind metal walls. EM 
waves cannot penetrate metallic structures and this is a real challenge especially for the cargo containers scenario; 
however, these are not EM shielded and leakage through their walls or doors may reach a highly sensitive receiver. 
Higher frequencies (X-band) show excellent spatial accuracy of detecting very slight movements (i.e. breath acquired 
in front of a human) but penetration depth is limited and vice versa; lower frequencies (VHF/UHF bands) have much 
higher penetration depth but can detect only large motions (i.e. an intensive hand movement). Thus, acoustics sensors 
are better solution for the metal walls case. 
Summarizing, the iCROSS HHD radar aims to further advance the humans’ detection technology when hidden in 
vehicles/closed compartments with portable, easy to use, contactless and reliable characteristics, tailored to the land 
borders security staff everyday procedures and working activities. Considering that the final outcome will be an 
advanced lab prototype, the aim is to contribute as possible to the iCROSS overall concept for effective portable 
devices. Above all, to prove that such modules could be successfully integrated in holistic systems of broader 
applications and to pave the way for potential integration of other similar research or commercial devices in the future 
(i.e. illicit good detectors that could also be optional for the open iCROSS platform).  
 
                                                 
50 Work Programme 2013 Cooperation Theme 10 SECURITY, http://cordis.europa.eu/search/result   
51  Chen, et al., “An X-band M/W life-detection system” IEEE Trans. Biomedical Eng., Vol. BME-33,697–701, July 1986. 
52  Aggelopoulos, Karabetsos, Constantinou and Uzunoglu, “Mobile microwave sensor for detection of trapped human beings” Journal of Int. 
Measurement Confeder., Vol. 18,No. 3,177–183,July 1996 
53  Article: http://www.jpl.nasa.gov/news/news.php?feature=4578 , Media Contact, E. Landau, NASA's Jet Propulsion Laboratory, Pasadena, CA. 
54  Changzhi Li, et al, “Radar Remote Monitoring of Vital Signs”, IEEE Microwave magazine, February 2009, pp 47-56 
55  Ossberger et al, “Non-invasive respiratory movement detection and monitoring of hidden humans using UWB pulse radar”, Joint Intern. 
Conf. on UWBST & IWUWBS. 2004  
56 G. Richard Huguenin, “Millimeter-wave concealed weapons detection and through-the-wall imaging systems” Proceedings of SPIE - The 
International Society for Optical Engineering 1997 (1997). 
57 Xiang et al, “Development of passive mm-wave imaging for concealed weapon detection indoors” Microwave and Optical Technology 
Letters Volume 56, Issue 7, pages 1701–1706, July 2014 (2014). 
58 Tribe Kemp et al, “Hidden object detection  security applications of THz technology”, THz and GHz Electronics and Photonics III, Proc. of 
SPIE, Vol. 5354 (SPIE, Bellingham, WA, 2004) pp 168-176 
59 Narayanan, et al, “A Multifrequency Radar System for Detecting Humans and Characterizing Human Activities for Short-Range Through-
Wall and Long-Range Foliage Penetration Applications” International Journal of Microwave Science and Technology Volume 2014 (2014). 
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equipment/infrastructure for visa and borders according to new technological developments. This would in particular 
include enhancing the operational capabilities of the member states within the framework of EUROSUR standards.”69 
Furthermore, in July 2010, in “The Global ePassport and eVisa Industry Report”70, it was projected that ePassports 
become mainstream and significant penetration has been achieved; therefore the next logical step would be the 
proliferation of ABC solutions. In 2014, the ABC eGates began to gain significant traction in the global marketplace. 
In another report by Acuity, it was estimated that for Airport, Land Border and Sea Port, the overall systems’ 
deployment were counted to be 75,000 units worldwide (both fully automated as well as partially automated), which 
proves a still limited market size that will certainly be further developed. 
According to EU statistics71 “In 2013, around 325 000 non-EU citizens were refused entry at the external borders of 
the EU28. More than 70 % of these cases were recorded in Spain (192 775) and Poland (40 385). In 2013, 12.4 % of 
the total number of EU-28 refusals were recorded by Poland, due largely to the high number of entry refusals (97 %) 
from Russia, Ukraine, Georgia, Belarus, Armenia. The preliminary check on entry and stay requirements will be able 
to significantly decrease this number by informing travellers on lack of entry and stay conditions (meaning a refusal) 
in advance. With checking travel document, visa, means and purposes as well as the SIS II alert on refusing entry, 
taking the same year, 119 195 travellers would have been informed in advance, meaning 36% less refusals, thus less 
administration work and staff effort for border guards. 

 
Fig 9: Non-EU citizens refused entry at external borders, by EU Member State72 

In the Hungarian border it is estimated an average checking time for persons enjoying the right of free movement 
and stay (EU families) is no more than 10-15 seconds per person, and up to 3 minutes for checking third country 
citizens. The estimated average of 3.5 million persons crossing the border every year and estimated third country 
citizen rate is 48% (~1.7 million). According to official statistics the last five years averagely 32 million foreigners 
crossed the Hungarian borders every year. Annual total passenger flow for Schengen borders is estimated between 
490-585 million border crossings per year. 
The challenge of iCROSS is to bridge and complement the market needs, the efforts and initiatives of the EU and 
provide additional IT tools to improve the planned services in EU and globally wide. 
 
Target Markets and Size 
As iCROSS challenges are valid for all European and Schengen Territories border control authorities, these constitute 
the target market, but also territories beyond Europe can be addressed by partners. Indicators of the investments and 
interest is evidenced by the following: 
Automated Border Control (ABC) solutions are fundamentally transforming the global travel experience. From 
Australia’s SmartGates and US Global Entry to the hundreds of eChannel gates at Hong Kong land and sea crossings, 
to the Automated Passport Control Kiosks rolling out across North America, and the nearly 200 eGates planned for 
deployment in the UK and Germany next year, ABC technology is driving the development of the 21st century 
international transportation infrastructure.  

                                                 
69 “Borderline, The EU’s New Border Surveillance Initiatives”, A study by the Heinrich Böll Foundation, June 2012 
70 http://www.acuity-mi.com/index.php 
71 http://ec.europa.eu/eurostat/statistics-explained/index.php/Statistics_on_enforcement_of_immigration_legislation 
72http://ec.europa.eu/eurostat/statisticsexplained/index.php/File:NonEU_citizens_refused_entry_at_external_borders,_by_EU_Member_State,_2008%E2%80
%9313_V1_1.png 
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According to a market report73, published by Transparency Market Research, the global homeland security market 
was valued at USD 245.72 billion in 2013, growing at a CAGR of 5.6% from 2014 to 2020 to account for USD 
364.44 billion in 2020. 
The major factor driving the growth of homeland security market is several government initiatives undertaken to 
restrict increasing terrorist threats and cross border insurgency. In addition, rising cases of illegal immigration, drug 
smuggling and human trafficking are compelling the governments of various countries to invest heavily in 
procurement of homeland security products.  
More particularly, and as far as Automated Border Control (ABC) is concerned, Acuity Market Intelligence reports74 
that the rapidly evolving ABC eGate and kiosk market will generate more than $1.2 billion dollars in annual revenue 
by 2020. The total number of ABC eGates deployed as fully automated replacements for border control stations is 
projected to exceed 6,000 by 2020. An additional 33,000 specialized immigration self-service kiosks and eGates will 
be deployed at check-in, baggage drop, arrival halls, and boarding gates at airports, land borders, and seaports 
worldwide. 
Nearly 50% of the total number of eGates deployed at all airports, seaports and land borders are in Asia. Europe leads 
in airport deployments with nearly 40% of global units. eGates are estimated to increasingly be used at land borders; 
today they just represent 4.7% of all eGates deployed. 
Europe will be the largest market for ABC eGates and kiosks representing a 47% total revenue market share from 
2014 to 2020. Asia will follow with 22.5% revenue market share over the forecast period. 
Airports are, for the time-being, the dominant sector in the ABC eGate and kiosk marketplace, nevertheless by 2020, 
they will cede ground to land borders and seaports. 
Indicative numbers are presented in the following figures, clearly showing the increase in land border needs and the 
leading role that Europe will perform. 

 
 

 
Other impact (Environmental, social, etc.) 
Efficient border control operations has a variety of social impacts primarily in ensuring that borders remain under 
surveillance and are controlled.  
Border Management is a challenge but comes together with a great opportunity since it will help contribute towards 
an increased amount of security for all citizens with more secure borders.  
This supports tourist activity, and also helps to ensure safety for all by: 
• Reducing the number of illegal immigrants who enter country borders undetected  
• Increasing internal security as a whole by contributing to the prevention of cross border crime 
• Increasing internal security as a whole by contributing to the prevention of cross border terrorism 
• Reducing the traffic of drugs, weapons and illicit substances 
• Preventing deaths of illegal immigrants entering countries 
 
Barriers to achieving the expected impact 
A number of persistent barriers can be identified, which the project’s design has considered and should be overcome:  

i. Initial Investment: The investment needed to research, design, implement and commercialize a tool like this 
will discourage most stakeholders. iCROSS is meant to be a foundation stone where they can build upon. 

ii. Procedures and Technology reform: The adoption of iCROSS implies important reframing and adjustments 
to border control processes and infrastructures as well as the daily work of border control authorities. Thus final 
adoption in everyday practice underlines central decisions, financial support, education and training, etc., which 
the nations have to adopt. 

                                                 
73 http://www.transparencymarketresearch.com/homeland-security-market.html 
74 http://www.acuity-mi.com/ABCair_Report.php 
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 a brief project summary in journalistic style highlighting the objectives, the contents and the structure of iCROSS 
 a short profile of each partner and link to each site 
 access to the project Public Deliverables and abstracts of selected non-Public Deliverables; 
 publications and presentations at external conferences in various formats (pdf, MSWord, etc.); 
 events section, promoting the events that the iCROSS consortium participates or (co-)organises.   
 interactive features, such as questionnaires and/or FAQ, allowing for periodical online activation to be used for 

collecting end-users input whenever this is need, i.e. Towards the requirements analysis,  
 visible links to the social media accounts of the project 
 technical & scientific information ( e.g. white papers) and user-oriented information; 
 Relevant web sites of interest for the project such as companies, institutions, etc. 
 Factsheets, reference materials and results produced within the project itself, including deliverables. 
 Contact us section  

A counter of visitors and other statistical tools will be used (including a visitors’ feedback form), to monitor the 
usability and interest created by the web site and the project. The goal is to have a continuously increasing average 
number of web visits at monthly level.  
The content of the website will be managed by: ED (general); the IP Management Team for the technical and 
scientific content. 
Electronic newsletters  
Short electronic newsletters, or e-newsletters and YouTube videos, informing key stakeholders of project 
developments will be developed 
 The e-newsletter is issued on a six-month basis in English, so the frequency of publication must be maintained 

at all times whereby regular intervals are respected. 
 The e-newsletter must be short.  
 Each piece of news must be short, and concluded by a hyperlink that will invite the reader to get more information 

through the website. 
The newsletter will include details of the project (Basic description of the project; description of the partners; 
description of the methodology and indicators), updates on its phases, a description of the preliminary technological 
enablers, summarization about the progress of the implementation of the specific technological enablers within the 
prototype, reports on the project’s participations in events, proposed topics for the workshops, conclusions of the 
workshops, relevant media coverage, interviews and / or quotes from stakeholders’ opinions regarding the necessity 
of the project, description of the final conclusions of the project;  
Social media and online promotion  
Facebook, Twitter and Google+ accounts will be set up for the project, with the aim to foster more accessible 
communication. YouTube channel will be set up, for easy upload of footage from the workshops, demo clips and 
other. The icons will be integrated in the website, for the audience to be aware of the availability for “conversation” 
of the project. 
 
Publications and Participation in workshops, conferences and events 
Participation of the project to up to 30 relevant European or international events (workshops, conferences and 
exhibitions) taking place within the European Union mainly (but not limited) to promote the project and its results. 
iCROSS events will be chosen taking into account the objectives set out in the project communication plan. 
Indicatively, a list is presented but will be further updated during the course of the project with more actual 
information. A detailed proposal for such events with the associated timing and objectives will be included in the 
communication plan to be presented on Month 6.  The goal is to have at least 10 presentations and Demos in 
Conferences each project year. Key to the traditional dissemination strategy is to focus on a number of scientific and 
business publications outlining key technical achievements or business potential. The following provide indicative 
list:  
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Section 5:  Ethics and Societal Impact 
 
During the proposal preparation stage the relevant partners conducted a preliminary ethical requirements 
collection and platform review to identify any ethical or legal issues relevant to the planned development 
or deployment of iCROSS. This has resulted in a design for iCROSS that meets and surpasses legal and 
ethical requirements.  
Specifically, the iCROSS consortium includes a partner institution expert in legal informatics, data 
protection, data security and ethics (LUH) who will lead the EU-wide legal review and legal and ethical 
compliance task. Any issues identified as part of this task will be addressed, either by incorporating them 
as requirements that need to be adhered to by the design and implementation of the iCROSS platform or by 
actions taken as part of this task such as the creation of legal documentation to be developed as part of this 
task and applied to any of the other tasks in the project. An example of this would be the need to provide 
informed consent to all Pilot or empirical data collection participants, to communicate with regulatory 
bodies such as data protection authorities and to report issues directly to the project coordinator and the 
general assembly. 
Ethical privacy concerns are addressed through a privacy-by-design and privacy-by-default approach 
followed in the iCROSS data collection procedures to ensure that no legal or ethical issues arise in the 
course of the project execution. Risk management procedures are in place to address any now unforeseen 
issues. Informed consent materials will be developed as part of the project and will include both 
informative/educational material relevant stakeholders will go through to understand and be informed of 
their rights before they provided the consent.  
 
The consortium agrees that proposals for Horizon 2020 need to demonstrate how innovative research can 
tackle the major societal challenges identified in the Europe 2020 strategy.  Social Sciences and Humanities 
research can play an important and positive role in this process and indeed is uniquely placed to ensure that 
ethics is central in dealing with the normative dimensions of the themes and topics mentioned in Horizon 
2020.  Secure Societies targets the area of freedom, security and justice, without internal frontiers, as the 
European Agenda on Security (released on 28th of April, 2015) underlines 
 

Europeans need to feel confident that, wherever they move within Europe, their freedom and their 
security are well protected, in full compliance with the Union's values, including the rule of law and 
fundamental rights. In recent years new and complex threats have emerged highlighting the need 
for further synergies and closer cooperation at all levels.  

 
It has been noted that:  
 
Horizon 2020 has ambitious aims that not only presuppose empirical claims, e.g., with respect to natural 
resources, available technologies or existing infrastructures, but also set specific goals, e.g., regarding 
sustainability, health and well-being, food production, the bio-based economy, and resource efficiency. 
These goals show that the research themes are not aims in themselves, but means to realising European 
commitments to human rights and values. These rights and values presuppose normative claims about how 
humans should treat one another, what makes for good society, and how responsible governments and 
businesses should behave.  
 
The consortium is also dedicated to ensure full compliance with fundamental rights as required by the 
Lisbon Treaty – European Charter of Fundamental Rights – which came into force 1st December 2009),   
provide transparency, accountability as well as providing results compatible with the Prüm framework  and 
the new Europol mandate.  To achieve balance within “Liberty and Security” as a single fundamental right, 
we have decided to set up a sound ethical framework, which is not only essential in fostering responsible 
research and innovation but also key of providing results able to gain public legitimacy, becoming a widely 
accepted tool for border traffic control. This section elaborates on how this is operationalised in the 
iCRROSS project. 
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1.  Code of Ethics and Ethics Advisor 

In order to ensure that all partners act along the same inline, a Code of Ethics is elaborated, containing rules 
on general ethics principles, data protection and transparency. It provide rules on the informed consent, 
procedures implemented for data collection, storage, protection, retention and destruction including 
confirmation that they comply with national and EU legistlation. Legal entities as members of the 
consortium have to give written informed consent on the Code of Ethics as well as individual researchers 
participating in the project. The Code of Ethics also contains the Data Protection Rules which has to be 
applied through the entire implementation (see chapter on Data Protection). An independent Ethics Advisor, 
who is not employed at any of the consortium members, will be contracted to carry out training, counselling, 
monitoring and auditing activities in order to ensure that all phases of implementation are in line with the 
Code of Ethics. The Security Officer will support the work of the Ethics Advisor with taking the role of an 
internal Data Protection Officer with tasks and responsibilities detailed in the Data Protection Rules. 
Arbitration over ethics and data protection regulation will be carried out by an Ethics Committee chaired 
by a Chairman from one of the consortium partners with two members, the Ethics Advisor and the Data 
Protection Officer (Security Officer). The Committee resolves all cases in written decision and submits a 
report on ethics and data protection during the reporting period. In case of lack of consent, the Ethical 
Advisor has the right to write a parallel report. 
 

2. Data Protection 
As mentioned in the previous chapter, in general, data protection will be ensured within the frame of the 
Code of Ethics, in form of Data Protection Rules annexed to the Code. All partners and individuals 
participating in the research have to give informed consent on data protection rules as well as volunteers 
participating in the tests.  
 
The procedure of giving informed consent consists of three steps and is coordinated by the Data Protection 
Officer, who:  

a. informs the persons about the project and the type of data required, 
b. distributes electronic copies of Data Protection Rules and answers all related questions, 

explains content of the rules as requested, 
c. collects and stores signed forms of informed consent in a searchable format. 

 
It has to be highlighted, that the Hungarian National Police is empowered by law to collect, store and 
process personal data for the following purposes (Act XXXIV. of 1994 on The Police, 77.§): 

a. border control and policing, 
b. crime prevention, fight against crime and terrorism. 

 
For this reason, personal data of third country citizens crossing the border to or from Hungary are collected, 
stored and processed by the Hungarian National Police for 5 years from the day of border crossing (Act 
XXXIV. of 1994 on The Police, 91/L. §), affecting the following types of data: 

a. full name 
b. date of birth 
c. nationality 
d. gender 
e. passport number and type 
f. visa number and type 

 
This is also affecting travellers who do not participate in iCROSS tests. If a volunteer revokes its 
volunteering for participation and informed consent on data processing in the frame of iCROSS, it has to 
be informed that in case of border crossing to or from Hungary, the personal data listed above will be still 
processed on the abovementioned legal basis. 
 
All other types of personal data can only be processed on the basis of consent and all other participants can 
only process those within the frame of the Data Protection Rules. A register will be set up for each 
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participant by the Data Protection Officer recording data types processed and individuals having access to 
those data. 
 
For example, capturing of video-audio conversation with an avatar has to be executed only after the user of 
the device capable of capturing this conversation (eg. laptop with webcam and microphone) has given 
permission to the relevant software to carry out the capturing sequence. Most operating systems have their 
built-in procedures to achieve user permission; our solution will use those built-in dynamic linkable 
libraries and other such tools to ask for the permission of the user. The same applies for other data collection 
in relevance of the use of the traveller’s personal computing devices (eg. GPS data, actual mobile network, 
handshake with tokens etc.). 
 
After the duration of data process period expires (5 years in total) or the informed consent has been revoked 
(the sooner applies), all personal and sensitive data has to be deleted from the databases of the consortium 
with proper software and/or hardware procedures rendering unauthorized restoration impossible (eg. 
DiskWipe, HDDErase, KillDisk, Format Command Write Zero Option etc.). In case any partner has a 
parallel, legal bases obligation to further process any kind of data, those partner will further process the 
data on the given legal basis, while all other partners shall carry out the deletion process. Before deletion, 
the Ethical Committee has to be notified in due time to be able to observe the procedure and the Security 
Advisory Board has to be informed on the relevant data to ensure it will be also removed from deliveries 
(reports). The detailed regulations on storage, process and deletion can be found in the Data Protection 
Rules (Art. 10.) part of the Ethics Code.  
 

3. Incidental findings 
In case the system or the border control personnel detects anything illegal when checking a person 
participating in the iCROSS as volunteer and crossing the border, two different types of actions may apply 
depending on the conditions: 

a. the persons shows a Letter of Commission (serialized and registered document with title “Nyílt 
Parancs” or “Megbízólevél”) issued by the Hungarian National Police, the Hungarian National 
Protection Service or by the Hungarian Ministry of Interior that he or she has performed the 
action resembling on an illegal act of the sole purpose of testing the system, and the act 
committed is exactly as outlined in the commission document, in that case, no actions other than 
the normal border control has to be carried out with the illegal act ignored, 

b. otherwise, the person has to be handed over to the border police units present who will carry out 
standard operational procedures determined by regulations on the given case, and all relevant 
data has to be secured and handed over to the police as evidence, including those who were 
collected with the perpetrators consent (Act XIX. of 1998 on Penal Procedures 117.§ (2)). 

 
In both cases, the Security Officer has to be informed, and he or she must register the transfer of personal 
data in the Data Transfer Registry. 
 
Any other incidental findings, not happening at the border and/or in presence of police officers, for example 
video collected on known terrorist suspects, devices connecting from areas under insurgent control, videos 
collected on persons known (wanted) as kidnapped or lost, have to be handed over to the Hungarian 
National Police through the Security Officer. 
 

4. Additional measures on profiling to avoid stigmatization 
The main difference between profiling and stigmatization is that a stigma implies the presumption of bad 
intention or disgrace, while profiling is the act or process of learning information about someone based on 
what is already known, determining the way how we will check the person. Profiling does not only filters 
criminals, terrorist or illegal migrants, on the contrary, it has more effect on victims of human trafficking 
and regular travellers in scope of third country citizens. A recent handbook on human trafficking for 
example provides clear datasets on from which country which type and age of women are trafficked, how 
many of them are in one group, what are the main travel destinations. Regular travellers can pass through 
the border faster as the passport checking personnel already are knowing their profile, a few words on their 
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language and they already got their passport back, checked and stamped, without any further questioning 
about purpose of stay, means of stay etc. Sometimes the best profiling is to have clear profiles on regular 
travellers and filter out everything that is uncommon. However, profiling can also be exploited and misused, 
like any other tool. To provide additional measures on profiling to avoid stigmatization, we intend to add 
the following functions into the profiling system: 

a. lapse of scores – both positive and negative scores obtained according to the profiles will 
diminish with time, in accordance with the legal principle of limitation, 

b. diminishing returns – when travelling many times in very short time period, the basic 
positive score obtained by successful border crossing will decrease linearly, preventing 
exploitation of the good scores achievable with travelling regularly, 

c. random score element – a random one-time score with random prefix (positive or negative) 
will be added each time the profile is checked at the border, the possible values (random 
interval) will be set to contribute half the score needed for one step change in the control 
category (minimal, thorough, thorough in a separated place – according to the Regulation 
562/2006/EC on the Schengen Border Code), 

d. no manual modification – nobody’s score can be modified manually, values apply 
automatically when the conditional phenomena/case/decision is recorded. 

 
5. False positives 

This system does not make decisions on admission or refusal. Its sole purpose is to facilitate border crossing 
with giving information to both traveller and border guard. Therefore false positives do not have any legal 
effect, as the final decision is in the hand of the traveller (on travelling or not) and in the border guard (to 
determine level of control and decide about admission). This is mainly because the international, EU and 
national law has certain exceptions on persons which are so dynamic that is not programmable. For example 
once a diplomat from Angola flew to Budapest to participate on a ceremony before she proceeds to Russia 
to work on the embassy in Moscow, but the database showed she has an alert for refusal on her, because 
seven years before she was arrested for delivering illicit sexual services in a bar in Budapest. Although the 
alert was still valid for three more years, the Minister of Interior decided to lift the ban in respect of the 
change in the status of the person. In another case, a plane full of US soldiers from a non-NATO unit got 
engine problems and had so spend two days at Budapest Airport with repairs, but the soldiers did not have 
travel document with themselves. However, the border official in charge decided to let them enter the 
country and spend the night in a hotel instead aboard of the plane. Therefore iCROSS will tell the traveller, 
that what he or she can expect at the border, based on the information provided (eg. passport is expired, 
additional visa is required etc.), but will not tell him or her to travel or not to travel. The same applies for 
the border guard, iCROSS will only report information gathered, checks already made (eg. passport is valid, 
the person is identified), profile assessment results (in form of recommended level of control), but will not 
and is not allowed to tell the policeman what to do exactly, how to control the person and what shall be the 
decision. 
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Annex 1  
Declaration of accepting the Ethics Code  

(for individuals and for legal entities, on separate pages) 
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DECLARATION 

on accepting the Ethics Code for individuals 

 

I, ……………………………………. <NAME>, born in ……………………………. <POB> on 
the …………………………….. <DOB> hereby declare that I have read and accept the Ethics 
Code including the data protection rules of the project ‘ICROSS’ and I understand my rights and 
obligations related to the project. 

………………………………… 

<SIGNATURE> 

 

 

………………………………… 

<DATE> 

 

In witness whereof: 

……………………….. <NAME> 

………………………..<ADDRESS> 

……………………….. <SIGNATURE> 

 

……………………….. <NAME> 

………………………..<ADDRESS> 

……………………….. <SIGNATURE> 
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DECLARATION 

on accepting the Ethics Code for legal entities 

 
Name of Legal Entity:…………………………………………………………. 
Seat of Legal Entity:…………………………………………………………… 
Registration number:………………………………………………………….. 
VAT number: …………………………………………………………………. 
PIC number: …………………………………………………………………… 
 
represented by ……………………………………. ……<NAME and POSITION> 
 
hereby declares that the above mentioned legal entity accepts the Ethics Code including the data 
protection rules of the project ‘ICROSS’ of the project ’ICROSS’ and understands the rights and 
obligations related to the project. 
 

………………………………… 

<DATE> 

 

………………………………… 

<SIGNATURE and STAMP> 
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Article 2  
Principles 
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DECLARATION 

on accepting the Ethics Code including the Data Protection Rule 

for individuals 

 

I, ……………………………………. <NAME>, born in ……………………………. <POB> on 
the …………………………….. <DOB> hereby declare that I have read and accept the Ethics 
Code including the data protection rules of the project ’ICROSS’ and I understand my rights and 
obligations related to the project. 

………………………………… 

<SIGNATURE> 

 

I declare that the ICROSS Consortium processes my personal data with my consent. 

………………………………… 

<SIGNATURE> 

I declare that the ICROSS Consortium processes my personal sensitive data with my consent. 

………………………………… 

<SIGNATURE> 

(Only sign the appropriate declarations!) 

 

………………………………… 

<DATE> 

 

In witness whereof: 

……………………….. <NAME> 

………………………..<ADDRESS> 

……………………….. <SIGNATURE> 

 

……………………….. <NAME> 

………………………..<ADDRESS> 

……………………….. <SIGNATURE> 
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DECLARATION 

on accepting the Ethics Code including the Data Protection Rule 

for legal entities 

 
Name of Legal Entity:…………………………………………………………. 
Seat of Legal Entity:…………………………………………………………… 
Registration number:………………………………………………………….. 
VAT number: …………………………………………………………………. 
PIC number: …………………………………………………………………… 
 
represented by ……………………………………. ……<NAME and POSITION> 
 
hereby declares that the above mentioned legal entity accepts the Ethics Code including the data 
protection rules of the project ’ICROSS’ and understands the rights and obligations related to the 
project. 
 

……………………………
…… 

<DATE> 

 

………………………………… 

<SIGNATURE and STAMP> 
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DATA PROCESS REGISTER 
 

Name of entity: 
 

Project Name: iCROSS 
Numbered list of data types processed:  

Start of process period:  
End of process period:  

  
Date:  
  
 Data Protection Officer 

 
ACCESS TABLE 

Mark level in corresponding column (see numbered list above).  
Access levels: O=read, I=write, X=admin 

Name of person Access Revoke 1 2 3 4 5 6 7 8 9 10 11 12 12 
                
                
                
                
                

(add lists as required) 
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DATA TRANSFER REGISTER 
Transferring Entity Recipient Purpose of 

Transfer 
Legal 
ground of 
Transfer 

Personal 
Data 
Transferred 

Time of 
Transfer 

Other 
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expertise in the field of critical systems for security and emergency), PBG, BSG, TRAINOSE (as end-
users) will constitute the Board. 
 
6.4  Other project-specific security measures 
As part of work package 2 in iCROSS the security requirements will be established based on both the 
national, and EU level legislation and border control procedures. Any problems identified, such as the 
inability of staff without personal security clearance required to access secure premises for the needs of the 
deployment of the Pilots for example, will be addressed by the partners responsible for each Pilot. Each 
Pilot will be performed by the same institutions who are responsible for the security of the areas were the 
Pilots will take place and the pilots themselves will include the use of real border control agents taking part 
in the project. Since all of them have security clearance in each of the respective Pilot execution sites, we 
don’t anticipate any problem. The Requirements task and the legal compliance task will enable the 
definition of the requirements that need to be addressed so that border control agents are capable of 
executing the Pilots, such as user friendly technical set up procedures, stand by telephone technical support 
by technical experts etc.  
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